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I'masa 1. BBEJEHMHWE

MpbI HaYMHAEM H3JIOKEHHUE OCHOB KpUMOTOTpaduu C KIACCUYECKOHM 3aja-
M TIepejadyd CEKPETHBIX COOOIICHUH OT HEKOTOporo ormpaButens A K
nojyvarenio 5.

OTtnpaButenb COOOLIEHUH U X MOJTydaTeslb MOTYT ObITh (PU3UYECKU-
MU JIMIAMH, OPTaHU3AIUSIMH, KAaKUMU-THO0 TEXHUYECKUMHU CHUCTEMaMH.
Wuorna 06 A u B roBopsT kak 00 abOHEHTaX HEKOTOPOU CETH, O TIOJIb30-
BaTeJIsIX HEKOTOPOI KOMIIBIOTEPHOM cHCTEMBbl WM, elle 6osee popmab-
HO, KaK 00 a0CTpPaKTHBIX «CTOPOHAX» (AHTJIOA3BIYHBIN TEPMHUH «party»)
WJIN «CYITHOCTSIX» (entity), y4acTByIOIMUX B MH(POPMAITMOHHOM B3aUMO-
nevictBun. Ho yaiie ObiBaeT y1oOHO OTOXAECTBISATh YIaCTHUKOB OOMEHaA
C HEKOTOPBIMH JIFOJIBMU U 3aMeHHUTh (hopmasibHble 0003HaueHuss A u B
Ha Anuca u bo6.

[Ipennonaraercs, 4TO cOOOIIEHNS NEPEAAOTCS IO TaK Ha3bIBAEMOMY
«OTKPBITOMY» KaHAJTy CBS3H, B IIPUHITUIIC JTOCTYITHOMY JIJISl IPOCTYIITHBA-
HUSl HEKOTOPBIM APYTUM JHUIAM, OTIIMYHBIM OT MOJy4aress U OTIpaBUTe-
ns1. Takast cuTyalusi BOSHUKAET MPU pajuonepeaade coooueHuit (Hampu-
Mep, MOCPEACTBOM MOOMIBHOTO TeledOHa) U BO3MOXKHA MTPH UCIIONB30Ba-
HUU JJA)KE TAKUX «IPOBEPEHHBIX» KAHAJIOB CBSI3H, KaK ITPOBOJIOYHBIN Telle-
¢down, Tenerpad, na u o0braHas mouyta. OcoObIil UHTEPEC KaK CPEACTBO Tie-
penady JaHHBIX, CTPEMUTENHFHO 3aBOEBHIBAIOIIEE JTHIUPYIOLINE MO3UIIUN
BO BCEM MHUPE U B TO € BpPEeMs UpE3BBIUANHO YS3BUMOE C TOYKU 3PEHUS
BO3MOYKHOCTH HECAHKIITMOHUPOBAHHOTO JIOCTYIA TPETHUX JIUII, IPEICTaB-
nser UuaTepHetr. B 310l cpene nerko peanusyercs HE TOJBKO KOMHPOBA-
HUE, HO M ITOJMEHA MePeIaBaeMbIX COOOIICHHIA.

B kpunrtorpadguu oO6b14HO TpenonaraeTcs, 4To y Juiia, nepeaarole-
ro cooOuieHus U (UiaM) UX MPUHUMAIOIIETO, €CTh HEKOTOPHIN MPOTUBHUK
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E', xoTOpBIii MOXET OBITh KOHKYPEHTOM B OM3HECE, YIEHOM IMPECTYITHOM
IPYNIUPOBKY, MPEACTABUTEIEM WHOCTPAHHOM pa3BEAKU HIIU JaKe upes-
MEPHO PEBHHUBOM KEHOM, U 3TOT MPOTUBHUK MOXKET MEPEXBATHIBATH COO0-
IIEHUSs, TIepeAaBaeMble 110 OTKPHITOMY KaHally, M aHAJIU3UpoBarh ux. Ya-
CTO Y1I0OHO paccMaTpuBaTh IPOTUBHUKA KaK HEKYIO 0co0y 1o uMeHu EBa,
KOTOpasi MMEET B CBOEM PaCHOPSHKEHUU MOIIHYIO BBIYUCIUTEIbHYIO TEX-
HUKY W BIIQJIe€T METoJaMHu KpurnroaHanmsa. EctrecTtBenHo, Ammca u boo
XOTAT, YTOOBI UX cOOOIIeHNs ObUTM HEMOHATHHI EBe, M MCHONB3YIOT IS
3TOTO CIEIMATIbHbBIC MHU(PBHI.

[Tepen Tem Kak nepeaars COOOIIEHHE MO OTKPHITOMY KaHAITY CBSI3H OT
A x B, A mmdpyer coobmenne, a B, mpuHsB 3amuppoBaHHOE cO00IIIe-
HUe, JemudpyeT ero, BOCCTaHABIMBasg MCXOIHBIM TeKkcT. BaxkHo TO, 4TO
B paccMaTpuBaeMoil HaMH B 3TOW IaBe 3aaade Anuca u bobd moryT mo-
roBapuBaThCs 00 MCMONb3yeMOM UMHU mupe (Uiu, CKopee, 0 HEKOTOPHIX
ero rnapaMeTpax) He MO OTKPHITOMY KaHaily, a 10 CHEIHAIbHOMY «3aKpbl-
TOMY» KaHajy, HEIOCTYITHOMY JUIsl IPOCITYIIMBAaHUS IPOTUBHUKOM. Takoit
«3aKpbITHIA KaHA» MOXET OBbITh OPraHHW30BaH MpPU IOMOILU KypbEpOB,
i xe Anrca u bo6 Moryt oOMeHHBaTbes mudpamMu BO BpeMs JTHYHOM
BCcTpeud U T.I. [Ipu 5TOM Hag0 y4UTHIBATh, YTO OOBIYHO OpTraHU3AIMs Ta-
KOTO 3aKpBITOTO KaHajla M Iepejada 1o Hemy COOOIIEHHUI CITUIIKOM JO-
pPOTH MO CPAaBHEHUIO C OTKPBITHIM KaHAJIOM U (WJIM) 3aKpBITHIM KaHal He
MOJKET OBITh UCIIONIb30BaH B Jito0oe BpeMs. Hanpumep, kypbepckas modra
HAMHOTO JOpOXe OOBIYHOM, Iepeada COOOIIEHHH ¢ ee TOMOLIbIO MTPOKC-
XOJIUT HAMHOTO MEJJICHHEee, YeM, CKaXkeM, Mo Tenerpady, fa U UCIOIb30-
BaTh €€ MOKHO HE B JIF000€ BpeMs CYTOK U HE B JTFOOOH CUTyaInH.

YrtoObl OBITH O0JIEe KOHKPETHBIMHU, PAaCCMOTPHUM NpuMep mudpa. Tak
Kak mpoosieMa mudpoBaHus COOOIIEHN BO3HHKIIA €11Ie B TTTyOOKOW IpeB-
HOCTH, HEKOTOpbIe HIM(PHI CBI3aHbl C UMEHAMHU H3BECTHBIX UCTOpHYE-
CKUX JIMYHOCTEW M B KaYeCTBE MEPBBIX MPUMEPOB OOBIUHO HCHOIB3YIOT
MMEHHO Takue MHUQpbl. MbI Takxke OyaeM MpUAEp>KUBATHCS 3TON Tpaau-
uu. Haunem ¢ u3BectHoro mudpa [as FOmus Lesaps (cm., Hanpumep,
[2, 23]), aganTupoBaB €ro K pycckoMmy si3bIKy. B aTom mmdpe kaxnas Oyk-



I'maBa 1. Benenne 6

Ba COOOIIEHMs 3aMEHSETCS Ha JAPYTryl0, HOMEp KOTOpoil B aiaBute Ha
Tpu Oonbire. Hanpumep, A 3amensiercs Ha I, b va /] u T.a. Tpu nocnen-
Hue OykBbI pycckoro andasura — 3, 10, I — mmdpyrorcs OykBamu A, b,
B coorBerctBenHo. Hanpumep, cnoso IIEPEMEHA nocne npumenenus
k Hemy mmdpa Llezaps npespamaercs 8 TUYUIINPI (ecnu uckmountsb
6ykBy E n cuurars, uto B andasute 32 GyKBEI).

[Tocnenyromue pumMckue 1e3apu MOIUGUIMPOBAIUA MIH(P, UCIIONb-
3ysl cMellleHue B ajdaBuTe Ha 4YeThIpe, MATh U Oosiee OykB. Mbl MOxeM
OIHCATh MX WH(P B 00MIEM BUJIE, SCIH HPOHYMEpyeM (3aKonupyem) OyK-
BBI pycckoro andasura uucnamu ot 0 10 31 (uckmouns Gyksy E). Torna
MIPABUJIO MIK(POBAHUSA 3AMUIIETCS CIECAYIOIUM 00pa3oM:

= (m + k) mod 32, (1.1)

IJe M U ¢ — HoMepa OyKB COOTBETCTBEHHO COOOILEHUS U MIUPPOTEK-
cTa, a kK — HEKOTOpOE€ IIEeJI0E€ YHUCIIO, Ha3blBaeMoe KirouoM mudpa (B
paccmoTpenHoM Beoiie mmdpe Lesaps £ = 3). (3neck u B JanbHeWeM
a mod b 0603HauaeT OCTATOK OT JIEJIEHUs LIEJIOT0 YKCia @ Ha 11eJ0€ YUCIIO0
b, mpudeM octatok Gepercst u3 MHoxkectBa {0, 1,...,b — 1}. Hanmpumep,
13 mod 5 = 3.)

YroOs! gemnppoBath 3aiu(ppOBaHHBIN TEKCT, HY’>KHO IPUMEHUTD «00-
PaTHBII AITOPUTM

m = (¢ — k) mod 32. (1.2)

MOoXHO TIpeacTaBUTh cebe CUTYalUIO, KOT/Ia HCTOYHHK U MOTydYaTeb
COOOIIEHNI TOTOBOPUIIUCH UCTIONb30BaTh mmdp (1.1), HO ans Toro, uro-
OBl YCIIOKHUTH 33J]a4y TPOTHBHHKA, PEIIIIN WHOTIA MEHATh KITF0Y TH -
pa. Jlns sToro Anuca kakuM-1u00 00pa3oM TeHepupyeT 4ucio k, mepe-
naet ero boOy 1o 3akpbITOMy KaHally CBSI3U, U [IOCJIE 3TOT0 OHU OOMEHU-
BAlOTCS COOOIIECHUSAMH, 3alTU(PPOBAaHHBIMU C MOMOIIBIO 3TOTO Kiroya k.
3aMeHy KJII04a MOXKHO TPOBOIUTH, HApUMEp, Mepea KaxIbIM CeaHCOM
CBSI3U WJIM TIOCTIE Mepeadn (PUKCHPOBAHHOTO YHclia OyKB (CKaXeM, Kaxk-
IYI0 JIECSITKY CHMBOJIOB IIM(POBaTh CO CBOUM k) U T.I. B TakoMm cirydae
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TOBOPST, YTO KIIFOY TOPOXKIAETCS MCTOYHHKOM Kitoda. Cxema paccMoT-
PEHHON KpPUIITOCUCTEMBI C CEKPETHBIM KJIIOYOM IpuBeleHa Ha puc. 1.1.

@—» mmdparop nemudparop

OTKpLITLIP'I KaHaJl

HCTOYHHK

/)

o—

KJIro4ya

BaKpLITLIﬁ KaHaJl

Puc. 1.1. Knaccuueckas cuctemMa ceKpeTHOH CBSI3U

OOparumcst Teneppb K aHaIU3y JeHCTBUI NPOTUBHUKA, MBITAIOLIETOCS
pacudpoBaTh COOOIIEHUE U Y3HATh CEKPETHBIM KIJII0Y, HHBIMHU CIIOBAMH,
BCKPBITh, WM B37IoMaTh mudp. Kaxxaas mombiTka BCKpeITUS muppa Ha-
3bIBA€TCs aTakoil Ha mM@p (WM Ha KpUOTocuctemy). B kpunrorpadun
NPUHATO CYUTATh, YTO MPOTUBHUK MOXKET 3HATh HMCIOJIh30BaHHBIN aJro-
PUTM IIM(PPOBAHUS, XapaKTep MepeaBacMbIX COOOLICHUI U NepexBaYeH-
HBIH MH(POTEKCT, HO HE 3HAET CEKPETHBIN KII0U. DTO Ha3bIBAeTCS «Ipa-
BunioM Kepkxoddca» (cm. [23]) B uecTh yueHOrO0, BIiepBbie chopMynupo-
BaBIIIET0 OCHOBHEIE TpeOoBaHus Kk mmdpam (A. Kerckhoffs, 1883). Nno-
I7la 3TO MPaBUIIO KaXKETCS «IIEPECTPAXOBKOI», HO TaKas «II€pPEeCTPaxOBKay
OTHIOJb HE JIMIIHSIS, €CIIH, CKaXKeM, NIEPEAAETCS PaCHOPSKEHHUE O MEPEBO-
Jie MAJJTMOHA JI0JUTAPOB € OJJHOTO CYeTa Ha APYToil.

B namem npumepe EBa 3Haert, uto mm¢pp ObUT MOCTPOEH B COOTBET-
ctBuM ¢ (1.1), 4TOo MCXOAHOE COOOIIEHNE OBIIO HA PYCCKOM fA3BIKE U UTO
obu1 nepenan mudporexketr TUYUIINPT, vo ximrou EBe He u3BecTeH.

HanGonee oueBu1HasI MONBITKA PACIM(YPOBKHU — MOCIEA0BATEIbHBIN
nepebop BCeX BO3MOXKHBIX KJIFOUEH (3TO Tak Ha3bIBAEMBIH METO[ «TIpy-
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oot cunel» (brute-force attack)). Mtak, EBa mepeOupaeT mocnenoBaresb-
HO BCE BO3MOXKHBIE KIItOUM k = 1, 2, ..., MOACTaBIAS UX B QJITOPUTM
nemrdpoBaHus U OLEHUBAs TOJyYarommecs: pe3yasrarsl. [lompobyem u
MBI UCIIONIB30BATh 3TOT MeToA. Pesynbrarsl nemmudpoBanus no (1.2) npu
paznnuHbix Kimodax U mugporekcte TUYUIINPT cBenensl B Tabm. 1.1.
B OosbMHCTBE CilydyaeB HaM JIOCTaTOYHO ObUIO paclIu(poBaTh JABE—TPU
OyKBBI, YTOOBI OTBEPTHYTh COOTBETCTBYIOIIUIN KJIIOY (M3-32 OTCYTCTBUSA
CJIOBAa B PYCCKOM $I3bIKE, HAUMHAIOIIETOCS C TAKOTO ()parMeHTa).

Tab6numna 1.1. Pacuudposka ciopa TUYUIIUPI'
nmyTeM Iepedopa Kiarouei

k| m k| m kK |m k| m

1| C3T 9 | 4 17 | B4 25 | 1m

2 | PXC 10 | MIOM || 18 | ALIB || 26 | LIOLL]

3 | IEPEMEHA || 11 | 39U 19 | IXA || 27 | YH

4 | of1l 12 | Xb 20 | FO® || 28 | IIM

5| HI 13 | EbI 21 | BY 29 | XJILL

6 | MB 14 | 1b 2| b 30 | ®K

7 | IBM 15 | Tl 23 | BI 31 | VA

8 | KAJIA3 16 | BIUI || 24 | b 32 | TUYUIIUPT

N3 tabn. 1.1 Ml BUAMM, YTO OBLI MCIOJB30BaH K4 k = 3 U 3a-
mdposano coobuienre [IEPEMEHA. [Ipuuem nns toro, 4toObl IpoBe-
PHUTH OCTajbHbIE BO3MOXKHBIE 3HAUEHUs KJII04Ya, HAM He TpeOoBajioch Jie-
mudpoBaTh Bce BOCEMb OyKB, a B OOJIBLIIMHCTBE CIIy4aeB MOCIE aHaIu3a
IByX—Tpex OyKB KIIO4 OTBeprajics (Tonpko mpu k = 8 Hajgo Obuio Je-
mmdpoBath mATh OyKB, 3aT0 Npu k = 22,23,24 xBarano u OIHOH, TaKk
KaK B PYCCKOM $sI3bIKE HET CJIOB, HaunHaromwmxcs ¢ b, b, bl).

W13 3Toro npumepa Mbl BUAUM, YTO pACCMOTPEHHBIN MNP COBEPILIECH-
HO HECTOEK, AJISl €r0 BCKPBITHSI JOCTATOYHO [TPOAHATN3UPOBATH HECKOIBKO
HepBbIX OyKB COOOILEHHS M TIOCTe 3TOTO K04 & OIHO3HAYHO OIpesens-
eTcs (|, CIeIoBaTeIbHO, OJJHO3HAYHO ACIN(PYETCS BCE COOOIIEHUE).

B gem ke npruuuHbI HECTOHKOCTH PaCCMOTPEHHOT0 MHdpa 1 KaKk MOXK-
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HO OBUTO OBI YBEIMUUTH €T0 CTOMKOCTh? PaccMoTpuM emie ouH nmpumep.
Anuca crpsTaia BaXHbIE JOKYMEHTHI B siUeliKe KaMepbl XpaHeHHsI, CHaO-
KEHHOH MATHUIEKATHBIM KOIOBBIM 3aMKOM. Termepb oHa xoTena Obl co00-
muTh boOy KomOuHanuio 1udp, OTKphIBaroIyo suciiky. OHa pemmia uc-
NoJIp30BaTh aHayor mudpa Llesaps, ananTupoBaHHbIHA K andaBuTy, COCTO-
AIEMY U3 AECSITUYHBIX TUPD:

¢ = (m+ k) mod 10. (1.3)

Homyctum, Anmca nocnana booy mmdpotexct 26047. EBa nbiTaercs pac-
mmdpoBaThk €ro, MoCIENIOBATENILHO Mepedupas Bce BO3MOKHBIC KITFOUH.
Pe3ynbrarhl ee monbITOK CBEJICHBI B Ta0M. 1.2.

Tao6nuna 1.2. PacuugpoBka cooduieHus
26047 nyrem nepedopa

KJI04Yel
k m k m
1 15936 6 60481
2 04825 7 59370
3 93714 8 48269
4 82603 9 37158
5 71592 0 26047

Mpl BUIMM, YTO BCE MOJYYECHHbIE BapHaHTHI paBHO3HAYHbI U EBa He
MOJKET MOHSTh, KaKasi IMEHHO KOMOMHAIIMS UCTHHHA. AHATU3UPYys mud-
POTEKCT, OHAa HE MOXKET HAMTH 3HAUEHUs CEKpeTHOro kitoua. Koneuno, 1o
nepexpara cooduieHus y EBpl 66110 10° BO3MOMKHBIX 3HaYEHMI KOJOBOM
KOMOMHaIuM, a nocjie — Toiabko 10. OgHako BaXKHO OTMETHUTH TO, YTO
B IaHHOM ciiy4yae Bcero 10 3Hadenuit kimoua. [loaTomy mpu TakoMm KIiTro-
ye (omHa AecsaTuyHas mudpa) Anuca u bod u HE MOIVIM pacyMTHIBaTh Ha
OOMBIIYIO0 CEKPETHOCTb.

B nepBom npumepe cooOIieHrne — TEKCT Ha PYCCKOM SI3bIKE, MTO3TO-
My OHO TOIYUHSETCS MHOTOYMCICHHBIM MpPaBUJIAM, Pa3iIHYHbIE OYKBBI
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U X COYETaHMS MMEIOT Pa3IM4HbIEe BEPOSTHOCTU WU, B YACTHOCTH, MHO-
rue Habopbl OyKB BOOOIIE 3ampenieHbl. (OTO CBOMCTBO HA3bIBACTCS M3-
OBITOYHOCTBIO TeKCcTa). [103TOMy-TO M yamanoch jerko momoOparh Ko
u pemmdpoBaTh cooOIIeHHE, T.€. N30BITOYHOCTD MO3BOJIMIIA «B3JIOMATh)
mmdp. B mpoTUBOMONOKHOCTS 3TOMY, BO BTOPOM IpUMeEpe Bce KOMOu-
Halu IUQp JOMYCTUMBL. «SI3bIK» KOJOBOIO 3aMKa HE COAEPKHUT H30bI-
touHocTtd. [losToMy maxke mpocToit mudp, TPUMEHEHHBIA K COOOIIEHHU-
SIM 3TOTO SI3bIKa, CTAHOBUTCSI HEBCKpbIBaeMbIM. B kiaccuueckoil pabote
K. lllennona [17] mocTpoeHa riryOoKkasi U U3sI[HAS TeopHs MHU(POB C
CEKPETHBIM KIIFOUOM U, B YAaCTHOCTH, MPEIJIOKEHA IIPABUIIbHAS) KOJIH-
YEeCTBEHHAsl Mepa U30BITOYHOCTU. MBI KPaTKO KOCHEMCS 3TUX BOIIPOCOB B
maBe 3, a B iaBe 4 OyAyT ONMHMCaHbl COBpEMEHHbIE IU(PHI C CEKPETHBIM
KITFOUOM.

OnucanHasi B IPUBEICHHBIX MPUMEPAX aTaka Ha3bIBACTCS aTaKoH 1Mo
wugpomexcmy. Ho gacto Ha mmdp MoxeT ObITh NpOBEASHA aTaka Mo
uzgecmnomy mexcmy. IT0 IPOUCXOIUT, eciiu EBa momydyaeT B cBO€ pacro-
pSKEHHE KaKhe-TUOO OTKPBIThbIE TEKCThl, COOTBETCTBYIOLINE paHHEE Iie-
penanHbIM 3amuppoBaHHbIM. CONOCTaBIsAS Mapbl «TEKCT—IIU(PPOTEKCTY,
EBa mbITaercs y3HaTh CEKPETHBIN KIFOY, YTOOBI C €r0 MOMOIIBIO Aeiud-
poBaTh Bce mocieayromue coolmenus ot Anucsl kK booy.

MoskHO TpesicTaBUTh cebe u OoJee «Cephe3HyI0» aTaKy — araky Mo
8bIOpAHHOMY mMeKCny, KOTJa TMPOTUBHUK IOJIb3YETCSl HE TOJBKO IMpeo-
CTaBJICHHBIMU €My MapaMHu «TeKCT—IIH(POTEKCT», HO MOXKET U caM (op-
MHUPOBaTh HY>KHbIE éMy TEKCTHI 1 ITU(PPOBATH UX C TIOMOIIBIO TOTO KIII0Ya,
KOTOPBIN OH X04eT y3Harb. Hanpumep, Bo Bpemss Bropoil MUpOBO# BOM-
HBI aMEPUKAHIIbI, TOAKYTUB OXPaHy, BEIKpAIH MIH(POBATbHYIO MALIHHY B
STIOHCKOM TOCOJICTBE Ha JIBa THS M UMEJIM BO3MOXHOCTb [0J1aBaTh i Ha
BXOJ1 pa3JINYHbIE TEKCTHI U MOJIy4aTh COOTBETCTRYIONME MUGPOBKU. (OHM
HE MOIVIM B3JIOMATh MAIlIMHY C IEeNbI0 HEMOCPEACTBEHHOTO ONpEeICHHS
3aJI0)KEHHOTO B HEE CEKPETHOI0 KIII0Ya, TaK KakK 3TO ObLJIO ObI 3aMEYEHO U
MOBIICKIIO OBI 32 CO0OM CMEHY BCEX KITFOYECH. )

MoskeT nokaszarbcsl, YTO aTakH 110 U3BECTHOMY U BBIOPAHHOMY TEKCTY
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HaJyMaHbl ¥ JAJIEKO HE Bcerga Bo3MOHbL. Otgactu 310 Tak. Ho pas-
paboOTUMKH COBPEMEHHBIX KPUIITOCUCTEM CTPEMSATCS CAENaTh UX HEYSI3BU-
MBIMH JI2K€ U 110 OTHOIICHHUIO K aTaKaM 110 BBIOPaHHOMY TEKCTY, U Ha 3TOM
MYTU JTOCTUTHYTHI 3HaYMTENbHBIE ycnexu. VHorna cunuraercs, uyto 6omnee
Ha/Ie)KHO HMCIOIB30BaTh MIM(P, MPOTHUBOCTOSIINI aTake MO BHIOPaHHOMY
TEKCTY, YeM OpPraHM3alMOHHO OOECHeYyMBaTh HEOCYLIECTBUMOCTb TAaKOM
aTaku, XOTs Hamboyiee OCTOPOXKHBIE MOJIH30BATEIM AETA0T U TO, U ApY-
roe.

WTax, Mbl MO3HAKOMUJIMCH C OCHOBHBIMH T€POSIMU KpUNTOrpapuu —
Anucoii, bobom u EBoii 1 ¢ BaXHBIMH MOHATUSAMH 3TOH HayKH — IIUQ-
POM, KJIFOUOM, aTakoi, OTKPBITHIM M 3allMIIEHHBIM KaHAJIOM. 3aMETUM,
YTO C MOCJEIHUM IMOHSATHEM CBSI3aH OJWH MHTPUTYIOUIMM (akT — BO3-
MOKHO TIOCTPOEHHE HAJEKHBIX KPUIITOCHCTEM O€3 3alllMIIeHHOr0 KaHa-
na! B takux cucremax Anuca ¥ boO BBIUHCISIOT CEKPETHBIM KIIOY TakK,
yTo EBa HE MOXET 3TOr0 caenarb. ITO OTKPBITHE ObLIO CAENaHO B OCHO-
Bononararouux paborax Huddu, Xemimana u Mepkiis (cM., Hampumep,
[18]) B 1976 rony u OTKpBLIO HOBYIO 3pYy B COBPEMEHHOM KpunTorpagpuu.
Bonbias yacte 3TOM KHUTH OyJIeT CBsi3aHAa UIMEHHO C TAKUMH CHCTEMaMH,
Ha3bIBAEMbIMU CXEMAaMH C OTKPBITHIM, WJIK HECUMMETPUYHBIM KIIFOUOM.
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3amaum ¥ ynpakHeHus

1.1. Onpenenuts kiroun mudpa Lle3aps, eciu U3BECTHHI CIEIyIOIINE
Mapbl OTKPBITHIN TEKCT — MH(PPOTEKCT:

a. AIIEJIbCUH — CALIbHBILIO,
6. ABPUKOC — BbILJITEVM.

CM. oTBeT.

1.2. Pacmm¢poBars cienyromie cooOmeHus, 3amudpoBaHHble mud-
poM Lle3aps ¢ HemsBecTHBIM KitouoM K, 0 < k < 32:

a. ®XH3KY,
6. TIILEB®D.

CM. oTBeT.



I'maBa 2. KPHUIITOCHUCTEMBI C OTKPBITBIM
KJIIOYOM

2.1. IlpeabicTOpusi H OCHOBHbIE HIEH

PaccmoTpum Tpu 3a1auu, pelieHre KOTOPbIX MOMOXKET HaM JTydlle MOHSTh
UJed M METONbl KpUNTorpaduu ¢ OTKPHITHIM KIO4OM. Bce 3TH 3amaum
HUMEIOT BaXKHOE MTPAKTUUECKOE 3HAYEHHE.

IlepBas 3amaua — XpaHeHHeE Mapojiel B KoMIbproTepe. Mbl 3HaeM, 4To
KK/l I10JIB30BATEIb B CETU UMEET CBOM CEKpeTHBIN napoisb. [Ipu Bxozae
B CEeTh MOJb30BaTENb yKa3bIBa€T CBOE MM (HECEKPETHOE) M 3aTeM BBO-
T napoiib. [IpoGremMa COCTOUT B CIEAYIOIIEM: €ClIM XPaHUTh Mapoib Ha
JMICKE KOMIIbIOTEpPA, TO EBa MOXKET MpOYUTATh €r0, a 3aT€M HUCII0JIb30BaTh
JUTsl HECAaHKIIMOHUPOBAHHOTO JI0CTyNa (0COOCHHO JIETKO ATO CHENaTh, €C-
mu EBa paboTaeT CUCTEMHBIM aJIMUHHCTPATOpPOM 3TOil ceTH). [losaTomy
HEO0OXOAMMO OPraHU30BaTh XPaHEHHE MapOJIei B KOMIBIOTEpPE TaK, YTOOBI
TaKON «B3JIOM» OBbLT HEBO3MOJKEH.

Bropas 3amaua BO3HHKIA C IMOSIBIEHUEM PaJUOIOKaTOPOB U CUCTE-
Mbl [1BO. [lpu nepeceyeHnn camoneToM TpaHHIIBl PaguoIOKaTOp CIipa-
IIMBAET Napoib. Eciii mapoib BEpHBIH, TO CAMOJIET «CBOI», B IPOTUBHOM
cllyd4ae — «4y»oi». 3/1ech BO3HUKAET Takas mpoliieMa: TaK Kak mapolib
JIOJKEH TepeaBaThCs [0 OTKPHITOMY KaHally (BO3IYLIHOI cpeze), TO Mmpo-
TUBHUK MOJKET IIPOCIYIIUBAaTh BCE MEPErOBOPBI U Y3HABaTh NPaBUIIbHBII
apoJib. 3aTeM «UyKOil» CaMOJIET B Cllydae 3alpoca IMOBTOPUT MEepeXBa-
YEeHHBII paHee «IpaBUJIbHBINY MapoJib B KAUYECTBE OTBETA JIOKATOPYy U Oy-
JIET TIPOIYIIEH.

TpeTbsa 3ajaua MOX0XKAa Ha MPEABIAYIIYI0O M BO3HUKAET B KOMIIbIO-
TEPHBIX CETAX C YJAJIECHHBIM J0CTYIIOM, HaIIPUMED, IIPU B3aUMOJEHCTBUI
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6anka u kirenTa. OGBIYHO B Havalle ceaHca OaHK 3alpaiiuBaeT y KIHMeHTa
UM, a 3aTeM CEKpPETHBIN mapoib, Ho EBa MOXKET y3HaTh Mapoiib, TaK KaK
JIMHUS CBSI3U OTKPHITAs.

CeronHs Bce 3TU NMpOOIEMBl PEIIAIOTCS ¢ UCHOIb30BAHUEM KPHUIITO-
rpaduuecKux METO/OB. PemeHne Bcex 3THX 3a/1ad OCHOBAHO Ha BaYKHOM
MOHSITUU OTHOCTOPOHHEHN ¢yHkuMH (one-way function).

Omnpenenenne 2.1. Ilycts nana gyHkuus

y = f(x), 2.1)

oTnpe/esieHHast Ha KOHEYHOM MHOXecTBe X (z € X)), Uit KOTOpOit cyliie-
CTByeT oOpaTHasi QyHKIIHS

r=f"(y). (2:2)

@OyHKIHSA HA3bIBAETCSI 0OHOCMOPOHHEl, €CIIM BBIYUCIIEHUE 1O (opMyIie
(2.1) — mpocras 3anaya, Tpedyrollas HEMHOTO BPEMEHH, a BbIUHCICHHE
o (2.2) — 3agaya ciokHas, TpeOyrolas MpUBIeYEHHs] MAacChl BBIYHCIHU-
TeNbHBIX pecypcos, Hanpumep, 10°—10'° mer paGorel MomHoro cymep-
KOMITBIOTEPA.

JlanHoe ompenenenue, 6e3ycnoBHO, HepopmansHO. CTporoe omnpeze-
JICHHE OTHOCTOPOHHEH (QYHKIIMU MOXKET ObITh HaliieHo B [22, 23], HO It
HaIIUX I1eJIel TI0CTaTOYHO U BBIIICTIPUBEICHHOTO.

B kauectBe mpumMepa OHOCTOPOHHEH (YHKIIMHU PACCMOTPUM CIIEHY-
FOILYIO:

y = a® modp, (2.3)

rge p — HEKOTOPOE MPOCTOE YUCIO (T.€. TaKOe, KOTOPOE AENHUTCH 0e3
OCTaTKa TOJIBKO Ha ce651 1 Ha e,[[I/IHI/II_Iy), a r — 1eJIOC YHUCJI0 U3 MHOXKEC-
crBa {1,2,...,p — 1}. ObparHas ynkuust o603HauaeTCs

x =log,y modp (2.4)
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Y Ha3BIBACTCS OUCKPEMHbIM JLO2APUPDMOM.

st Toro yToOBI 00ECIIEUNUTh TPYIHOCTh BhIUMCIEHUS 10 (2.4) mpu
WCTIOJIb30BaHHUHU JTYUIIIUX COBPEMEHHBIX KOMITBIOTEPOB, B HACTOSIIEE Bpe-
MS UCTIOJIB3YIOTCA yucia pasMepom Oornee 512 6utr. Ha mpakThke yacto
MPUMEHSIOTCS M IPYTHE OJHOCTOPOHHUE (DYHKITUH, HAIPUMED, TaK Ha3bI-
BaeMble XelI-QyHKIIH, OTIEPUPYIONIHE C CYIIECTBEHHO 00ee KOPOTKUMH
guciamu nopsiaka 60—120 6ut (oM OyayT pacCMOTPEHBI B TIaBe 4).

CHauasia Mbl TIOK2)KE€M, 4TO BbIYHCICHHE 1O (2.3) MOXET OBITh BbI-
MOJTHEHO JOCTaTo4yHO ObicTpo. HauHeM ¢ mpumepa BBIYHUCICHHS 4YUCIA
a'®modp. Mbl MoXkeM 3anmucaTh

a®modp = (((a2)2)2) 2 modp,

T.€.3HAYCHUE JTAaHHOHW (DyHKIIMH BBIYUCISETCS BCETO 3a 4 Omepanyy yMHO-
’KEHUS BMECTO 15 mpu «HauBHOM» BapHaHTe a-a-. . .-a. Ha 3ToM ocHOBaH
00U aTOPUTM.

Jnist onmcaHus anropuTMa BBEIEM BEIHYHHY | = Uog2 xJ — LEIYIo
yacTh log, x (nanee Bce norapudmMel OyayT ABOUYHBIE, TIOATOMY B Jajlb-
HelileM MbI He Oy/ieM yKka3bplBaTh OCHOBaHMeE 2). Brruncisiem uncia psiaa

a, a, d, o, ..., d¥ (mod p). (2.5)

B psny (2.5) kax10e 9ucIo mody4yaeTcsi MyTeM YMHOXESHHSI IPEbITYIIETO
qrclia CaMoro Ha ceOs Mo MO0 p. 3amuileM MMOKa3aTellb CTeNEH! X B
JBOMYHON CHCTEME CUUCIICHUS:

r = (.th.fEt_l Ce .231.1'0)2.

Torma uncno y = a” modp MOXET OBITH BEIYMCIICHO KaK

t

y = H a*? mod P (2.6)

=0
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(BCe BBIYMCIICHHSI TIPOBOASITCS TIO MOIYIIIO D).

I puwmep2.1. [ycts Tpedyercs Berarcauts 31°° mod 7. Umeem t =
Llog 1OOJ = 6. Beraucnsem uncna psaaa (2.5):

a a2 a4 a8 CLIG a32 CL64
32 4 2 4 2 4 27
3amuchIBacM MMOKa3areib B IBOMYHON CHCTEME CUMCIICHUS:
100 = (1100100)4
Y MPOBOJUM BBIYHCIICHHS TI0 hopmyie (2.6):
64 32 4
a a a 2.8)

4. 2-1-1-4-1-1 =14

Hawm norpeboBaniocs Bcero 8 onepaiuii yMHOXEHHs (6 U1 BBIUHCIEHUS
psana (2.7) u 2 nus (2.8)). O

B o6miem cimyuae cripaBesiuBO Cleayroiee

YrBep:knenue 2.1 (0 cia0:xkHOCTH BhiunMcaenui (2.3)). Koauuecmeo
onepayutl ymHoxcenust npu evruucienuu (2.3) no onucanHomy memooy He
npesocxooum 21og x.

JoxkaszartenbcTBo. s Berarcnenus uyucen psaa (2.5) tpedyer-
csl t YMHOXEHHH, /Ul BRIYHCIIeHUs y 1o (2.6) He Oosee, yem ¢ yMHOXKe-
Huii (cM. pumep 2.1). 3 ycioBus ¢ = Uog xJ , YIUTBIBas, 4TO Llog xJ <
log z, nenaeM BBIBOJ O CHPABEIIMBOCTH JIOKa3bIBAEMOI'0 YTBEPHKICHHUS.

O

3ameuvanwue. Kak Oymer mokazaHo B majbHEHIIEM, IpU BO3BEACHUU B
CTETEeHb [0 MOAYIIO0 P UMEET CMBICI UCIOIB30BaTh TOJIBKO MOKA3aTenu r < p.
B »TOM ciygae MBI MOXKEM CKa3aTh, YTO KOJIMYECTBO OTEpaIliil YMHOKEHUS TIPH
BbIuncIeHuu (2.3) He nmpeBocxoaut 2 log p.
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BaxkHo oTMETHUTD, YTO CTONb k€ 3((HEKTUBHBIE AITOPUTMBI BBIUUCIIE-
Hus obparHoi ¢yHKuuU (2.4) Heu3BecTHBI. Tak, OAWMH U3 METOMIOB BHI-
yucienus (2.4), Ha3pIBa@MbIH «IIar MJIaJICHIIa, Iar Beaukana» (cm. [12]),
TpelyeT nopsaka 2,/p onepauui. Ilokaxem, 4To npu OGOMbIIUX p PyHK-
uus (2.3) AeCTBUTENBHO OJHOCTOPOHHSISI, €CIU VISl BBIYUCIICHHS 00paT-
HOM (PyHKIIMU MCTIONB3YETCSl METOJI «Illar MJIaJIeHIIa, ar Beaukanay. [lo-
JTydaeM CIeAYIoIui pe3ynbrar (Tadm. 2.1).

Tabnuma2.1. KotnuecTBO yMHOKEHUH A5
BbIYMCJIEHUS MPSAMON M o0paTHOM

byuxkuun
KomnuectBo  necsi- | Beraucnenwne (2.3) | Boraucnenue (2.4)
TUYHBIX 3HakoB B | (2logp (2/p yMHOXEHHI)
3aIlUCU P YMHOXEHUI)
12 240 = 80 2-10°
60 2 - 200 = 400 2-10%
90 2 - 300 = 600 2-10%

MpbI BUAMM, YTO €CJIM MCIIOJIb30BaTh MOAYJH, cocTosuue u3 50—-100
JNECATUYHBIX LU(Dp, TO «IpsMas» (QYHKIHS BbIUUCIIETCS ObICTpO, a 00-
paTHas MPaKTHUYECKU HE BbIUMCIUMA. PaccMOTpUM, HanpuMep, CyrnepKoM-
HBIOTEP, KOTOPHIH yMHOXaeT 1Ba 90-3HauHbIX ynciaa 3a 1071 cek. (juia
COBPEMEHHBIX KOMITBIOTEPOB 3TO MOKA HE NOCTYMHO). [[nsi BbUMcCiIeHUs
(2.3) TakoMy KOMIIBIOTEPY TIOTpeOyeTCs

Tapra.mp. = 600 - 1071 = 6- 107" cex.,
a Juist Beraucienus (2.4) —

T

BBIY.00p. — 10% - 107" = 10%" cex.,

T.c. 6onee 10?2 jer. Mbl BUAMM, YTO BBIYHCIEHHE OOPATHBIX (DYHKIUH
MPaKTUYECKH HEBO3MOXKHO MpPHU JTMHE 4ucen mopsaka 90 mecsaTHuHbIX
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uugp, ¥ UCHOIb30BAHNE MAPAJJICIbHBIX BBIYMCICHUN U KOMIIBIOTEPHBIX
ceTell CyIIeCTBEHHO HE MEHSAET cuTyauuio. B paccMoTpeHHOM mpumepe
MBI IIPEATIONAray, 4To oOpaTHas (QyHKIUS BBIYUCIAETCA 3a 2./p omepa-
1uii. B HacTosmee BpeMs U3BECTHBI U 0oJiee «OBICTPBIC» METOMABI BBIUKC-
JICHUs1 TUCKPETHOTO JIoraprdma, oJJHaKo 00IIast KapTuHaA Ta )K€ — KOJIu4e-
CTBO TpeOyeMbIX B HUX oreparuii MHOro 6osbiie 2 log p. Takum obpazom,
MOXKHO YTBEpXKAaTh, uTo GyHKIUS (2.3) ASHCTBUTEIHHO OJJHOCTOPOHHSI,
HO ¢ oroBopkoil. Hukem He nokazaHo, urto oOpatHas QyHkius (2.4) He
MOJKET OBITh BBIYUCIIEHA CTOMb K€ OBICTPO, KaK U «IIPSIMAasD».

Hcnonb3yeM 0HOCTOPOHHIOK QYHKIHIO (2.3) s peleHns BCeX Tpex
3a]a4y, OMMCAHHBIX B Ha4aJle JAHHOTO paszeiia, He 3a0bIBasi, OHAKO, YTO
TOYHO TakK K€ MOYKET OBbITh MCIOJIb30BaHA U JII00as Ipyrasi OTHOCTOPOH-
HAS QYHKITHUS.

Haunewm c xpaHeHus maposeil B maMsTu KoMietorepa. Perenne 3ama-
Y1 OCHOBAHO Ha TOM, YTO mapoiu BooOuie He xpaHsaTcs! Tounee, npu pe-
THCTpAIMH B CETH M10JIb30BaTeNIb HAOUpaeT CBOE UMs U NapoJib; MIyCTh, Ha-
pUMep, ero ums — «Hpykr», a naposnb — «adpukoc». Komnbrorep pac-
CMaTpHUBAET CJIOBO «a0pUKOC» KaK ABOWYHYIO 3alMCh YHCIA T U BBIYHC-
nsiet (2.3), TOe @ U p — JIBa HECEKPETHBIC YUCIIa, BOBMOXKHO JIaXKe, BCEM
u3BecTHble. [locae 3Toro B maMaTu KOMIIbIOTEPA 3aBOAUTCS mapa (ums,
y), Tie Yy BeIUUCIEHO 10 (2.3) npu x = napoub. [Ipu Bcex nanbHeMIuX
BXOJ[aX ATOTO TOJIb30BATENsl TIOCJE BBOJAA Maphl («GPYKT», «aOpUKOCH),
KOMITBIOTEp BbIUUCIAET 1O (2.3) HOBOE 3HAYEHUE Ygop C T = «aOPHUKOCH
U CPaBHUBACT C XPAHALIMMCS B MaMSTH paHee BHIYMCICHHBIM 3HAYCHHEM
y. Ecnn ygop cOBNAgaeT ¢ XpaHsIIUMCS B MAMSTH Y, COOTBETCTBYIOIINM
JAHHOMY MMEHH, TO 3TO 3aKOHHBIN Mosib30BaTeNb. B mpoTuBHOM ciyuae
sto EBa.

EBa mMorma Obl monbITaThest HAWTH + 1O Y. OAHAKO MBI BHACIH, YTO
yske Tpu 90-3HaYHBIX YKMCIax A ATOro norpedyercs 6omee uem 1022 ner.
Takum oOpa3oM, MpencTaBiIeHHas CHCTEMa XpaHEHHUs Mapojs BechMa Ha-
JIe)KHA U B HACTOSIILIEE BPEMS UCIIOJIb3YETCs BO MHOTHX PEAJIbHBIX Orepa-
[IMOHHBIX CHCTEMaX.
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PaccmoTpum pemenue Bropoi 3amaun (IIBO u camonet). MoxHO nc-
MoJIb30BaTh creayroumii metoa. Kaxxnomy «cBoeMy» camolieTy npucBa-
MBAEeTCsl CEKpeTHOe MM, u3BecTHoe cucteMe [IBO u nmetdmky, TouHee,
6opToBoMy KoMIlbIOTepy. IlycTh, HarpuMep, OJHOMY M3 CAMOJIETOB MPH-
cBoeHo cekpeTHoe umst COKOJI, u 3ToT camonet npuOnImukaeTcst K TpaHu-
e 01 ¢espans 2005 roga B 12 yac.45 mun. Torna nepen npuOImxeHrueM
K TpaHuIle OOPTOBOM KOMIIBIOTEP caMosieTa GOpMUPYET CIOBO

COKOJI 05 02 01 12 45
(nmst roj Mecsl JCHb 4Yachl MHHYTHI).

Jpyrumu cioBaMu, KOMIIbIOTEp Ha camorsere u ctanuus [1BO mpu-
OaBISIOT K CEKPETHOMY CJIOBY CBEJIEHHUS O TEKYILIEM BPEMEHH U, paccMaT-
pHUBasi MOJIYYEHHOE CJIOBO KaK YHUCIO X, BBIYHCIAIOT y = a” mod p, Tae
@ W p HE CEeKpETHBI. 3aTeM camoJieT coolOmaeT yuciao y cranuuu [1BO.
CraHuus cCpaBHHUBAET BBIUMCIEHHOE €10 UUCIIO Y € IOJYyYEHHBIM OT CaMo-
neta. Eciu BBIYMCIIEHHOE U MOJIyYEHHOE 3HAYEHUs COBMAJIU, TO CaMOJIET
MIPU3HAETCS KaK «CBOW».

[IpoTHBHUK HE MOXKET B3JIOMATh 3Ty CUCTEMY. J[eMCTBUTENBHO, C OJI-
HOU CTOpOHBI, OH He 3HaeT cekpeTHoro cinoBa COKOJI u He MoxeT HallTh
€ro 1o %, TaK Kak BBIYMCIEHHE T 110 Y 3aHuMaeT, ckaxeM, 1022 jer. C
Jpyroil CTOPOHBI, OH HE MOXKET MPOCTO CKONHUPOBATh Y WU HCIIOJIb30BaTh
€ro B KauecTBE OTBETa B OyIylleM, TaK KaKk BpeMs IepecedyeHus: IPpaHullbl
HUKOTJIa HE TIOBTOPSIETCS U MOCJIEAYIOIIUE 3HaUeHUsl ¢y OyayT OTIHYaThbes
OT MEPBOHAYAIILHOTO.

PaccMmotpenHsblil BapuaHT perienus «3anauu [IBO» Tpebyer TouHOIM
CUHXPOHHU3AIIMM YacOB B CaMoOJIe€Te M B JOKarope. JTa mpobdiieMa JocTa-
TOYHO JieTKo pemaercs. Harpumep, ciry:x0a HaBUraluu nocTOsSHHO 1epe-
JaeT METKU BPEMEHH B OTKPBITOM BHJE (BpeMsi HE CEKPETHO), U BCE ca-
MOJIETHI U JIOKaTOPbl UCHOJB3YIOT 3TH METKHU JJIi CHHXPOHU3ALUH CBOUX
yacoB. Ho ectr Gonee Tonkue nmpobdiemel. MeTka BpeMeHH 100aBIIseTcs B
CIIOBO = JUIsi TOTO, YTOOBI BCE BBHIUMCIIIEMbIC 3HAYCHUS Y OBLTH pa3ind-
HbI U POTUBHUK HE MOT UX IOBTOPHO UCHOIb30BaTh. OHAKO MPOTUBHUK
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MOJKET MOTBITATHCS MTHOBEHHO MOBTOPUTH ¥ B TIpe/IeNiaX TEKyIeH MUHY-
Tbl. Kak mpenoTBpaTuTh 3Ty BO3MOXKHOCTH? DTO nepBbii Bompoc. Jpyroe
3aTpyJHEHHE BOZHUKAET B CUTYAIlH, KOT/Ia CaMOJIET MOChIUIAET YHCIO Y B
KOHIIE 45-11 MMHYTBI, a JIOKaToOp PUHUMAET €ro B Hadase 46-i1. Ml npeno-
CTaBJIIEM YUTATEIIO0 BO3MOKHOCTh CAMOCTOATEIbHO MPEAJIOKUTH BApHAHT
pEeLIeHus: 3TUX MPOoOIIEM.

Hpyroii cioco6 pemenus «3amaaqu [IBO» Bo3mMoxkeH, eciu Mbl OyjieM
UCIOJIb30BaTh JIOTIOHUTEIbHBIN OTKPBITHIN KaHaT Mepefayd JaHHBIX OT
Jokaropa kK camoneTy. Kak u Bblllie, Ka)KAbIH «CBOI» CaMOJIET U JIOKAaTOP
3HaT cekpetHoe cinoBo (tTuma COKOJI), koropoe He 3amensiercs. OOHa-
PYKUB Li€Jb, JIOKATOP MOCBUIAET €M CIIy4allHO CI€HEPUPOBAHHOE YHCIIO
a («BbI30BY»). CaMoieT BeIUUCHSAET y = a” mod p, TAe & — CEKPETHOE
cnoBo («COKOJI»), u coobmraer yucio y jnokaropy. Jlokarop Bocmpous-
BOJIUT T€ )K€ BBIYMCIICHUSI M CPABHUBAET BBIUMCICHHOE y W MpHHATOE. B
ATOM CXeM€ HE HY>KHO CHHXPOHH3UPOBATh Yachl, HO, KaK U paHee, MPOTHUB-
HUK HE MOYKET MOBTOPUTH YUCIIO Y, TAK KaK JIOKATOpP BCSKUI pa3 mocklia-
€T pa3Hble BbI30BHI (). IHTEepecHo, uTo 3Ta 3a/1a4a, [0-BUIMMOMY, ObLIa
HCTOPUYECKH MEPBOM, MPHU PEIICHUH KOTOPOH HCIOJIb30BaJINCh OTHOCTO-
poHHUE (QYHKITHH.

TpeTbs 3a7a4a pemaeTcsi COBEPIICHHO aHAJOIMYHO, U 00a paccMoT-
PEHHBIX MeToAa (POPMHUPOBAHUS TAPOIS IPUMEHUMBI M UCHOIB3YIOTCS B
peaNbHbIX CETEBBIX MPOTOKOJIAX.
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2.2. IlepBasi cucTemMa ¢ OTKPBITBIM KJIKY0M — CHCTEMA
JAundPpu—Xemmmana

Ora Kpunrocucrema Obuia OTKphITa B cepeinne 70-X roJJ0B aMepUKaHCKH-
mu yuenbiMu JIuddu (Whitfield Diffie) u Xennmanom (Martin Hellman)
U TIpYBeJa K HACTOAIICH PEeBOJIONUHU B KpunTorpaguu u ee mpakThye-
CKUX MPUMEHEHUSIX. DTO TepBas CHCTEMa, KOTOpasi O3BOJIsUIA 3aIIUIIATh
nH(popMaIuio 6e3 UCI0JIb30BaHUS CEKPETHBIX KIIIOUEH, IEpeaaBaeMbIX 110
3alIMICHHBIM KaHayaM. [[Jis1 Toro 4ToObl MPOIEMOHCTPUPOBATh OAHY W3
CXEM MPUMEHEHHsI TAKMX CHUCTEM, PACCMOTPUM CETh CBSI3U C [N TOJIB30-
BatensiMu, rne N — Oonbmioe yucno. IlycTh MBI XOTUM OpPraHHU30BaTh
CEKPETHYIO CBSI3b I Ka)JI0H mapsl U3 HUX. Ecnu Mbl OyneM HUCIOiIb30-
BaTh OOBIYHYIO CHCTEMY PACHpEICICHUSI CEKPETHBIX KIFOUEH, TO KaKaas
rapa abOHEHTOB JIOJKHA OBITh CHA0YKeHa CBOMM CEKPETHBIM KJIFOUOM, T.€.
Beero norpedyercs C% = w ~ NTQ KITFOUEiHi.

Ecnu a6onenToB 100, To TpeOyercs 5000 kmroueid, eciau ke abOHEH-
ToB 10, TO KiItOUEH 10MKHO OBITH 5 - 107. MBI BUAMM, YTO OpU GONBIIOM
qriciie aDOHEHTOB CHCTEMa CHAOKEHUS X CEKPETHBIMH KIIIOYaMHU CTAaHO-
BUTCS] OYEHb TPOMO3JIKON U JIOPOTOCTOSIICH.

Hudbdu n Xemnmman pemmin 3Ty npooaemMy 3a C4eT OTKPBITOTO pac-
MPOCTpaHeHHs U BbIUMCIeHUs Kitoue. [lepelimem k omucaHuio mpeio-
YKEHHOW UMU CHUCTEMBI.

[Tyctb cTpoutcs cuctema cBsizu s abonentoB A, B, C, ... .Y Kaxk-
70r0 a0OHEHTAa CTh CBOS CEKpeTHAs M OTKpbITast nHpopmanus. [yis opra-
HU3AIMH 3TOW CUCTEMBI BEIOUPAETCS OOJBIIIOE MTPOCTOE YHCIIO P U HEKO-
Topoe uucio g, 1 < g < p — 1, Takoe, 4YTO BCE YMCIIA M3 MHOXKECTBA
{1,2,--- ,p— 1} MOryT GBITh MPEACTABICHBI KAaK PA3THYHBIC CTEIECHH
g mod p (M3BECTHBI Pa3IMYHBIC MMOIXObI JUISI HAXOXKIACHUS TAaKUX YUCEI
g, OnuH U3 HUX OyneT mpescTaBiieH HIDke). Uncna p U g U3BECTHHI BCEM
aboHEHTaM.

AOOHEHTHI BeIOMparoT Oosbimve unciaa X 4, X, X, KOTOpBIE Xpa-
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HSAT B ceKkpeTe (0ObIUHO TaKOi BBIOOP pEKOMEHYETCSl IPOBOIUTH CITydaii-
HO, MCIIOJIb3Ysl IaTUUKU CIy4aiHbIX urcen). Kaxxapiii aOOHEHT BbIUMCIISAET
COOTBETCTBYIOILIEE YHCIIO Y, KOTOPOE OTKPBITO MepenaeTcst Apyrum ado-
HEHTaM,

Yy = ¢%4 mod p,

Ys = ¢%*# mod p, (2.9

Yo = ¢g%¢ mod p.

B pesynbrare nosyyaem cienyronryo TaomulLy.

Tao6numa 2.2. Kiiroun mojn30BarTeliell B cucTemMe
JAudppn—Xeanmana

AGoHEHT CeKpeTHBIN KITIoY OTKpBITHINA KITIOY
A Xa Y4
B Xp Y
C Xc Yo

Jomnyctum, aboHeHT A pemmi opraHu30BaTh CEaHc CBs3U ¢ B, mpu
3TOM 000MM abOHEHTaM JOCTYITHA OTKpBITass WH(popManus u3 Taom. 2.2.
AboneHT A cooOraer B 1Mo OTKPHITOMY KaHay, YTO OH XOYeT MepeaaTh
eMy cooOuieHue. 3ateM aOOHEHT A BBIYHCIISCT BETHYHHY

Zap = (Y5)* mod p (2.10)

(HUKTO JIpyroit kpome A 3TOro cuenath HE MOXET, TaK Kak 4ucio X 4
CEKpeTHO). B cBoO odepenp, a0OHEHT 5B BBIYUCIIAET YUCIIO

Zpa = (Y4)*® mod p. (2.11)
YrBepxkaenue 2.2. Z g = Zpa.
JJokazaTteabcTBO. J|eNCTBUTEILHO,

Zap = (YB)XA mod p = (gXB)XA mod p =

= g*4 %2 modp = (Y4)™*? mod p = Zp.,.
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(3neck mepBoe paBeHCTBO cienyeT u3 (2.10), BTopoe u 4eTBepToe — W3
(2.9), mocnennee — u3 (2.11).) O

OTMETHM TIIaBHBIE CBOMCTBA CHCTEMBI:

1) aboHEeHTHI A M B TOXYYWIN OTHO U TO XK€ YHCII0 / = Zap = Zpga,
KOTOPOE HE MePeaBajoCh M0 OTKPHITON JIMHUU CBSI3U;

2) EBa He 3HaeT cekpeTHbIX uucen X 4, Xp,..., IO3TOMY HE MOXET
BBIYHUCIIUTD YUCIO Z 4op (BOOOIIE TOBOPS, OHA MOTJIAa OBl MOMBITATh-
Csl HaWTHU cekpeTHoe uucio X4 mo Y4 (cm. (2.9)), omHako mpu
OONBIIUX P ATO MPAKTHUYECKH HEBO3MOXKHO (TpeOyIOTCS MUJUIHOHBI
JeT)).

AGoHeHThl A 1 B MOTYT HCIIONIB30BaTh Z4p B KaYECTBE CEKPETHOTO
KJItoya Juis mupoBaHus U JemUppoBaHus JTaHHBIX. Takum ke o0pazom
nmr00ast mapa abOHEHTOB MOXET BBIUMCIIUTH CEKPETHBIN KITFOU, U3BECTHBIN
TOJIBKO UM.

OcTaHoBHUMCS Teneph Ha YIIOMSHYTOH BBIIIE 3a7a4e BHIOOpa Yucia g.
[Ipu npon3BOJIBHO 3aJaHHOM P OHA MOXET OKa3aTbCsl TPYAHOU 3ajaueH,
CBSI3aHHOMU C Pa3JIOKEHHUEM HA MPOCTbIE MHOXKUTENM uyncia p — 1. [leno B
TOM, YTO JJIs1 00€CIIeYeHHs BBICOKOH CTOMKOCTH PaCCMOTPEHHON CUCTEMBI
qiCciIo p — 1 JOMKHO 00s13aTENbHO CO/lepKaTh OOJIBIION IPOCTOW MHOMKH-
Tenb (B MPOTUBHOM citydae anroput™m [lomura—XeniamaHa, ONMCaHHBIN,
Harmpumep, B [23], ObICTPO BBIUUCISACT JUCKPETHBIN JTorapudm). [TorTomy
4acTO PEKOMEHAYIOT UCIOJIb30BaTh clieayronuil noaxoa. IIpocroe uncno
P BBIOMpaeTcs TaKuM, YTOOBI BHIIOIHSIIOCH PABEHCTBO

p=12q+1,

rJe ¢ — TaKXke Mmpocroe uncio. Torma B kKauecTBe g MOXKHO B3SITh JIF000E
YHCII0, ISl KOTOPOTO CIPAaBEIMBbl HEPABEHCTBA

l<g<p—1 mw ¢g’modp# 1.
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Mpumep2.2. Mycte p =23 =2-11+1 (¢ = 11). Beibepem mapa-
metp g. Ilonpo6yem B3sath g = 3. IIpoepum: 3'* mod 23 = 1 u 3Hauwur,
Takoe ¢ He moaxomut. BossmeMm g = 5. IIposepum: 5! mod 23 = 22.
Wrax, mbl BbIOpanu nmapamerpsl p = 23, g = 5. Tenepp kaxaslii abo-
HEHT BBIOMPAECT CEKPETHOE YMCIIO U BBIYHMCISIET COOTBETCTBYIOIIEE €My
otkpeiToe uucio. [lycts BeiOpanbl X, = 7, Xp = 13. Beruucnsem
Y4 = 5"mod23 = 17, Yz = 5¥ mod 23 = 21. Ilycts A u B pe-
I copMUpOBaTh OOIIMK CEKPEeTHBIN KiTtou. J[ist 3Toro A BeIUHMCIsET
Zag = 21" mod 23 = 10, a B Bemumcnsier Zg4 = 17" mod 23 = 10.
Teneps onn umeroT oOmMiA Ki1r04 10, KOTOPBINA He NepeaaBacs Mo KaHaly
CBSI3M. O

2.3. DJieMeHTbI TEOPHHU YHCE]

MHorue kpuntorpaduyeckue aaropuTMbl 0a3UpyrOTCs Ha pe3ysbTarax Kiac-
CHUYECKOM TeOpHUH Yucesl. Mbl pacCMOTpUM HEOOXOIUMBI MUHHUMYM W3
sToi Teopuu. Knaccuueckue Teopemsl depma, Ditnepa u psii Apyrux pe-
3yJBTaTOB U3 TEOPUH YUCel OyayT JaHbl 0e3 J0Ka3aTeIbCTB, KOTOPBIE MO-
I'yT OBITh HaWJ€Hbl MPAKTUUYECKU B JIFOOOM yUEOHMKE MO TEOPUU UHUCEI
(cm., Hanpumep, [3]). Yurarenu, 3HAKOMBIE ¢ TEOpUEH YHUCEIT, MOTYT HEIlo-
CPEICTBEHHO MEPEUTH K pasza. 2.4.

Omnpenenenne 2.2. llenoe NOMOXKUTEIBLHOE YHCIO P Ha3bIBACTCS
npocmuviM, €CIIH OHO HE JISTTUTCSI HA Ha KaKOe JPyroe YUCII0, KpOME caMo-
ro ce0sl U eIUHUIIBL.

[Ipumep?2.3.Yucna 11, 23 — npocrteie; uncna 27, 33 — cocTaBHbIE
(27 nenutcst Ha 3 1 HA 9, 33 nenutcs Ha 3 u Ha 11). O

Teopema 2.3 (ocHOBHas1 Teopema apugmeTukn). Jlrodoe yenoe no-
JIOACUMENbHOE YUCTIO MOdHCeM DbIMb NPEOCMABIeHO 8 8Ude NPOU3BE0eHUs
npPOCMbIX Yucel, npuvem eOUuHCMEeHHbIM 00PaA30M.
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Mpumep24. 27=3-3-3,33=3-11. O

Onpenenenne 2.3. /[Ba unciia Ha3bIBAIOTCS 83AUMHO NPOCMBIMU, €C-
JIM OHU HE UMEIOT HU OJJHOTO OOILETOo JENUTENs KPOME CIUHULIBL.

I[ITpumep 2.5. YUucna 27 u 28 B3aUMHO TIPOCTHI (Y HUX HET OOIIMX
JenuTeNneld KpoMe euHuIlbl), ynucia 27 u 33 — Het (y HUX ecTh OOIIHii
JeauTeNnb 3). O

Omnpenenenue 2.4 (pynxums Jidiepa). [lycTte naHo 1enoe 4duciio
N > 1. 3uauenue ¢ynxyuu Jinepa ¢ (N) paBHO KOJIHYECTBY YHCET B
pany 1,2,3,..., N — 1, B3aumHo npocteix ¢ V.

IIpumep 2.6.
¢ (10) =7 p(12) =7
172737A7/57ﬁ7778797 1727/87/4757ﬁ777/87/97ﬂ‘0711
¢ (10) = 4 p(12) =4
(3mech 3a4epKHYTHI YHCIa, HE B3AUMHOIIPOCTHIE C APTYMEHTOM). O

Yrepkaenne 2.4. Eciu p — npocmoe uucno, mo p (p) =p — 1.

HokazartenbctBO.Bpany 1,2,3,..., p—1 Bce uncna B3auMHO
MIPOCTHI € P, TaK KaK p — MPOCTOE YUCIIO U IO ONPEACICHUIO HE JIeTUTCS
HU Ha KaKoe JIPyroe 4uclo. ad

YrBep:knenue 2.5. Ilycmv p u ¢ — 06a paziuynvix NPOCMbIX YUCIA
(p # q). Tozoa ¢ (pq) = (p— 1) (¢ — 1).

HdokazarenbctBO. B psany 1,2,...,pg — 1 He B3aumHONpO-
CTBIMH € pq OyayT 4mcia

P,2p,3p,---,(g—1)p

4,2¢,3q,-- ,(p—1)q.
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Bcero takux uucen Oyzer (¢ — 1) + (p — 1). CneaparenbHO, KOTHYECTBO
4Hrce, B3aUMHOIIPOCTBIX C pg, Oymer pg — 1 — (p— 1) — (¢ — 1) = pg —
g—p+l=@(p-1)(-1). O

Teopema 2.6 (Pepma). [Iycmbv p — npocmoe uucio u 0 < a < p.

Tozoa
a®mod p = 1.

[Ipumep2.7. p=13,a=2;

2'2 mod 13 = (22)” ((22)2>2 mod 13 =3 -9 mod 13 =1,

2
10 mod 11 = 10% - ((10%)*) mod 11 =1-1=1. 0

Teopema 2.7 (Jiinep). Ilycmv a u b — 63aumuno npocmvle uucia.

Toz0a
a®® mod b= 1.

Teopema depma ABISETCS YACTHBIM CIIydaeM T€OpPEMBI Ditiiepa, Koraa
b — mpocToe guco.

I[Ipumep 2.8.
¢ (12) =4,

5 mod 12 = (5%)* mod 12 = (1%)* mod 12 = 1.

p(21)=2-6=12,
22 mod 21 = 2* - (2!)” mod 21 = 16 - 4 mod 21 = 1. O

Ham monanoOutcs eiie ogHa Teopema, OJu3Kas K Teopeme Ditnepa.
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Teopema 2.8. Eciu p u q — npocmule wucaa, p # q u k — npous-
80JIbHOE Yenoe YUCIO0, MO

a** P+ mod (pq) = a. (2.12)

[Ipumep 2.9. Bozemem p =5, ¢ = 7. Torna pq = 35, a pyHKIUSA
Diinepa — ¢(35) = 4 - 6 = 24. Paccmorpum ciydaii k = 2, T.e. Oyaem
BO3BOJIUTH 4Kcia B cTenensb 2 - 24 + 1 = 49. Ionyuum

9% mod 35 =9, 23% mod 35 = 23.

DTO HE YIUBUTENIBHO, TaK KaK Ka)KJ0€ U3 yucen 9 u 23 B3auMHO HPOCTO C
momynem 35, u mo Teopeme Diinepa 924 mod 35 = 1, 232 mod 35 = 1.
Opnako Teopema 2.8 OCTaeTCsl BEPHOU U JUIsl CIEIYIOUTUX YUCEIT:

10* mod 35 = 10, 28% mod 35 = 28,

B TO BpeMs Kak Teopema OJiliepa JUlsi HUX HE NPUMEHHMMA (KakJI0€ U3
upcen 10 u 28 He B3auMHO pocTo ¢ MoxyiaeM 35 u 10%4 mod 35 = 15,
287 mod 35 = 21). O

Onpenenenne 2.5. [lycts a 1 b — 1Ba HETBIX MOJIOKUTEITBHBIX YUC-
na. Haubonvwuii oowuii oenumens 4ucea a U b ecTh HaAUOOJIBIIIEE YHCIIO
¢, KOTOpoe JAeIUT U a U b:

c = ged(a,b).

(O603nauenme ged amst HAaMOOBIIETO OOIETO ACTUTENS TPOUCXOAUT
OT aHIIIMKACKHUX CIIOB greatest common divisor ¥ TPUHATO B COBPEMEHHOM
JIUTEpAType.)

Mpumep2.10. ged(10,15) = 5; ged(8,28) = 4. 0

JIns HaXOXKIeHUST HAauOOJIbIIEro OOIIEro ACIUTENS MOXKHO HCIIOIb30-
BaTh CJICAYIOLIMI aJrOPUTM, U3BECTHBIN KaK alroput™m EBkimaa.
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Adaroputm 2.1. AJTOPUTM EBKIINJIA

BXO/: IlonoxxurenbHble LiENbIe Ukcaa a,b, a > b.
BbIXO/l:  HauGonbiuii 06mmmii gemurens ged(a, b).
1. WHILE b # 0 DO

2. r«<amodb, a< b, b+ r.

3. RETURN a.

I[Tpumep2.11. Ilokaxem, Kak ¢ MOMOIIbIO airopuT™Ma EBKiKIa BbI-
uncisercs ged(28, 8):

a: 28 8 4
b: 8 4 0
r: 4 0

3nech Kaxabli cronler npeacTapisieT co0oi oYepeHyr0 UTEpaluio all-
roputma. [Ipornecc mpomomxkaercs 10 TexX 1mop, Noka b He CTaHeT PaBHBIM
Hyto. Torga B 3HaU€HUU IEPEMEHHOM a COAEPIKUTCS OTBET (4). O

Jnst MHOTHX KpUNTOTpadUuecKuX CUCTEM, paCCMaTPUBAEMBIX B ClIe-
OYIOIIMX pa3fieliax U TiaBaX, aKTyaJIeH TaK Ha3bIBa€MbI 00O0OIEHHBIN
anroput™ EBKinaa, ¢ KOTOpPBIM CBs3aHa Cielyrolias TeopeMa.

Teopema 2.9. Ilycmb a u b — 06a yenvix NOIOHCUMETbHBIX YUCIA.
Toeoa cywecmsyrom yenvie (He 00A3aMENLHO NOLONCUMENbHBIE) HUCIA
X u Yy, maxkue, 4mo

ax + by = ged(a, b). (2.13)

OG6o06eHHbI anroput™ EBKiuga ciayxut st otbickanus ged(a,b)
u x,y, yroeierBopstomux (2.13). Beenem tpu crpoku U = (uq, ug, u3),
V = (v1,v9,v3) 1 T = (t1,19,t3). Torna anropuT™ 3amuchIBacTCs CIeIy-
IOIIUM 00pa3oM.
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Aaroputm 2.2. OBOBIUIEHHBIN AJITOPUTM EBKIIUIA

BXO/: IlonoxxurenbHble LiENbIe Ukcaa a,b, a > b.
BBIXO/J:  gcd(a,b), z, y, ynoBnerBopsrommue (2.13).

1 U+« (a,1,0), V«— (b,0,1).

2 WHILE v; # 0 DO

3 q <— uy div vy,

4. T «— (uy mod vy, us — qua, Uz — qU3);
5 U—V,V<T.

6 RETURN U = (ged(a,b),x,y).

Pesynbrar conepxkurcs B ctpoke U.
Omnepanus div B anroputMe — 3TO HEIOYUCICHHOE JeICHUE

a div b= |a/b].

Jloka3aTeabCTBO KOPPEKTHOCTU anroputma 2.2 MOXeT ObITh HalJeHO B
[1, 9].

[Ipumep 2.12. Ilycts a=28, b=19. Haiinem uucna = u y, ynonie-
TBOpsitomue (2.13).

U 2 1 0

vV U 19 0 1

T VU 9 1 -1 ¢g=1
TV U 1 -2 3 ¢g=2

TV 0 19 =28 ¢=9

[TosicHum mpencTaBieHHyt0 cxemy. BHauane B ctpoky U 3amuchIBaroTCs
grcna (28,1,0), a B ctpoky V' — uucna (19,0,1) (3170 mepBsie 1Be CTPOKH
Ha cxeme). Beruucnsiercs crpoka 1’ (Tpetbst cTpoka B cxeme). [locne sto-
ro B KauecTBe cTpoku U Oepercs BTopasi CTpOKa B CXeMe, a B kauecTse 1/
— TPEeTh, U ONATH BHIUUCISETCS CTpoka 1’ (4eTBepTasi CTpOKa B CXEMe).
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OTOT mpouecc NpOoAOIKAETCS A0 TEX IMOP, MOKa MEPBBIM AIIEMEHT CTPO-
k1 V' He cTaHeT paBHBIM Hy/I0. Torna mpennocieHssi CTpOKa B CXeme
comepxuT otBeT. B Hamem criywae ged(28,19) = 1, z = =2, y = 3.
Beinonaum npoBepky: 28 - (—2) +19 -3 = 1. O

PaccMmoTpum o1HO BaxkHOE IpUMeHeHne 00001eHHoro ainropurma Es-
knuaa. Bo MHorux 3anadax kpunrtorpaduu Ans 3aJaHHBIX YHUCET C, M
TpeOyeTcs HaXOQUTh Takoe Yucio d < m, 4To

cd mod m = 1. (2.14)

OTMCTI/IM, YTO Takoe d CYHI€CTBYCT TOr'la U TOJIBKO TOI/1a, KOraa 4ucia c
" ™ B3aMMHO ITPOCTHIC.

Onpenenenne 2.6. Yucno d, ynosnerBopsitoiiee (2.14), Ha3pIBaeTCs
uneéepcueli ¢ no Mooy1io m ¥ 4acTo obo3HadaeTcs ¢ mod m.

JlanHOe 00603HaueHHE 11 HHBEPCUH JIOBOJIBHO €CTECTBEHHO, TaK Kak
MBI MOXEM Teneps nepenucars (2.14) B Buzae

cc ! mod m = 1.

VYMHOXKEHUE Ha C_1 COOTBCTCTBYCT ACIICHUIO HA C IIPHU BBIYHUCICHHUAX I10
MOIYJIKO M. Ilo aHamoruy MOXKHO BBECTH IPON3BOJIBHBIC OTPHULIATCIILHBIC

CTETICHH TIPU BBIYUCIICHHUSX 10 MO0 1
c = ()"t =(ch® (mod m).

[Ipumep2.13. 3-4mod 11 = 1, nosToMy 4nciO 4 — 3TO UHBEP-
cus yncia 3 mo moaymo 11. Moxkno 3ammcars 371 mod 11 = 4. Yucio
572 mod 11 MOXKeT OBITh HAlIEHO JABYMS CHOCOOAMH:

52mod 11 = (5* mod 11) "' mod 11 = 37 mod 11 = 4,

52?mod 11 = (57! mod 11)* mod 11 = 9% mod 11 = 4.
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[Ipu BBIYHCICHUSX O BTOPOMY CIOCOOY MBI MCIIONB30BAJIM PABEHCTBO
571 mod 11 = 9. JeifctBurensHo, 5-9mod 11 =45mod 11 =1. O

[ToxaxkeM, Kak MO’KHO BBIYHUCIUTH HHBEPCUIO C MOMOIILI0 0000IIEeH-
Horo anroputMma EBkinia. PaBenctso (2.14) o3Havaert, 4To J1j1s1 HEKOTOPO-
To 1eJIoro K

cd —km =1. (2.15)
VYuuThIBas, 4TO ¢ U M B3aUMHO NPOCTHI, nepenuieM (2.15) B Buze
m(—k) + cd = ged(m, ¢), (2.16)

YTO MOJHOCTBIO COOTBETCTBYET (2.13), 31ech TOIBKO MO-Ipyromy 0003Ha-
YeHbI TIepeMenHbIe. [103ToMy, YTOOBI BBIUMCIMTE ¢+ mod m, T.c. HalTH
9HUCIO0 d, HY)KHO MPOCTO UCIOIB30BaTh 0000IICHHBIN anroputma EBkiu-
na Juist peieHus ypaBHeHnus (2.16). 3ameTum, 4To 3HaYEHUE MePEMEHHOM
k Hac He MHTEpecyeT, IOATOMY MOYKHO HE BBIYHCIISTH BTOPHIC dJIEMEHTHI
ctpok U, V', T'. Kpome Toro, ecinu uucio d moiydaeTrcs OTpHUIATEeb-
HBIM, TO HY»XHO IpUOaBUTh K HEMY M, TaK KakK IO OIMpPEIEICHUI0 YHCIIO
a mod m Gepercs u3 muoxectsa {0,1,...,m — 1}.

Mpumep 2.14. Boraucnum 7~ mod 11. VcnonssyeM Takyro ke
CXEMYy 3aIlHCH BBIYUCIICHUH, KaK B pumepe 2.12 :

1 0
7T 1
4 -1 ¢g=1
3 2 q=1
1 =3 g=1
0 11 ¢qg=3.
[Monyuaem d = —3 u dmod 11 = 11 — 3 = 8, re. 7! mod 11 = 8.
[TpoBepum pesynbrar: 7 - 8 mod 11 = 56 mod 11 = 1. ad

OnHoii U3 BaXKHEHIINX ONepalyii B KpUITOrpaduu ¢ OTKPHITBIMHU KITIO-
JaMHM SIBJISETCS ONEpalusl BO3BEJACHMs B CTENEHb MO Moxyito. Maesa mo-
cTpoeHus: 3((EKTUBHOTO aJIrOpUTMa BO3BEIEHUS CTENEHb Oblia paHee
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MPOWLTIOCTPUPOBaHa ¢ momoIisio (2.5) u (2.6). PaccMoTpenHsii anro-
PUTM MOXKHO pean30BaTh M 0€3 XpaHEHMs B MaMATH psana uucen (2.5).
Jlaqum onucaHue 3TOro ajJropuTMa B opme, MPUTOAHON A Hemocpe-
CTBEHHOHM NPOrpaMMHOM peanu3anyy. B Ha3BaHUU aJropuTMa OTpakeH
TOT (haKT, YTO OMTHI MOKA3ATENS CTETIEHN POCMATPUBAIOTCS CIIpaBa-HAJIEBO,
T.€. OT MJIQJILIETO K CTaplIeMy.

Aaroputm 2.3. BO3BEJEHUE B CTENEHDL (CIIPABA-HAJIEBO)

BXO: Lenbie uncna a, r = (T;x4_1...T0)2, P-
BBIXO/[:  Ywucmo y = a® mod p.

1 y<«—1,s—a.

2 FOR i =0,1,...,t DO

3. IF x; =1 THEN y <« y - s mod p;

4 5« s-smod p.

5 RETURN y.

YTo06BI 1TOKa3aTh, YTO MO MPEACTABICHHOMY aJITOPUTMY JACHUCTBUTEIb-
HO BBIYHCIISETCS y COMIAcHO (2.6), 3aMuIIeM CTeeHU IEPEMEHHBIX MOce
Kax 0¥ utepanuu ukia. [lycrs z = 100 = (1100100),, kak B mpumepe
2.1, Torpa:

B HekoTophix cutyarusx 6osee 3 (HeKTHBHBIM OKa3bIBAETCS CIEIYTO-
IIUH aITOPUTM, B KOTOPOM OHTHI TIOKa3aTelsl CTENEHH MPOCMAaTHBAIOTCS
CIIeBa-HANPABO, T.€. OT CTAPIIEro K MJyIa IIeMy.
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Auaroput™m 2.4. BO3BEJEHUE B CTENEHD (CJIEBA-HAIIPABO)

BXO/I: Lenbie uncna a, © = (T2 ...%0)2, P-
BbIXO/[: Yucno y = a” mod p.

1 y«— 1.

2 FORi=tt—1,...,0 DO

3. y < y-ymodp;

4 IF z; =1 THEN y <+ y - a mod p.

5 RETURN y.

UToOBI YOSIUTBCS B TOM, YTO aaTOPUTM 2.4 BBIYUCIISIET TO K€ CaMoe,
YTO U AJTOPUTM 2.3, 3alUIleM CTETNEHU NMEPEMEHHOM ¥y TOocCie KaKIou
urepauuu nukina st x = 100:

i 6 5 4 3 2 1 0
z: 11 0 0 1 0 0
v a @ a8 a? a® o0 @'

[TpuBeneHHBIX B JAaHHOM pa3zielie CBEACHUN U3 TeOpuH uucen Oyaer
JOCTATOYHO JUIsSl OMMCAHUSI OCHOBHBIX KPUIITOrpapUuUecKUX ajJropuTMOB
U METOJIOB.
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2.4. IlIu¢p Hlamupa

Orot mmdp, npemioxkeHHsiid [lamupom (Adi Shamir), Ob1T IEPBBIM, TO3-
BOJISIIOIIMM OPraHU30BaTh OOMEH CEKPETHBIMH COOOIICHUSMH MO OTKPHI-
TOW JIMHUM CBSI3M JJISL JIUI, KOTOphle HE MMEIOT HUKAKUX 3aIIUIICHHBIX
KaHAJIOB U CEKPETHBIX KIIIOYEH W, BO3MOXXHO, HUKOI/IA HE BHUJEIH JPYT
npyra. (Hamomaum, uro cuctema uddu—Xemmvana mo3posser chopmu-
pOBaTh TOJILKO CEKPETHOE CJIOBO, a Mepeaaya cooOIIeHHs MoTpedyeT uc-
MOJIb30BAaHUsI HEKOTOPOro Mmu(pa, rJe 3TO CIOBO OyJIEeT MCIOIb30BaATHCA
KaK KIJTHOY.)

[lepeiinem k onucanuto cucreMsl. [lycts ecth aBa abonentra A u B,
COCIMHEHHBIE JTMHUEH CBs3u. A Xo4eT mepenarb cooOnieHne 1m abOHEeHTY
B Tak, 4yTo0BbI HUKTO HE y3HAJ €ro cojepkanue. A BbIOMpaeT cirydaiiHoe
OO0JIBILIOE MTPOCTOE YUCIIO P M OTKPBITO Nepenaet ero B. 3arem A BbIOU-
paer n1Ba ymucna cy4 u d,4, TAKUE, U4TO

cada mod (p—1) = 1. (2.17)

Otn yncna A JEepKUT B CEKpeTe W mepenaBarh He Oyler. B Toxe BhIOH-
paeT 1Ba 4mucia cg U dp, TaKue, 4To

cgdgmod (p—1) =1, (2.18)

U JICPKUT UX B CEKpeTe.

[Tocne storo A mepenaer cBoe COOOLICHUE 1711, UCIOIB3YS TPEXCTY-
neHyarbli nporokoi. Eciu m < p (m paccMmarpuBaercs Kak 4HUCIO),
TO COOOLIEHHE M MEPENacTCsl cpasy , €CIH K€ M > p, TO COOOILIECHUE
MPEICTBIAETCA B BUAE 1M1, Mo, ..., My, TI€ Bce m; < p, U 3aTeM Imepe-
JAl0TCsl TOCIEN0BATeAbHO My, Mo, . .., M. 1IpU 3TOM A KOAMPOBAHUS
KaXIOr0 m; JTydIlie BEIOUPATh CIy4aifHO HOBBIE maphl (c4,d4) ¥ (¢, dp)
— B [IPOTHUBHOM ClIy4ae HaJeKHOCTh CUCTEMBI TOHMXKaeTcsl. B HacTosiiee
BpeMs Takoi mudp, KaK MPaBUIIO, UCIIONB3YETCS AJIs TIepeIaun YHCe, Ha-
MIpUMEP, CEKPETHBIX KIIIOUYEH, 3HAU€HUS KOTOPHIX MEHbIIE p. Takum obOpa-



I'maBa 2. KpunrocucteMsl C OTKPBITBIM KJIFOUOM

35

30M, MBI Oy/IeM paccMaTpHBaTh TOJIBKO ciiydail m < p. [laaum onucanue

MPOTOKOJIA.
IMar 1. A BBEIUKUCIAET YUCIO

x1 = m mod p,

rac m — HUCXOOJHOC COO6H.[€HI/IG, H IEpEChbIACT I K B.

Ilar 2. B, nony4uB 1, BBIYUCISIET YUCIIO
xe = 1% mod p
U TiepenaeT ro K A.
Ilar 3. A BBIUKCIISET YUCIIO
_ da
3 = x5* mod p
U nepenaer ero 5.
Ilar 4. B, nony4uB 3, BBIYUCISIET YUCIIO

d
x4 = x3° mod p.

YrBepxaenne 2.10 (cBoiictBa mporokoJa [lllamupa).

(2.19)

(2.20)

2.21)

(2.22)

1) x4 = m, m.e. 8 pe3ynomame peanuzayuu npomokona om A x B

OelicmeumenbHo nepeoaemcs UCX00Hoe coodwenue;

2) 310yMbIULTIEHHUK He MOX}Cem Y3HAMb, KaKoe coobujenue ObLio nepe-

oano.
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HoxazaTtenscTBo. Bravane 3ameTnm, 4To JIFO00€ 1I€JI0€ YUCIIO
e > 0 Moxer ObITh TpezacTaBieHo B Buae ¢ = k(p — 1) +r, tne r =
e mod (p — 1). [loatomy Ha ocHOBaHHHU TeopeMbl Depma

k(p—1)+r mod p=

= (1* . 2") mod p = 2° ™4 P~V mod p. (2.23)

r*modp==x

CripaBelJIMBOCTb IEPBOTO ITyHKTA YTBEPKACHUS BBITEKAET U3 CIEYIOIeH
[[ENIOYKU PABEHCTB:

zy = 5% mod p = (z34)% mod p =

(252)4498 mod p = (M54 mod p =

mecAadaceds 1154 p= mcadacpdp) mod (p=1) 1\ o4 p=m

(mpennocnenHee paBeHCTBO ciaeayeT u3 (2.23), a mocieHee BhIOTHACTCS
B cuity (2.17) u (2.18)).

JlokazarenbCTBO BTOPOTO MMyHKTA YTBEPXKIEHUS OCHOBAHO Ha MPeIo-
JIOKEHHUHU, YTO AJIS 3JI0YMBIIUICHHUKA, TBITAIOMIETOCS ONPEAETUTh 1M, He
CYIIECTBYeT cTpareruu Oonee 3ddexTuBHOMN, yeM cremyromias. Brauamne
OH BBIUUCIAET cp U3 (2.20), 3aTeM HaXoAUT dp W, HAKOHEIl, BHIYUCIISACT
x4 = m 1o (2.22). Ho ayis oCcyIecTBICHUS 3TOW CTPATETHH 3JI0yMBIIII-
JICHHUK JIOJDKEH PEeIINUTh 3aJa4y JUCKpPEeTHOTo JorapudmupoBanus (2.20),
YTO MPAKTUYECKHA HEBO3MOXKHO MPHU OONBIIUX P . ad

OnumieM MeTon HaXOXKIEHUS map ca,d4 U cp,dp, YIOBIETBOPSIO-
uwx (2.17) m (2.18). JlocTarouHo onucaTh TOJIBKO IeUCTBUS 151 aDOHEHTa
A, Tak Kak JIeHCTBHA UI1 B COBEpIICHHO aHaJOTH4YHbI. YHcio cy BHIOH-
paeM ciydaiiHO TakK, 9TOOBI OHO OBLJIO B3aMMHO MPOCTHIM C p — 1 (TIOHCK
1enecoo0pa3Ho BECTH CPeM HEUETHBIX YHCEell, Tak Kak p — 1 4eTHo). 3a-
TEM BBIYHCIsiEM d4 C TIOMOIIBI0 0000IIEHHOTO anropuTMa EBKinaa, kak
3TO ObUTO OOBSICHEHO B pasf. 2.3.

Mpumep 2.15. Ilycte A xouer nepenare B coobmenne m = 10.
A Boibupaer p = 23, ¢4 = 7 (ged(7,22) = 1) u Berunciser dy = 19.



I'maBa 2. KpunrocucteMsl C OTKPBITBIM KJIFOUOM 37

AmnanoruuHo, B BeIOupaeT mapameTpsl cg = 5 (B3aUMHO MpocToe ¢ 22)
u dg = 9. Ilepexonum k nporokoiny Llamupa.

Mlar 1. z; = 107 mod 23 = 14.
Hlar 2. x5 = 14° mod 23 = 15.
Iar 3. z3 = 15" mod 23 = 19.
Ilar 4. z, = 19° mod 23 = 10.

Takum oOpaszom, B momyuunn nepegaBaemoe coodmerne m = 10. O
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2.5. udgp Ian-I'amans

[Tycte umetorcst abonentol A, B, C, ..., KOTOpbIE XOTAT INEpeaaBaTh
IpyT Opyry 3amu@poBaHHBIE COOOIIEHUS, HE UMes HUKAKUX 3allHIleH-
HBIX KaHAJIOB CBSI3U. B 3TOM paszene Mbl pacCMOTpUM MHUGP, TPEUIOKEH-
Helii Onb-I'amanem (Taher ElGamal), kotopsiii pemaer 3Ty 3amady, uc-
MoJp3ys, B ominuue ot mudpa lamupa, TONbKO OHY MEPECHUIKY CO00-
niennst. GakTHUECKH 3/1ech ucnomnb3yercsa cxema Juddu—Xennmana, gro-
Ob1 chopMHUpOBATH OO CEKPETHBIN KIIIOY JJIs1 IBYX aOOHEHTOB, Tepe-
JAIOIIMUX JAPYT APYTY COOOIICHUE, U 3aTeM COOOIICHNE MH(PPYeTCs MyTeM
YMHOKE€HHUSI €ro Ha 3TOT Kirod. [[st Kaaoro cienyromero cooOimeHus
CEKPETHBIN KJIFOY BBIUUCIAETCS 3aHOBO. [lepeiiieM Kk TOUHOMY ONMMCAHUIO
MeToJA.

Jlns Bceit rpynmibl aOOHEHTOB BBIOUPAIOTCS HEKOTOPOE OONBIIOE MPO-
CTO€ YMCJIO P W YUCIO ¢, TaKue, YTO Pa3jIMYHbIE CTENIEHU ¢ CYThb pas-
JUYHBIC YUCIIA 110 MOy p (cM. pa3a. 2.2). Uucna p u g nepemaroTcs
a0OHEHTaM B OTKPBITOM BHjI€ (OHH MOTYT UCIIOJIb30BaThCs BCEMH a0OHEH-
TaMH CETH).

3areM Kak[blii a0OHEHT TPYIIBI BHIOUPAET CBOE CEKPETHOE YUCIIO C;,
1 < ¢; < p—1, ¥ BEIYUCISAET COOTBETCTBYIOIIEE €My OTKPBITOE YUCIIO d;,

d; = ¢“ mod p. (2.24)

B pesynbrare nomyuyaem tabnuimy 2.3.

Taonuua2.3. Kiiroun mojs3oBareiie B cucremMe
Dun-I'amans

AboHEHT CekpeTHbIN K04 OTKpPBITBINA KIIIOY
A Ca d A
B Cp d B
C Cc dc
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[Toxaxem Temepb, kak A mepemaer coodmenne m adbonenty B. By-
JeM TIpeAroarars, Kak 1 npu onucanuu mudpa lamupa, uto cooOrue-
HUE MPeJICTaBICHO B BUJE YyuciIa m < p.

Hlar 1. A dopmupyer caydaitnoe uucno k, 1 < k < p — 2, BeIUUCISAET
qucia
r = ¢"” mod p, (2.25)

e=m-dg" modp (2.26)
U riepenaet napy uucen (r,e) aboHeHty B.

Iar 2. B, nonay4us (7,e), BBIYUCISIET

m' =e- P17 mod p. (2.27)

YrBep:knenue 2.11 (cBoiictBa mmndpa dan-lamans).
1) A6onenm B nonyuun coobwenue, m.e. m' = m;
2) mpomusHuk, 3Has p, g, dg, r U €, He MOJNCEM BbIYUCIUMD M.
HoxazartensbcTBoO. [loncraBum B (2.27) 3Hauenue e u3 (2.26):
m' =m-dg" - rP"17°2 mod p.

Teneps BMecTO r moacTtaBuM (2.25), a BMecTo dp — (2.24):

m' =m - (g?)" - (¢")P~1 7" mod p =

cskth(P=D=kez mod p = m - g*P~Y mod p.

= m - g
ITo Teopeme depma

¢** Y mod p=1*mod p =1,
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U, TaKuM 00pa3oM, Mbl MOJTy4aeM MEPBYIO YAaCTh YTBEPKICHUSI.

Jliis nokas3aresnbCTBa BTOPOH 4acTH 3aMETUM, YTO INPOTUBHUK HE MO-
KET BBIYMCIUTH k B paBeHCTBe (2.25), Tak Kak 3TO 3aJaya JUCKPETHOIO
norapugmupoBanus. CiaenoBaTeIbHO, OH HE MOXKET BBIUUCIUTH 1M B pa-
BeHCTBE (2.20), Tak Kak m ObUI0O YMHO)KEHO Ha HEM3BECTHOE €My YHUCIIO.
[IpoTHBHUK Take HE MOYKET BOCIIPOM3BECTH JEHCTBUS 3aKOHHOTO IOJIY-
yaresnsi cooOmieHus (aboneHta B), Tak Kak €My HE M3BECTHO CEKPETHOE
YUCIO0 cp (BBIUMCIEHHE Cp Ha OCHOBaHMM (2.24) — Tarke 3ajada Juc-
KPETHOTO JIOrapu(MHUPOBAHUS). O

[Mpumep 2.16. Ilepenaaum cooduienue m = 15 ot A k B. Bribe-
peM MapamMeTpbl aHAJIOTUYHO TOMY, KaK 3TO OBLJIO ClIeJIaHo B mpumepe 2.2
cTp. 24. Bo3smem p = 23, g = 5. Ilyctb abonenT B BbIOpan miis cebds
CEKpETHOE YHCIO cp = 13 W BhIUMCIWI 1o (2.24)

dg = 5 mod 23 = 21.

AOOHEHT A BBIOHWpaeT CilyyaiiHO 4ucio k, Hanpumep k = 7, U BbI-
gucinseT no (2.25), (2.26):

r=5 mod23 =17, e=15-21"mod 23 = 1510 mod 23 = 12.

Teneps A mocbutaer k B 3ammppoBaHHOE cOOOIIEHHE B BH/E Taphl Y-
cen (17,12). B Borauciset mo (2.27)

m =12-172"1"8 mod 23 =12-17° mod 23 = 12 - 7 mod 23 = 15.

Mgl BunM, 4to B cMor pacmudpoBarh nepejaHHOE COOOIIEHHUE. O

SIcHO, 4TO MO aHATIOTUYHOW CXeMe MOTYT TIepeIaBaTh COOOIICHUS BCE
a0OHEHTHI B CETH. 3aMETHM, YTO JIF000W aOOHEHT, 3HAIOIIUNA OTKPBITHINA
KITt04 aboHeHTa B, MOXKeT MOoChUIaTh €My COOOIIeHus, 3amnudpoBaHHbIe
C TIOMOIIIBIO OTKPBITOTO KIto4ya dp. Ho Tonbko aOOHEHT B, ¥ HUKTO ApY-
roi, MOXKeT pacmupoBaTh ITH COOOIICHHUS, UCTIONB3YS H3BECTHBINA TOJb-
KO €My CEKpeTHBIH Kitod cp. OTMETUM Takxke, 4To 00beM mudpa B ABa
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pasa mpeBbImaeT 00beM cooOIIeHNsI, HO TpeOyeTcsl TOJIBKO O/IHA TIepeia-
Ya JIaHHBIX (TIPH YCIOBUH, YTO TAOJIUIA C OTKPHITHIMU KIIFOUAMH 3apaHee
M3BECTHA BCEM aOOHEHTaM).

2.6. OnHOCTOPOHHS (PYHKIHUA € «Ia3eHKoW» U mudp
RSA

HazBannsiit B uectsb ero paspadorunkoB PuBecta (Ron Rivest), [llamupa
(Adi Shamir) u Annemana (Leonard Adleman), 3ToT mudp A0 cux mop
SBJISIETCS. OJHUM U3 CaMBIX IIUPOKO UCIIOJIb3YyEMBIX.

Ms1 Buzpenu, yro mudp lamupa monHOCTBIO pemiaer 3agady oOme-
Ha COOOIICHHUSMH, 3aKPBITBIMHU JUIS IPOYTEHUS, B Cllydae, Korja aboHeH-
TBHI MOT'YT ITOJIb30BATHCS TOJIBKO OTKPHITHIMU JIMHHUSIMU CBsI3U. OTHAKO TIPU
ATOM COOOIIEHNE ePECHUIACTCS TPH Pasa OT OAHOTO AODOHEHTA K APYToMY,
410 sBJsieTcs HepoctaTkoM. [Iudp Dnb-I'amars mo3BosseT penmTh Ty xKe
3ajiaqy 3a OJHY MEPEChUIKY JaHHbBIX, HO 00beM IepeaaBaeMoro mupo-
TEKCTa B J[Ba pa3a MpeBblaeT 0obeM coodmenns. Cucrema RSA numiena
MOIOOHBIX HEMOCTAaTKOB. MHTEpECHO TO, UTO OHA Oa3WpyeTcs Ha APYTOi
OZIHOCTOPOHHEH (YHKIMH, OTIIMYHON OT JUCKpeTHoro jorapudma. Kpo-
M€ TOTO, 37IeCh MBI BCTPETHMCS C €Ill¢ OJHHM H300pETEeHHEM COBPEMEH-
HOU Kpunrorpaduu — ooHocmopouueil ¢ynkyueil ¢ «aazetikouy (trapdoor
function).

Ota cuctema 6azupyeTcs Ha CIeAyIOMX ABYX (pakTax U3 TEOpUU YU-
cel:

1) 3amada mpoBEpPKH YKCIIa HA MPOCTOTY SBJISETCS CPABHUTEIBHO JIEeT-
KOM;

2) 3amava pas3IOXKEeHUs YUCEN BUJA N = pq (p U ¢ — MPOCThIE YUCIIA)
Ha MHOKUTEJIH SIBJISIETCS OYEHb TPYIHOM, €CIIM MBI 3HAEM TOJIBKO 77,
a p u ¢ — OonblnKe YKncia (3TO Tak Ha3bIBaeMas 3ajada (pakTopu-
3aIlu).
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[Tycth B Hamreli cucteme ecth adboneHTol A, B, C, ... . Kaxnuprii abo-
HEHT BBIOMpAET CIy4ailHO JBa OONBIIMX MPOCTHIX uncia P u (). 3atem
OH BBIUMCISAET YUCIIO

N = PQ. (2.28)

(Hucno N saBnsercst OTKpbITOW MHPOpMaIue, J0CTymHON Apyrum abo-
Henram.) ITocie 3Toro aboHeHT BbIUMCIsIeT uncio ¢ = (P — 1)(Q — 1)
1 BBIOMpAET HEKOTOpoe Yucio d < ¢, B3aUMHO MPOCTOE € ¢, U 10 0000-
IIEHHOMY aJIropuTMy EBKIIMAA HaXOQUT YKMCIIO ¢, TAKOE, YTO

cd mod ¢ = 1. (2.29)

Bces I/IH(i)OpMaL[I/ISI, cBsi3aHHas ¢ aDOHEHTAMU U SABJIAIOIIAsACA UX OTKPBITBI-
MH U CCKPCTHBIMU KIIIOUAMU, ITPEACTABIICHA B tabmn. 2.4.

Tao6nuua2.4. Kiiroun mojs3oBareied B cucTemMe

RSA
AboHEHT CeKpeTHBIH KITIoY OTKPBITHINA KITFOY
A CaA d As N A
B Cp d B N B
C Cc dc, NC

Onumem npotokona RSA. Ilycts Anuca xoder nepenarb cooOlieHue
m boOy, mpuuem cooblIeHne m paccMaTpUBAETCs KaK YUCIIO0, YIOBIETBO-
pstoiiee HepaBeHCTBY m < Np (fanee MHAEKC B yka3blBaeT Ha TO, YTO
COOTBETCTBYIOILIME MTapaMeTphbl npuHaiexar booy).

Hlar 1. Anuca mudpyer cooOuienue o ¢popmyre
e = m? mod Np, (2.30)

UCTIONIB3Ys OTKPBITHIE MapameTpbl boOa, u mepechuiaeT e Mo OTKPHI-
TOU JTWHHUHU.
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Iar 2. bo6, nony4uBmuii 3ammppoBaHHOE COOOIEHUE, BHIYUCISET

m’ = e“® mod Np. (2.31)

Yreepxaenne 2.12. /[na onucannozo npomokonra m' = m, m.e. abo-
Heum B nonyuaem ucxoosiwyee om A coobwenue.

JdoxaszartenscTBo. [lonmocrpoenuro nporokoia
m’ = e mod Ng = m?°® mod Np.
PaBencTBO (2.29) 03HadaeT, 4To Al HEKOTOPOTO K
cpdp = kop + 1.
ComnacHo yTBepKIeHMIO 2.5
¢op = (Ps—1)(@s — 1) = ¢(Np),
e ¢(-) — dynkuums Ditnepa. Orcrona u u3 Teopemsl 2.8 crneayer

m' = mP*WNe) T mod Ng = m.

YrBep:kaenue 2.13 (cBoiicTBa nmporokosia RSA).
1) Ilpomoxon wugpyem u oewtugppyem ungopmayuio KOppekmHo,

2) 310yMbIULIEHHUK, Nepexsambvléaoyull 6ce COOOWeHUsT U SHAIOWUL
8C10 OMKPBIMYIO UHDOPMAYUIO, HE CMOdCEM HAUMU UCXOOHOE CO0D-
wenue npu bonvuwux P u Q).
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JoxaszartenbcTBO. IlepBoe CBOMCTBO MPOTOKOJIA CIEAYET U3
yTBepkaeHus 2.12. JIns noka3aTenbCcTBa BTOPOTO CBOMCTBA 3aMETHUM, YTO
37IOYMBIIIJIEHHUK 3HAET TOJIBKO OTKPHIThIE mapameTpsl N u d. J{ns Toro
4TOOBI HAliTH ¢, OH JOJDKEH 3HaTh 3HadeHue ¢ = (P — 1)(Q — 1), a s
3TOTO0, B CBOIO OYepe/ib, eMy TpeOyercs 3Hath P u (). Booobie roBopsi, oH
MoOXeT Haiitu P u (), pasnoxuB N Ha MHOKHUTEIH, OAHAKO 3TO TPYIHAS
3amava (CM. MyHKT 2 B Hauaje pasneina). OTMeTUM, 4TO BBIOOP OOJBIINX
ciydaiiHbiXx P 1 () BO3MOXKEH 3a IpueMiIeMOe BpeMsl, TaK KaK CIpaBeiuB
ITyHKT 1. ad

Onuoctoponnss ¢pynxuus y = ¢ mod N, npumeHsiemas B CHCTEME
RSA, obnagaeT Tak Ha3bIBAEMOM <JIa3€UKOI», IMO3BOJISIIOLICH JIETKO BbI-
4UCIIUTh 00paTHyro QyHKumo r = @y mod N, ecinu U3BECTHO pasjio-
xeHue N Ha mpocThle MHOXKUTENHU. ([lelicTBUTENbHO, JIETKO BHIYUCIUTD
¢»=(P—1)(Q—1),asarem ¢ = d~ ! mod ¢.) Ecnu P u (Q Heu3BeCTHBI,
TO BBIYHCJICHHE 3HAYCHUsI 00paTHOM (DYHKIIMH MPAKTHYECKH HEBO3MOXKHO,
a Haiith P u () mo N oueHb TpynHo, T.e. 3HaHue P u () — 370 «a3eii-
Ka» WIH «OTaitHOU x0m»). Takue ogHOCTOpOHHUE (DYHKIIUU C JTa3eHKOi
HAXOJAT NIPUMEHEHHUE U B APYTUX pasaenax Kpunrorpapuu.

OtmeTnm, uto anst cxeMbl RSA BaxHO, 4TOOBI KaKbplii aDOHEHT BBI-
Oupan coOCTBEHHYIO Tapy MpocThIxX yucen P u (), T.e. Bce Mmoaynu N4,
Npg, N¢, ...lI0IKHBI OBITH Pa3INyHBI (B MPOTUBHOM Clydae OAWH abo-
HEHT MOT OBl YUTaTh 3ai(PpoBaHHBIE COOOIICHUS, TPETHA3HAUYCHHBIE TS
apyroro abonenta). OHaKO 3TOro He TpeOyeTcsl OT BTOPOrO OTKPHITOTO
napametpa d. [lapamerp d MOXeT OBITh OJMHAKOBBIM Y BCEX aOOHEHTOB.
Yacrto pekoMeHayeTcsi BeIOMpaTh d = 3 (IIpU COOTBETCTBYIOIIEM BBHIOODE
P u @, cm. [23]). Torga mmdpoBaHue BHIMOIHICTCS MAKCUMAIBHO OBICT-
PO, BCETO 3a JIBa YMHOXKEHUSI.

[Ipumep 2.17. Hdomyctum, Anuca xoueT nepeaars boOy coobie-
Hue m = 15. Ilycts bob BBIOpan crienyronue napaMerphl:

P =3, Qp=11, Ng =33, dg =3
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(3 B3aumHO TIpocTo ¢ ¢(33) = 20). Haiinem cp ¢ momompi0 06001eHHO-
ro aigroputma EBknupa:
cCp — 7

(mpoepum: 3 - 7 mod 20 = 1). Kogupyem m no dopmyre (2.30):
e = 15 mod 33 = 15% - 15 mod 33 = 27 - 15 mod 33 = 9.

UYucno 9 Anuca nepenaet boOy o oTkpeiToMy KaHay cBsi3u. Tonbko boo
3HaeT cp = 7, MOATOMY OH JEKOAUPYET MPUHATOE COOOIIEHUE, UCTIONb3YS
(2.31):

m' = 9" mod 33 = (92)* - 92+ 9 mod 33 = 15% - 15 - 9 mod 33 = 15.

Takum o6pazom, bob pacumdposan cooliienne ATUCH. O

PaccMmotpenHast cuctemMa HeBCKpbIBaeMa 1pu 6osbmx P u (), HO 00-
Ja/TaeT CICAYIOIUM HEeIOCTaTKoM: A Tiepenaet cooOlieHne B, ncmoib-
3ysl OTKPBITYI0 HH(popMaIuto abonenta B (unucina Ng u dp). 370yMbli-
JICHHUK HE MOXET YHTaTh COOOIIEHHUSI, TPEeHa3HAYCHHbIE sl 3, OTHAaKO
OH MOXET Tiepenarh coodmeHne Kk B ot umenn A. M36exars 3T0ro Mox-
HO, UCTIOJNIB3Yys 00JIee CIOKHBIE TPOTOKOJIBI, HAIIPUMEp, CICTYIOIIUH.

A xouer nepenarb B coobmenne m. CHayana A BBIYHCISAET YUCIIO
e = m mod N4 . 3M0yMBIIIICHHUK HE MOXET 3TOTO CIEJIaTh, TAK KaK €4
cexpeTHO. 3ateM A Beramcinser uucio f = e?® mod Np u nepenaer f K
B. B nonyyaer f u BBIYHCISET MOCIEIOBATENBHO uncia u = f2 mod
Ng n w =u% mod Ny.

B pesynbrare abonent B momyuaeT cooOuienue w = m. Kak u B uc-
X0IHOHM cxeme RSA, 3110yMBIIIIEHHUK HE MOXKET MPOYUTATh MEePEIaHHOE
coo0lIIeHne, HO 34eCh, B oTInune OT RSA, OH He MOXKET Tak)Ke MOCIaTh
cooOrieHue ot UMeHu A (MOCKOJIbKY HE 3HAET CEKPETHOTO Cy4 ).

31ech Mbl BCTpeyaeMcsi ¢ HOBOM cuTyanueil. B 3HaeT, 4To cooOIeHne
npunio ot A, T.e. A kak Obl «IOJMKCAI» €ro, 3anudpoBaB CBOUM CEK-
PETHBIM C4. DTO MPUMEP TaK Ha3bIBAEMOU 271eKMpOoHHOU VI Yudposoti
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noonucu. OHa — OJHO W3 IMIUPOKO HCTOIB3yEMBbIX Ha MPAKTHKE H300pe-
TeHUH COBPEMEHHOU Kpunrorpaduu U OyleT CUCTEMATHUYECKU M3ydaThCs
B IJIaBe 5.
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3amaum ¥ ynpakHeHus

2.1.

2.2.

2.3.

24.

2.5.
2.6.

2.7.

2.8.

2.9.

[IpuBectu pe3ynwpTaT Bolpaxenui 5, 16, 27, -4, -13, 3+ 8, 3 — 8,
3-8,3-8-5:

a. mo moxayito 10,

6. mo momymo 11.
CM. OTBeT.

BLIYUCIIUTD, UCHONL3Ys OBICTPHIE AITOPUTMBI BO3BEICHUS B CTe-
nenb, 2° mod 10, 37 mod 10, 7' mod 100, 7°7 mod 100. Cm.
OTBeT.

Paznoxuts Ha mpocteie MHOkUTenU uucia 108, 77, 65, 30, 159.
CM. oTBeT.

Onpenenuts, Kakue u3 map umcen (25,12), (25,15), (13,39),
(40,27) B3aumHO npocthl. CM. OTBET.

Haiitu 3Hauenus Gpynkuun Ditnepa p(14), ¢(20). Cm. otBer.

Hcnonb3ys cBoiicTBa GyHKIMH Diinepa, Beraucautb ¢(53), ¢(21),
©(159). Cm. otBer.

Hcnone3sys teopemy @epma, Beraucautsb 313 mod 13, 522 mod 11,
31" mod 5. Cm. otser.

Hcnone3sys Teopemy Diinepa, Beraucauts 3 mod 20, 24 mod 21,
2197 mod 159. Cwm. oTger.

C nomorusio anropurma Eskiuna vaiita ged(21,12), ged(30,12),
ged(24,40), ged(33,16). Cm. oTser.
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2.10.

2.11.

2.12.

2.13.

2.14.

2.15.

C nomorpto 06061meHHoro anroputMa EBkinga HaliTH 3HAYCHUS
Z M Yy B ypaBHEHHUSIX
a. 21z + 12y = ged(21, 12),
6. 30z + 12y = ged(30, 12
B. 24x + 40y = ged(24, 40
r. 33z + 16y = ged(33,16).

2

)
),
)
)

CM. oTBeT.

Beraucauts 37! mod 7, 57! mod 8, 37! mod 53, 107! mod 53.
CM. oTBeT.

Beimucare Bce npoctele uncna, Menbine 100. Kakue u3 Hux co-
OTBETCTBYIOT BULly D = 2q + 1, rae ¢ Taxxke npocroe? CM. OTBET.

Haiitu Bce momycTrMbIe BapHaHThI BEIOOpA IMapaMeTpa g B CHCTe-
Mme uddu—Xennmana npu p = 11. Cm. oTBerT.

BBIMHCIUTE OTKPBITBIC KO Y4, Y W OOUIMHA KIIFOY ZAp UL
cucremsl Judpdu—Xennmana c napameTpamu:

a. p=23,9g=5,X4=5,Xp=17,

6. p=19,9g=2, X,=5, Xp=17,

B. p=23,9=7, Xx=3, Xp =4,

r. p=17,9=3, X4 =10, X5 =5,

n p=19,¢g=10, X, =4, X =8.

CM. oTBeT.

Jus mmdpa [amupa ¢ 3a1aHHBIME TapaMeTpaMu p, C4, Cp HAUTH
HEJIOCTAIOLIME TapaMeTPhl U OMKCATh MIPOLECC NepeJady cooOLe-
HUsE m ot A x B:
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a. p=19,cy=5,cp=7,m=4,

0. p=23,ca=15,cp=7,m=6,
B. p=19,c4 =11, cg =5, m =10,
.. p=23,¢c4=9,cg=3, m=17,
n p=17,c4=3,cg =13, m=9.

CM. oTBeT.

2.16. [y mmudpa Dnp-I'amans ¢ 3agaHHBIME TTapamMeTpamMu p, ¢, Cg,
k HaiiTu HeJOCTarOIIME MapaMeTPhl U OMUCATh MPOIIeCC Mepeaadn
COO0O0IIeHusT M TMoJib30BaTento B

a. p=19,9g=2,cg=5, k=7, m=25,

6. p=23,9=5,c3=28, k=10, m =10,
B. p=19,9=2,cg =11, k=4, m = 10,
L p=23,9g=7,cg=3,k=15, m=25,
n p=17,9g=3,cg =10, k=5, m = 10.

CM. oTBeT.
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2.17. B cucreme RSA c¢ 3amannsiMu apamerpamu Py, 4, da HaiiTH
HE0CTAIOIINE TapaMeTPhl U OMKMCAaTh MPOIECC Mepeaadn coooIe-
HUs M ToIb30Bareno A:

a. PA=5,Qa=11,ds4=3, m=12,
0. P1=5,Q4=13,ds =5, m =20,
B. PA=7,Qa=11,da=7,m=17,
L. PA=7,Q4=13,dsa=5,m=30,
o Px=3,Qa=11,da=3, m=15.

CM. oTBeT.

2.18. Ilonb3oBaremo cucrembl RSA ¢ mapamerpamu N = 187, d = 3
nepenano 3amudpoBanHoe coobmenue e = 100. Pacmudposars
3TO cood1eHue, B3nomas cucteMy RSA nonb3osarensa. CM. oTser.



I'masa 3. TEOPETHYECKASI CTOMKOCTD
KPUIITOCUCTEM

3.1. Bseaenue

[To-BuanMOMY, OZIHA U3 MEPBBIX OTKPBITHIX PadOT MO Kpunrorpaduu mo-
auiack B 1949 rony u npunamnexana lleanony (Claude Shannon, cm.
[17]). B Heli paccmarpuBaercs KJacCHUECKas CXeMa KPUITOCUCTEMBI C
CEeKpPETHBIM KJIIOYOM, KOoTopass Obula mpeacTaBieHa Ha puc. 1.1
(ctp. 7).

B »T0#1 cxeMe mmeeTcs 3allyIleHHbIA KaHall, MpeIHa3HAaY€HHBIN IS
nepesayu CEKpEeTHbIX Kitouel. OIHaKo OTMETHM, YTO B HACTOSLLEE BPEMS
MOKHO PacCMOTpPETh B Ka4E€CTBE 3aIMIICHHOIO KaHajla CXeMY BbIYHCIIE-
HUSl CEKPETHOTO KJIF0Ya HA OCHOBE METOJOB KPUIITOTpa(puu ¢ OTKPBITHIM
KJII0o4oM, Hampumep, cxemy Juddu—Xennmana. B ganpHeimem mbr Oy-
JIeM paccMaTpUBaTh TOJBKO KJIACCHYECKYIO CXEMY C CEKPETHBIM KJIFOUOM,
HO MHOTHE PE3YJIbTaThl IEPEHOCSTCS Ha CIly4dai CO34aHUsl CEKPETHOIO Ka-
HaJla CPEACTBAMH KPUNTOTPaQHU ¢ OTKPBHITHIM KITFOUOM.

Bce meronsl mndpoBanus MOXXHO Ipy0o0 pa3lienuTh Ha JiBa OOJBIINX
KJacca:

1) CXCMbl, NPUHOHUIINAJIBHO HC BCKPBIBACMBIC, YTO [JOKA3bIBACTCA
CTpOro;

2) cxembl, CTOMKOCTh KOTOPHIX OCHOBaHa Ha TOM, YTO AemndpoBaHue
0e3 Kiroua, BOOOIE TrOBOps, BOZMOXHO, HO Uil 3TOro Tpedyercs
nepebop oueHb OOJIBIIOTO KOJMYECTBA BAPHAHTOB.

B sT0ii maBe Mbl OyZeM 3aHUMATHCS CUCTEMaMU [IEPBOTO THUIA, CTON-
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KOCTh KOTOPBIX TEOPETHYECKH JI0Ka3aHa. CHCTEMBl BTOPOTO THMa OymyT
PaccMOTpPEHBI B CIIEAYIOIIEH I1aBe.

3.2. Teopusi cUCTEM C COBEPUICHHOM CEKPETHOCTHIO

Iycte M = {My, My, M3, ..., M,,} — MHOXECTBO BCEX BO3MOXKHBIX
coOOIIeHNH (HampuMep, MHOXKECTBO BCEX TEKCTOB [UTHHBI HE Ooliee, yem
1000 6ykB), K = {K;, Ko, K3, ..., K,,} — MHO)XeCTBO BCEX BO3MOXKHBIX
kimouet, ¥ = {FE, Fs, ..., Ex} — MHOXeCTBO BCEX KPHIITOIpaMM (T.e.
3amu@poBaHHBIX COOOMICHMH). 3amudpoBaHHbIE COOOIIEHUS 3aBUCIT OT
MICXOZIHOTO COOOIIeH s U Kitova, T.e. E; = f(M;, K;).

Mpb1 Oyziem cyMTarh, 9TO HAa BCEM MHOXKECTBE cooOIeHuit M 3amaHo
pacnpezerneHue BepostHocTeil P, T.e. onpenesneHsl BepostHoctu P (M),
1= 1,2,...,m. DTO anpuOpHOE paclpeesieHne BEPOATHOCTEH, KOTOPOE
M3BECTHO M MPOTHBHHKY. 3amuch Buna P(A|B) Oyaert, kak 00br4HO, 000-
3HAYaTh YCJIOBHYIO BEPOSITHOCTh COOBITHA A TPH YCIOBHU HACTYILICHHUS
coObiTus B.

Omnpenenenne 3.1. Kpuntocucrema Ha3bIBAECTCS COBEPUIEHHO CEKpe-
MHOI, €CIIN BBINOJHAETCS PABEHCTBO

P (M;|E;) = P (M;) (3.1
npu Bcex M;, K; u E; = f(M;, K)).

ITosicaum 310 onpenenenue. [lycte EBa mepexsaruia KpUIITOIpaMMy
E;. Ecmu (3.1) BBIMONHSAETCS JUI BCEX BO3MOKHBIX COOOIIEHHH, TO 3TO
O3HAy4aeT, YTO OHA He MOJIy4niIa HUKaKoil HH(pOpMaLuK O IIepelaHHOM CO-
o0lieHuy, T.e. 3HaHUE [; cOBeplIeHHO Oecrone3Ho and Hee. PaccMmot-
puM cxemarnuHblid npumep. [lycte M — MHOXECTBO BCeX COOOIIEHUI
u3 1mectd OyKB Ha pycckoM si3blke . IlycTh ampuopu M3BECTHO, YTO JUIs
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HEKOTOPOW CHCTEMBI

P(coobmenne = «mommap») = 0.00015,
P(coobmenne = «Oyteuib») = 0.0000012 u T.1.

JlomycTuM, MBI IMEEM HECOBEPILIEHHYIO cucTeMy, U EBa mocie nepexsara
Y BBIYMCIICHUH NOTy4MIa CIEeIyOLHe JaHHbIE:

P(coobmenne = «rommapy») = 1072
P(coobuienne = «OyTbutb») = 0.9999.

D10 o03Hayaet, yro EBa mpakrtuyecku pacimmgppoBasia cOOOLIEHHE: OHA
MPAaKTUYECKHU YBEPEHA, YTO MEPEAAHO CIOBO «OYThUIbY, TaK KaK BEpOAT-
HOCTB, 4TO NepeaaHo apyroe coobmenune Menbie 0.0001.

Ecnn e a1 paccMOTpEHHOM CHCTEMBI NpH 000 NepexBayeHHON
KpUnTorpamMme £; Mbl IOITy4aem

P(coobmenne = «momtapy|E;) = 0.00015,
P(coobmenne = «Oytbuiby | E;) = 0.0000012

Y TaKue K€ PaBEHCTBA BBITIOJIHAIOTCS JIJIS1 BCEX OCTAIBHBIX COOOIIEHUH, TO
EBa BooOIIE MOXKET HE oOpaliarh BHUMaHHE Ha TIEpeXBaYeHHBIN mHU(po-
TeKCT [j, a, HapuMep, OTraJbIBaTh COOOLIEHHE HA OCHOBE UCXOHBIX Be-
positHOCTel. pyrumu cioBamy, (3.1) — AeMCTBUTENBHO pa3yMHOE OIpe-
JIEJIEHUE COBEPIIEHHO CEKPETHOM CHCTEMBI.

Uccnenyem cBOMCTBA COBEPIIEHHO CEKPETHOM CHCTEMBI.

Teopema 3.1. Ecnu cucmema snsiemcs cO8epuleHHO CeKpemHoll (8bl-
noansiemes (3.1)), mo cnpasednuso paseHcmeso

P(E,|M;) = P (E)) (3.2)

npu ecex i u j . Bepno u oopammnoe ymeepoicoenue: eciu (3.2) evinonmsi-
emcsl, mo CUcmema cO8epuLeHHO CeKpemuda.
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HdoxaszartenscTBo. [lo onpenenenno yCIOBHON BEPOSITHOCTH

P(AB)

P(AIB) = 557

npu P(B) # 0 (cm., Hanpumep, [15]). ITosromy npu P(E;) # 0 MOXHO
3amucarhb

P(E;) P(Ej)
[Tpunumast Bo BHUMaHUe (3.1), momyyaem

P(M;|E;) P(E;|M;)

P(MZ‘EJ) P(E]) )
T.€.
P(EIMy)
P(Ej;) .
Takum o0pazom, (3.2) nokazano. OOpaTHOE YTBEPKIACHHE TEOPEMBI TOKA-
3BIBACTCS «OOPATHBIM XOJIOM» MPUBEJCHHBIX PABEHCTB, cM. [17]. O

3.3. IlIudp Bepnama

Ortor mmdpp ObUT mperiokeH B 1926 romxy amMepuKaHCKUM HHXKEHEPOM
Bepuamom (Gilbert Vernam) u ucronb3oBajics Ha MpakTUKe, HO JOKa-
3aTeNbCTBO €0 HEBCKPHIBAEMOCTH OBUIO MOMYYEHO 3HAYUTEIBHO MO3XKE
ennonom [17]. Jna mmdpa BepHama yacto MCHOIB3YETCsl Ha3BaHUE
«omHOpa3oBas JeHTay (one-time pad). Mbl onuiiem 3TOT WUp A CIIy-
qasi IBOMYHOTO an(aBuTa, 4TOOBI yIPOCTUTH 0003HAYCHUSI.

[Tyctes MHOXKECTBO cooOmeHnuid M COCTOMT U3 CIIOB JTBOMYHOTO all-
(daBuTa JUIMHBI N, T.€. BCEro COOOIICHUI He Oojee, yeM 2. B mmdpe
BepHama MHOXXECTBO KJIIOUYEH TakKe COCTOMT U3 CJIOB TOH K€ JJIMHBI N U
KaK/IbIi KJTFOY MCIIONB3YETCsl C BEPOSITHOCTBIO 1/2". JIpyrumu CIOBaMH,
BCE€ KJIFOYM MCTIOJIB3YIOTCS C OMUHAKOBOM BEPOSITHOCTBIO.
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[Tycts HEOOXOMMMO 3amudpoBaTh COOOMIEHUE M = MMy ... M, U
MyCTh BBIOpaH Kimtou k = k1ksy . .. k,. Torna 3ammdpoBanHOE cOOOIICHHE
€ = €16y ... €, TONydaeTcs 1o Gopmysie:

e; =m; D ki, (3.3)

e ¢ = 1,2,...,n U ¢ 0003HAYACT CIOKEHUE MO MOAYNIO0 2. Jpyrumu
clioBaMH, cooOIeHrne mudpyeTcs Io cxeme

@ mq mo . my,
ky ko A
€1 €9 Ce €n

Tak Kak ClO)KEHHE M BBIYUTAHUE TI0 MOIYJIO 2 COBIAJAOT, TO JIETKO
BUJIECTh, YTO JCIIU(PPOBAHNE OCYILIECTBIISETCS MO (hopMyIe

HOpuwmep 3.1. Ilycrs m = 01001, & = 11010. Torxa momy4aem
e = 10011. CnoxuB e ¢ k, BoccTaHaBIUBAaEM 1. O

Teopema 3.2. [llugp Beprama senaemcs cogepuieHHO CeKpemHoll Kpun-
MoCUCmemoti.

JokaszartenbcTBo. ComacHo Teopeme 3.1 NOCTaTOYHO [OKa-
3aTh crpaseIBOCTS (3.2). Nmeem

P(E;|M;) = P(e"|m") =
Plky=e1@my; ks =ea®mg;...;k, =€, Bmy,) =
= P(xmod = ky..k,) =27"

(B mocieiHEM paBEHCTBE MBI HCIOJIb30BAIH TO, YTO, 110 MPEATION0KEHHIO,
BCE€ KJIFOUM PABHOBEPOSITHBI).
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Haiinem P (E;). ITo dopMmyre NOTHOH BEPOATHOCTH
on
P(Ej) =Y P(M;)P(E;|M;).
i=1
Yuntsias, uto P(E;|M;) = 27", noixy4yaem

P(E;)=2" i P(M,).

Tak xak cyMMa BEpOSTHOCTEN BCEX BO3MOXKHBIX COOOIIEHNI paBHa 1, mo-
JTy4yaem
__o—n
P(E;)=2"".
Takum oOpazom, cripaBeyiuBo (3.2). Teopema ngoka3aHa. O

N3BecTHO, uTo mudp BepHama ncnonb3oBaics Mpu 3aiiuTe MpaBH-
TEIBLCTBEHHOH CBSI3U: HAIIPUMEP, HA TaK HA3bIBAEMOW ropsiuel inHuK «MockBa
— Bamunrron» [23], a Takke B IpyruX cucTeMax, I7ie MOKHO IO3BOJIUTh
JOporoi crmoco0 J0CTaBKM cekpeTHoro kitoua. Oxnaxo mudp Bepnama
MOJKHO HCIIOJIb30BaTh BO MHOTUX JPYTHUX MPAKTUYECKU BaXKHBIX CUTyallU-
ax. HarpumMep, Ha 0CHOBe 3TOro 1mu(pa JIErko OPraHu30BaTh CBA3b MEXKITY
0aHKOM M ero (unmanaMu (WK CBSI3H MEXKIY OaHKOM M KIMEHTaMH), KO-
IJja OHU HaXOJATCS B OTHOM T'OpPOJI€, UJIH 3alUTUTh AIEKTPOHHBIE TUChMa,
CKa)keM, /7151 cTyeHTOB Anuckl U boOa, paccraromuxcs Ha KaHUKYIIbI (MBI
IIpeyIaracM YUTaTeio IPUAyMaTh CXEMY M HalluCcaTh IpOrpaMmy, CUuTas,
410 00IIas JUIMHA MUCEM, KOTOPBIMU OHM OyIyT OOMEHHUBATLCS BO BpeMs
KaHUKYJI, He mpeBocxoautT 1.44 MoOaiit, T.e. 00beMa CTaHAAPTHOM AMCKe-
THI).

3.4. DiaeMeHTHI TeOpUM MHPOPMATUA

Mg nokasanu, uyto mudp BepHama coBepiiieHeH, 0OTHAKO TIPH €0 UCIIOIb-
30BaHMHU JJIMHA KJTtoda paBHa jinuHe coobmenus. K. [llennon [17] moka-
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3aJ, 9TO y JIFOOOW COBEPIIEHHOW CHCTEMBI IJWHA KJII0Ya JODKHA OBIThH
Oo0JIblIIe SHTPONHUU COOOIIECHHUS (C KOTOPOH MBI KPAaTKO MO3HAKOMUMCS HU-
ke), T.e. MPOMOPIIMOHATIbHA €T0 JUTMHE. BO MHOTHX MPaKTUYECKH BaXKHBIX
CUTYalUsAX MPUXOJUTCS KCIOJIb30BaTh KOPOTKHE KIHOUU (CKaKe€M, COTHU
WIN THICSIYM OWT) IS IU(POBAHUS JIMHHBIX COOOIIEHUH (COTHH KHJIO-
OaiiT u 6onee). B 3ToM cirydae MOKHO MOCTPOUTH TOJIBKO TaK HA3bIBAEMbIC
ujealibHble CUCTEMBI, BIiepBble onucanuble lllenHoHOM. [{71s1 mocTpoeHus
UJealIbHBIX CUCTEM U HccleioBaHus ux cBoMCTB IlleHHOH npeanoxunt uc-
M0JIb30BaTh MOHATHS Teopuu MH(popManmu. B 3ToM pasnene Mol onperne-
JUM M KPaTKO MPOWLIIOCTPUPYEM ATH MOHATUA. JOCTATOUHO MONHOE U
CTPOrO€ MX U3JIOKEHHE MOXET ObITh HalJIeHO, HAapUMep, B [4].

Haunewm c onpenenenust o0CHOBHOTO MOHATHS — 3HTponuu [llenHoHa.
[Tycth maHa nuckpeTHasi ciaydaiiHas BeNMWYHMHA &, MPUHUMAIOIIAs 3Haue-
HUS G1,Ag, - - - Ap C BEPOATHOCTAMHU Py, Py, --- | P,

Onpenenenne 3.2. Dumponus ciyuaiHol eenudunsl £ ONPEACIIIeTCs
pPaBEHCTBOM

H(€) = —fjmogﬂ, (3.5)
=1

rae 0log0O = 0.

Ecnu ucnonb3yercss ABOMYHBIN Torapu@m, TO SHTPOIUS U3MEPSETCs
B OHMTax, 4YTo OOIIENPUHATO B KpUNTOorpaduu, TCOpUH WH(POPMALUHU U B
KOMIBIOTEPHBIX Haykax. B cilydae HaTypajbHBIX JIorapu(MOB €AMHUIIA
M3MEpEHHs] — HaT, B Cllydae IECATHYHBIX — JTHT.

[Tpu r = 2 MoxHo (3.5) 3anucarb WHa4Ye, BBES CIASAYIOIIHE 0003Ha-
yenus: P, =p, P, =1 —p. Toroa

H = —(plogp+ (1 —p)log (1 —p)). (3.6)

I'pacuk sHTpONMYU U1t 3TOTO Cayyas mpuBeaeH Ha puc. 3.1.
Paccmorpum npocreiinine CBOMCTBA SHTPOIIMH.
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Puc. 3.1. I'paduk ABOWIHON SHTPOITHH

Yr1Bepxkaenue 3.3.

1) H(§) >0,

2) H(€) < logr

3) H()=logr mpu P,=1/r,i=1,2,....r.

HoxazartenbcTBoO. [lepBoe CBOMCTBO JOBOJILHO OUEBHUJIHO (CM.
(3.5)). Bropoe cBOMCTBO AOKakeM TOJBKO VIS Ciaydas 7 = 2, TaKk Kak
oOmwmii ciydail ananorudeH. Mccnenyem rpaduk sutponuu. HyxxHo Haii-
™ MakcuMyM (yHKimu (3.6). J{as 3TOro Mbl HaifieM MepByO U BTOPYIO
npousBoaHbie H (p), cuurast, 4To JorapuM HaTypaTbHbIN.

1 1-—
H'(p) = — (lnp+p-2—9—ln(1—p)—1—2;) =—1Inp+1In(1 —p).

Orcroma H'(p) = 0 npu p = 1/2 . Haiinem BTOpyIO MpOU3BOIHYIO

11
H'(p)=—- — ——.

p 1l-—p
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MsI Buum, uto H”(p) < 0 mpu p € (0; 1). D10 03HaUaeT, 4T0 PyHKIUS
H(p) nocruraer MakcuMyma B Touke 1/2 u Bbimykia Ha orpeske (0; 1).
Takum o0paszoMm, rpaduk, n300pakeHHBIN Ha puc. 3.1, obocHoBaH. Oue-
BUJIHO, TIPH JIFOOOM OCHOBAaHUU Jiorapudma rpaduk OyneT aHaJIOrMYHbIH.

Jlnst mokas3arenbcTBa TPEThEro CBOMCTBA 3aMETHM, YTO HauOOJbIICE
3HA4YECHUE SHTPOINH IS 7 = 2 PaBHO

max H(p) = H(1/2) = — ((1/2)log(1/2) + (1/2) log(1/2)) = 1,

T.€. COCTABIISICT OJIUH OUT B ClIydae ABOMYHOIO JIOrapudma. a

«DU3NYECKUI» CMBICT SHTPOIUHU COCTOUT B TOM, UYTO SHTPOINHS —
ATO KOJIMYECTBEHHAsI MEpa HEeolpeaeIeHHOCTU. B kauecTBe npumMepa pac-
CMOTPHM TpU CIIy4ailHble BETHUUHBI U © = 2. IHBIMU cioBamu, Oynem
CUUTATh, YTO Y HAC €CTh TPH UCTOUYHUKA COOOIICHHIA, KOTOPHIE MOPOXKIa-
10T OYKBBI @1, 9, T.€. UMEIOTCS TPU CIydalHbIe BeIUUUHbI &;, 1 = 1,2, 3,
MPUHUMAIOIINE 3HAYEHUS a1 WU A3

& Play) =1, P(az) = 0;
52 . P(al) = 05, P(CLQ) = 05,
&: Play) =001, P(as)=0.99.

VHTYUTHUBHO ICHO, YTO HEONPEIEIEHHOCTh CIIy4aiHOM BeTMYMHBI &; paB-
Ha HyI0. 1 1eiCTBUTENBHO,

H(&)=—(1-log1+40-log0) = 0.

[Tocmotpum Ha & U €. IHTYUTHBHO KaXKeTCs, YTO HEONPEIEIEHHOCTD Y
&> BBIIIE HEONPEAENEHHOCTH Y &3. Briuncium sHTponuu:

H (&) =1 6ur
(y»e cuuTaau BBIIIE),

H (&) = —(0.01 - 1og 0.01 + 0.99 - 1og 0.99) ~ 0.08 6ur.
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MpbI BUAMM, 4TO SHTPONUS JEHCTBUTEIBHO SBISETCS pa3yMHOM Mepoit
HeomnpenaeaeHHOCcTH. Ho m1aBHOe, KOHEUHO, HE MPUMEPHI TAKOTO THUIMA, a
TO, YTO 3Ta BEJIMUYMHA UTPAET KIFOUYEBYIO POJIb BO MHOTHX 3a7ja4aX TEOPHH
nepesadu u XxpaHeHus HHGpopMau. B yactHocTH, SHTpONUS XapakTepu-
3yeT MaKCHUMAaJIbHYIO CTENEHb CXaThs JaHHBIX. TOuHee, €CIM UCTOYHUK
COOOIICHUI MOPOXKAAET TEKCT JOCTATOYHO OONBIIONW JJIMHBI 1. C OIpe-
JICTICHHOW HIDKE TIPEeNeNbHOM HTponueld h Ha OUT cOOOIIEHUs, TO 3TOT
TEKCT MOXKET OBITh «CXKaT» B CPEAHEM JI0 BETUYHMHBI CKOJIb YTOTHO OH3-
kot k nh. Hanpumep, ecit b = 1/2, TO TEKCT C)KUMAETCS BBOC H T.II..
IToquepkHeM, 4TO peub UAET O TaK Ha3bIBAEMOM HEUCKAXKAIOILEM CHKATHH,
KOTJIa M0 «CKATOMY» COOOIIEHHUI0 MOKHO BOCCTAHOBUTB UCXOJTHOE.

PaccmoTpum Teneps ABYMEpPHYIO CIy4allHYyIO0 BEITHYMHY, 33JaHHYIO
PSAAOM pacrpeneneHus

Pj=P( =a;, &=0b), 1<i<r 1<j<s. (3.7

[Ipumep 3.2. V3 MHOTOJIETHETO ONbITA MPEMOAABAHUSA B HEKOTO-
POM BY3€ U3BECTHO, UTO OLICHKH 3a NEPBBIM U BTOPOIl KOHTPOJIBHBIN CPOK
0 MaTeMaTHKe (COOTBETCTBEHHO & U &) MOMUUHSIOTCS 3aKOHY pactpe-
NeNeHust, 3agaBaeMomy 1aom. 3.1. ad

Tabnuma 3.1. Pacnpenenenue

OlICHOK 32

KOHTPOJIbHBIH CPOK
&1 l& — 0 1 2
0 0.20 0.05 0
1 0.05 0.30 0.05
2 0 0.05 0.30
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Beenewm crnenyroniue 0003HaueHUS:

HarmoMHMM HEKOTOpBIE AIEMEHTapHBIE COOTHOIICHHMS, U3BECTHBIC M3
Teopuu BepositHocTel (cM. [15]):

P(A|B) = %, (3.8)
P(AB) = P(A)P(B\A) — P(B)P(A|B), (3.9)
ZP P (A|H;) (3.10)

((3.10) — y»xe BcTpeuaBmasics (GopMmysa MOJHONH BEPOSTHOCTH, B KOTO-
poii H; — nomnapHO HECOBMECTHBIE COOBITHS, CyMMa KOTOPBIX COAEPIKUT
coObITHE A).

B cootBercTBHM ¢ (3.5) onmpeneanuM SHTPOIHIO JTBYMEPHOM Ciydai-

HOW BEJINYNHBI
H(&,6) = ZZPW log P, (3.11)

i=1 j=1

AHaNOTUYHO [UIS TPEXMEPHO# city4yaitHon Benmuuubl (&1, &r,&3) U pac-
peJeNneHus BeposTHoOCTel P, onpenenum

H(&1,&,8) = Zzszkbg Pij. (3.12)

[Tono6HbBIM ke 00pa3oM onpeAessieTcs YHTPONUS Ui 1 -MEpHOU CiTydaid-
HOUW BEJIMYMHBI.
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[IpencraBum Tenepp, UTO 3HAYCHUE CITyYalHON BEIUYUHBI §; U3BECT-
HO, a & — Heu3BecTHO. Torna ecTecTBEHHO OIPEIEIUTh YCIOBHYIO JH-

TPOIIHIO
P.
z] %]
H(&|6) = XPX log 5. (3.13)

DT0 — Cpe/Hss YCIOBHAS SHTPOMHMS CIyYaiiHOM BEIUYHHBI {» TPHU yCIIO0-
BHH, YTO 3HAYCHHE &, U3BECTHO.

YT1Bepxkaenne 3.4 (CBOWCTBO ABYMEPHOI SJHTPONNH).

H(&1,6) = H (&) + H (6[6), (3.14)

6 YacmHocmu, 0Nl HE3AB8UCUMBIX C]ly’{alele BE€IUHYUH fl u fg

H(&[61) = H (&),
H(&,&2) = H (&) + H (&) - (3.15)

Hanomuum, uro &, {; He3aBUCUMBI, eciu P;; = Py P; nns Bcex @ U
J . Jloka3arenbCTBO YTBEPKACHHS TOCTATOYHO MIPOCTO U MOXKET ObITh Hali-
neHo B [4]. Mbl orpaHuuuMcs TOJNBKO ero uutepnpetanuei. [lycts B mep-
BOM OIbITE MOpoxkaaeTcs &, Bo BropoM — &;. Torma obmias Heompene-
JICHHOCTh AKIIEPUMEHTA JOKHA OBITh paBHA HEONPEICICHHOCTH TIEPBOTO
OIIBITa, CJIOKEHHOU C YCIIOBHOW HEOMPEACIICHHOCTHIO BTOPOTO ombiTa. B
cllyvae He3aBUCUMBIX &1 U & 3HAHWE OJHOHN BEJIMYHHBI HE HECET HUKAKOM
nH(pOpMaIK O APYToH, 4TO COOTBETCTBYET (3.15).

[Tycts mana n-MepHas ciydaitHas Benmumuuna (&1, &, ..., &,). Cupa-
BEUTMBO CIIEJyIOIlee COOTHOIIeHuE [4]:

H(&, ... &) = H(&)+H(&|&G)FH ()6, 6)+. . AH (&6, -, &)
(3.16)
JIist HE3aBUCHMBIX CITyYaiHBIX BEIHYHH

H(&, o0 6) =Y H(&) (3.17)
=1
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(3ametumM, uto (3.14), (3.15) — yacTHsIii ciyyaii (3.16), (3.17)).
B o6mem ciyuae

H(&kl&r, - - &) < H (&) - (3.18)

PaccMoTpuMm nocienoBaTeabHOCTh CllydaiiHbIX BeInuuH &1, &, &3, . . .
(&; npuHUMAIOT 3HaueHus B A ), KOTOPYIO MOYKHO paccMaTpUBaTh KakK CIIy-
YaifHbIi npolecc ¢ JUCKPETHBIM BpeMeHeM. MbI OyzieM cuuTarh, 4YTO 3TOT
MIPOLIECC CTAI[MOHAPHBIH, T.€., He(hOpMaIbHO, BEPOSTHOCTHBIE XapaKTepu-
cruka st (&1 ...&,) Te ke, 9yto u it (Eayq - .- Earn) TPH BCEX IMOINO-
KHUTEIBHBIX 1 U A (TOYHOE ompeecHue 1aHo B [4]).

[ycte H(&y,...,&,) — DHTPOMUSI M-MEPHOM CITydaiHON BETHIMHBI
(&1 ... &,). Obo3Ha4YMM vepe3

h;”b— = %H(glw"agn)

YACIBbHYI DHTPOIINIO 71-T'0 IMOpAAKa U OIIPCACIINM

hr: =H (gn‘glv cee 757171) .

OTMeTUM cleAyone CBOMCTBRA:

h:[ < h:;l, n>1, (3.19)
hy < b (3.20)
h, <h,_,, n>1. 3.21)
HX moka3aTenbCTBO MOXKET OBITh HAWJICHO B [4].
st HezaBucuMbIX &1,&o, ..., &, CIpaBeIIUBbI PABEHCTBA
hz =h, = h.

(ITpouecc, mopoxAarONINil HE3aBUCUMBIE ClTy4ailHble BEJIMYMHBI, HA3bIBa-
eTCsl IIpo1ieccoM 0e3 mamsTH. )
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Teopema 3.5. /[na cmayuonapnozo npoyecca cyujecmeayiom npeoeivl
limy, oo At u lim, o h,,, npuuem smu npedenvt pagnui.

JlokxazaTenbCTBO TEOPEMBI CM. B [4].
O06o03HaunM 0O0IIIee 3HAYCHHUE ITUX MPEACIIOB Yepe3 hyo,

hee = lim bt = lim h;. (3.22)

n—oo n—oo

[ycte nau andasur A = (aq,as, .. .a,.). Mbl 3HAEM, 9TO
max H (&) = logr

Ui mporecca 0e3 maMsTH, MMO3TOMY, MpUHUMas Bo BHUMaHue (3.21) u
(3.22), nonyyaem max h,, = logr, mpruueM MakCUMyM JOCTUTAETCS IS
MpOIIECCOB 0€3 MaMATH, Y KOTOPHIX BCe OYKBBI MOPOXKAAIOTCS C PABHBIMH
BEepOSATHOCTSIMH 1/7. ECTECTBEHHO BBECTH BEIUUHHY

R=1logr — h, (3.23)

Ha3bIBaeMYI0 U30BITOYHOCTHIO (Ha OykBYy coobmienus). Hedopmanbho, 310
Kak Obl HEMCIIOIb30BaHHAs 4acTh andasura. M30bITOUHOCTh — KOJIUYECT-
BEHHas Mepa B3aMHOM 3aBUCMMOCTH CUMBOJIOB M UX «HEPaBHOBEPOSTHO-
ctu». OTMETHM, YTO B MIPUMEPE U3 NEPBO INIaBbl BO BTOPOM Cllyyae, KO-
raa gaxe npocrtoit mudp Llezaps He BCkpbiBaeM, H30BITOYHOCTH MM (pye-
MOTO COOOIIEHHS paBHA HYIIO, TaK KaK BCE AECATh CHMBOJIOB HE3aBUCUMBI
U PaBHOBEPOATHBL, T.€. hoo =logl0 u R = 0.

3.5. PaccrosiHHe eIUHCTBEHHOCTH IIHU(PA ¢ CEKPETHBIM
KJIIOYOM

PaccMoTpum KpUNTOCHCTEMY C CEKPETHBIM KJIIOYOM, CXeMa KOTOPOU Mo-
kazaHa Ha puc. 1.1 (ctp. 7). IlycTh UCTOYHHK MOPOXKIACT COOOIICHHE
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m = myms ... m,. Hanpumep, m; npu kaxmoM ¢ — 3To OyKBa U3 pyc-
CKOTO aji(paBHTa WK 3HAK Mpobea, a m — COOOIIEHUE Ha PYCCKOM SI3bI-
ke. Anmuca u bo0O 00nagaroT CeKpeTHhIM KIIIOYOM &, W3BECTHBIM TOJBKO
UM, U MYCTh € = €165 ... e, — COOOIIeHHe, 3amn(pPOBAHHOE MIPH TTOMO-
I 3TOTO KJTFOYA.

[Ipumep 3.3. Ilycte uctouHuk mopoxjaaer OykBbl W3 aiaBUTa
A = {a,b,c} ¢ BepostHOCTSIME P(a) = 0.8, P(b) = 0.15, P(c) = 0.05,
U IyCTh 3TO UCTOYHUK Oe3 mamsTu. IlycTts mmdparop, mpuMeHss kitod k,
3aMeHsieT OyKBBI B UCXOIHOM COOOILEHHH, UCIIOJb3YS KaKylo-IT1u0o nepe-
CTaHOBKY CUMBOJIOB:

(a,b,c) k=1
(a,e,b) k=2
(b,a,c) k=3
(b,c,a) k=4
(c,a,b) k=5
(¢,b,a) k=06,

T.e. KJIFOY MPUHUMAET 3Ha4eHus oT 1 mo 6, u eciu, Hanmpumep, k = 5,
TO B MCXOJIHOM TEKCT€ OCYLIECTBISETCS CIIEAyIollas 3aMeHa CHUMBOJIOB:
a—c, b—a, c—b.

[Tycts EBa nepexpatuina 3amuppoBaHHOE COOOIIEHUE

e = ccchbe

" XO04YcT OHpeI[eJII/ITB 3HAYCHHUC KJIKO4a. Ol_IeHI/IM KOJINYCCTBCHHO BepOSIT-
HOCTH HCIIOJIb30BAaHUSI BCEX BO3MOXKHBIX KITIOUEH, MCTIONB3YS (HOpMyTy
Bbatieca

P(K;)P(E|K;)
P(Ki|E) = = ,
>_j-1 P(K5) P(E|K;)
e F, K, ..., K; — HexoTopble COOBITHS, TpUYeM K; TIOTapHO HECOB-

t
MectHel U ' C ) ., K;. B HameM ciydae coObITHe £ — 3TO NOIy4YeHHE
3ammdpoBaHHOrO coobmenust € = ccche, t = 6, a K; 03Ha4aert, 4ToO BbI-
OpaH xirou k = 1.
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Muz1 npeamnojaracM, 4To BCC KIIHOYHU PABHOBCPOSATHEI, T.C.

P(K,) = P(Ky) = P (K3) = P (Ky) = P (K;) = P(Kq) = 1/6.

Torga
P(E|K,) = P(m = cccbe) = 0.05* - 0.15 =~ 0.000001,
P(E|K,) = P(m = bbbcb) = 0.15* - 0.05 = 0.000025,
P(E|K3) = P(m = cccac) = 0.8 - 0.05* ~ 0.000005,
P(E|K,) = P(m = bbbab) = 0.8 - 0.15* ~ 0.000405,
P(E|Ks) = P(m = aaaca) = 0.8* - 0.05 =~ 0.020480,
P(E|Kg) = P(m = aaaba) = 0.8* - 0.15 ~ 0.061440.

OTcrona JIErKO HaXOguM

6
ZP P (E|K;) = 0.013726,

1 nojrydaeM 1o popmysie baiieca anocTepuopHy0 BEpOSITHOCTH TOTO, YTO
OBLT MCIIOJIB30BaH K04 k& = 1, IpH YCJIOBHH, YTO MOJYYEHO COOOIIICHHE
€ = ccche:

(1/6) - 0.000001
0.013726

P (Ki|E) = P(m = cecbele = cecbe) =~ ~ 0.000011.

[Tpomoimkas aHaJIOTMYHO, HAXOJAMM, YTO HauOoJiee BEPOSTHBI KU k =
5uk==6:

P (K5|E) = P(m = aaaca|ée = ccebe) = 0.25,

P (Kg|E) = P(m = aaaba|ée = ccebe) = 0.75,

a BEpOSITHOCTU BCEX OCTAJIbHBIX Kitoueit mensbie 0.01. O
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Mps1 BuguM, 4TO, IEpexBaTuB Bcero 5 Oyks, EBa MoxeT onpenenuTsb
KJIFOY [TOYTH OAHO3HAYHO. TakuM 00pazoM, U3 3TOro Ipumepa U U3 pumMe-
pa ¢ mudpom Llezaps B nepBoii Im1aBe Mbl 3aKIHOYAEM, UTO, 0O-BUIUMOMY,
CYIIECTBYET HEKOTOpas JUIMHA NePEXBAYCHHOTO COOOIIEHUsI, TTOCIe KOTO-
pOMi KJI0Y MOXKET OBITh HAalJIEH C BEPOSITHOCTBIO, OJIM3KOM K €IMHUIIE.

YrBep:kaenue 3.6 (0 paccrossHuM efnHCTBeHHOCTH KM ppa (Ien-
HOH [17])). Ilycmb paccmampusaemcs cucmema ¢ ceKpemuvbim KA4oM,
u nycmv H(K) — sumponus kuoua. Ilycms R — usbvimounocme wiug-
pyemozo coobujenuss, a n — OIUHA COOOWeHUs, MaKasl, 4mo

H(Kley,...,e,) =0, (3.24)

m.e. npu 2mMou OJIUHe NePex8ayeHHO20 COOOUeHUs KoY NOYMU OOHO3HAY-
Ho 6occmanognen. Toeoa cnpasediugo HepaseHcmeao

H(K)

>
"="R

(3.25)

Jlanum HECKOJIBKO 3aMeYaHuil K 3TOMY YTBEPKICHUIO.

1. Yucno n, ynoBieTBOpsolee HepaBeHCTBY (3.25), Ha3bpIBaeTCs pac-
CTOSIHUEM €MHCTBEHHOCTH mudpa. ITO O3HAYAET, YTO B CPEAHEM
JOCTAaTOYHO MEePEXBAaTUTh N OYKB 3aIIM(POBAHHOTO COOOIEHUS IS
BOCCTaHOBJICHHSI KJTIOUA.

2. MbI BUAUM, YTO €CIU U30BITOYHOCTH coodmieHus K = 0, To Kiarou
HUKOT/Ia HE OyZeT OmpeeNeH, Tak Kak n = oo. T.e. mudp HEBO3-
MOXKHO B3JIOMaTh (MBI BUICIIH 3TO B MPUMEPE C HOMEPOM 3aMKa M3
NIEPBOH IVIaBBbl).

3. VYMeHbIIEHHE U30BITOYHOCTH MOKET OBITE JAOCTUIHYTO 3a CUCT CiKa-
THUA JaHHBIX. HCHO B TOM, 4YTO IIpH CXKATUHN JAHHBIX SHTPOIIUA «CXKa-
TOT0» TCKCTA COXPAHACTCA, a AJIMHA YMCHBIIACTCA. CJICI[OB&TGJIBHO,



I'maBa 3. TeopeTnueckas CTOMKOCTb KPUITOCUCTEM 68

SHTPONHS HAa OYKBY B CXKaTOM TEKCTE OOJBIINE, YeM B HCXOIHOM,
a M30BITOYHOCTH MEHBINE, CM. (3.23). 3HAUUT, TIOCJIe CKUMAIOIIETO
KOJIMPOBAHUSI PACCTOSHUE €AMHCTBEHHOCTH MIH(pa yBEITUUINBACTCS.

4. C npakTU4ecKod TOYKU 3pEHHUs JIydllle HUCIIOJb30BaThb CUCTEMBI, B
KOTOPBIX KJIFOY MEHSIETCS 3a/10JIT0 A0 TOCTUKEHUS PACCTOSIHUS €1H-
CTBEHHOCTHU HIH(pa.

JoxazaTenabcTBO. MBI JamuM 371€Ch TOJIBKO OCHOBHYIO HIICHO
nokazatenbcTBa. [IycTh MPOTUBHUK, TEPEXBATHB NepelaHHbIN MHU(POTEKCT
€ = e1éy...€,, ONHO3HAYHO BOCCTAHOBWJI KJIIOY, & TEM CAMbIM U HC-
XOJIHOE cOoOoOlIeHHEe. 3HAYUT, HEONPEAECIEHHOCTh MPOTUBHUKA YMEHbIIU-
nace Ha H (K) + H (my,...,m,), Tak KaKk OH y3HaJ ¥ KIJIF0Y, ¥ HCXOA-
Hoe coobmenue. [Ipu 3ToM oH momyunst n OyKB U3 7 -OyKBEHHOTO anda-
BUTa {ai,...,a,}. MBI 3HaeM, 4TO MAKCHMAIIbHOE 3HAYCHHE DHTPOITHU
he = logr, 3HauUnT, HEONpPEENEHHOCTh MPOTUBHUKA HE MOXKET YMEHb-
mathscs 6ombine, yem Ha n log r. Orcroma

nlogr > H(K)+ H (mq,...,m,),
CJIE/IOBATEIIBHO,
n (logr — H (my,...,my,) /n) > H(K),

OTKyZla IOJIy4aeM, 4TO

. H(K) H(K)

n _=

~ logr — H (mq,...,my) /n R

(371€Ch MBI BOCTIONB30BAIUCH TeM, uT0 H (my, ..., my,) /n — hs, ¥ OTpe-
neneHueM n30bITogHoCTH (3.23)). O

I[Tpumep 3.4. OueHum paccTosiHUE €IMHCTBEHHOCTHU JUIs MIM(pa
u3 npumepa 3.3. Umeem H(K) = log6 ~ 2.58, logr = log3 ~ 1.58, n
SHTpoIUs Ha OyKBY MCTOYHUKA pPaBHA

H = —(0.81og 0.8 + 0.1510g 0.15 + 0.0510g 0.05) ~ 0.88.
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[TosToMy
2.58

n> - — &

— 1.58 - 0.88
Mel Buiend, 4to maTé OyKB ObLIIO MPAKTHYECKU AOCTAaTOYHO /ISl pac-
KpeITUs Kimoya. M HepaBeHcTBO (3.25) XOpomIo coracyercsi ¢ HalluM
IIPUMEPOM. o

3.7.

ITosicHuM erie HA OJHOM IMpUMEPEC, KaK B3auMHas 3aBUCUMOCTb CUM-
BOJIOB YBCJINYNBACT HM30BITOYHOCTD U TEM CAMBIM YMCHBIIACT pACCTOAHUC
CANHCTBCHHOCTH.

[Tpumep 3.5. IlycTh naH MapKOBCKUN MCTOYHUK, T.€. HCTOUYHHUK C
MIaMATHI0, B KOTOPOM BEPOSITHOCTH MOSIBJICHUS OYEPEIHOIO CUMBOJIA 3aBU-
CHUT TOJIBKO OT MPEABIAYIIETO CUMBOJIA. VICTOYHHMK OMMCBIBAETCS CIENYIO-
IEeW MaTpUIIEH TEPEXOOB:

¥ HauanbHbIMU BepositHoCcTsIMU P (a) = 0.19, P(b) = 0.34, P(c) = 0.47.
[Tyctb, kak u B npumepe 3.3, ucnomab3yercs Wudp ¢ MeCTbi0 BO3MOXKHbI-
MU KJIF0YaMH, U IyCTh II€PEXBA4YEH 3alIU()POBAHHBIN TEKCT

e = bbacbac.

MBI BUIMM T10 MaTpPHIIE IEPEXOI0B, YTO COYETAHUE aa HEBO3MOXHO (TI0-
ciie OyKBBI @ BEPOSTHOCTBH TIOSIBIICHHSI CHOBA OYKBBI @ paBHAa HYIIO), a
coueTanue bb — MajgoBepOATHO (BEPOSITHOCTD MOSABJICHUS b mocie b paB-
Ha 0.1). CnenoBarenbHO, CKOpee BCero mepBast mapa OyKB COOTBETCTBYET
OyKBaM cC UCXOIHOTO COOOIICHHUS, T.€. PU MU(PPOBAHUH ObLIIa UCTIOIH30-
BaHa TMOJICTaHOBKa ¢ — b. Torma ac cOOTBETCTBYET UCXOMHBIM MapaM ab
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wim ba. Ilo MaTpuiie Mbl BUAUM, YTO COUYETaHHE ba HEBO3MOXHO, a BO3-
MOXHO TOJbKO ab. I103TOMy MBI MOXEM HPEANOI0KUTh, YTO B KaueCTBE
KJItoua ObliIa UCIIO/Ib30BaHa NEpecTaHOBKA HOMED 2:

k=2 (a—a, b—c, c—b).

BbluncnuM TOYHBIE BEPOSTHOCTH HCHOJB30BAHMS PA3IMYHBIX KO-
4eid, Kak B mpumepe 3.3. 3aMeTuM, 4TO BEPOSITHOCTh KOHKPETHOTO COO00-
IIIEHNUs UICTOYHUKA paBHA IPOU3BECHUIO BEPOSTHOCTH HAYaJIbHOU OYKBBI
1 BEPOSITHOCTEH MEPEX00B OT OTHON OYKBBI K JPYTOH.

P(E|K,) = P(m = bbacbac) = 0.34-0.1-0 =0,
P(E|K3) = P(in = ccabeab) = 0.47-0.3-0.4-0.9- 0.9 - 0.4 - 0.9 =

= 0.016446,
P(E|K3) = P(m = aabcabc) = 0.19-0 = 0,
P(E|K,) = P(m = aacbacb) = 0.19-0 = 0,
P(E|K5) = P(m = ccbacba) = 0.47-0.3-0.3-0 =0,
P(E|Kg) = P(m = bbcabca) =0.34-0.1-0.9-0.4-0.9-0.9-0.4 =

= 0.003966.

OTCcrona HaXoIUuM

6
Y P(K;) P(E|K;) ~ 0.003402,

j=1

" mojrydaem 110 (I)opMlee beiieca AIllIOCTCPHUOPHBIC BEPOATHOCTHU HCIIOJIb-



I'maBa 3. TeopeTnueckas CTOMKOCTb KPUITOCUCTEM 71

30BaHHBIX KIJIIOYEH MPH YCIOBUH, YTO NOIYUYEHO coodiienune € = bbacbac:

P (K |E) =0,
P (K5|E) = P(m = ccabcablé = bbacbac) ~ 0.8,
P (K3|E) =0,
P (K4l E) =0,
P (K5]E) =0,
P (Kg|E) = P(m = bbcabcalé = bbacbac) ~ 0.2.

OTH BBEIUYHUCIIEHUSA MOATBCPIKAAIOT CHPABCAJIMBOCTb NPUBCACHHOI'O pPAaHCE
He(OopMaTBHOTO pacCyKICHUSI. O

OlLeHKY pacCTOSIHUS €IUHCTBEHHOCTH MHU(pa MOXXHO HCIOJIb30BaTh
MpU KOHCTPYUPOBAHUM KPUNTOCHCTEM. Hampumep, KakeTcs pazyMHBIM
MEHSATH KJIF0Y Ha HOBBIW, KOTJla 001Ias JAJIMHA 3alu(POBAHHBIX C €T0 I0-
MOIIbIO COOOIICHUM MPUOIUKACTCS K BEIMUYUHE PACCTOSHUS €AMHCTBEH-
HOCTH.

HoBble moaxoapl K MOCTPOEHUIO TEOPETUYECKH CTOMKUX KPHUIITOCH-
CTEM, CBSI3aHHBIE C MPUMEHEHHUEM METOJIOB CIICI[HATBHOTO KOJUPOBAHMSI,
M3JIOKEHBI B padorax [10, 13, 14, 16, 24, 25] aBTOpOB NaHHOW KHUTH.
[Ipennaraembie TaM METO/ABI IOCTATOYHO CIOKHBI J1JIs1 ONUCAHMS, OJTHAKO
OHU Y(PPEKTUBHBI C BBEIUYHUCIUTEIHLHONW TOYKU 3PCHUS U TIO3BOJISIOT CTPO-
UTh HEBCKpPBIBaeMbIe MU(PHI ¢ CEKPETHBIM KTtouoM. OCHOBHAS HIES TUX
METOJIOB COCTOUT B OOCCIICUCHHUH ITyTEM KOJUPOBAHMSI HYJIEBOU H30BITOY-
HOCTH COOOIICHHS, KOTOPOE MOUICKUT I poBanuio. OIMH U3 TAKUX Me-
TOJOB Oy/IeT pacCCMOTPEH B CIEAYIOIIEM pasfele.

3.6. HneanbHbIEe KPUNITOCHCTEMBbI

B pa3zz. 3.2 OblI0 BBEICHO MOHATHE COBEPILIEHHON CEKPETHOCTH, a 3aTeM
ObUTO TOKa3aHo, uTo mmdp Bepnama coBepiieHHO cexkpereH. Mbl BHe-
JM, 9YTO B ATOM IIU(pe IMHA KIII0Ya paBHA JUITMHE COOOIICHUS U KIFOY
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UCIOJIb3yeTCs BCEro ouH pa3. Eciu jke Mbl XOTUM HCIOIB30BaTh KOPOT-
KHIi MHOTOPA30BbIM KJII0Y (YTO aKTyalbHO JJis OOJBIIMHCTBA MpaKTHYe-
CKMX MPWIOKEHUI), TO KaKOW HAWIYUYIIUNA pe3yibTaT B CMbICIE CTOMKO-
ctu mmdpa Mbl MoxkeM jaoctuub? IIpu oOcyxaeHuu yTBepxaeHus 3.6
YKa3bIBaJIOCh, YTO IIPHU HYJIEBOH M30BITOYHOCTH COOOIIEHHS PACCTOSHUE
€IMHCTBEHHOCTH HIH(pa OECKOHEYHO. ITO 03HAYAET, YTO JaXKe KOPOTKUMA
(unu, YTO KBUBAJIEHTHO, MPUMEHSEMBI MHOTO pa3) KJIIOY, UCIOJIb3Yye-
MBI 17151 U(POBAHUS OYEHb TMHHOTO COOOIIEHUS HYJIEeBON M30BITOY-
HOCTH, HE MOXXET OBITh PAaCKPBHIT. A 3TO, B CBOIO O4Yepe/ib, O3HAYAET, YTO
y MPOTHBHHUKA, MBITAIOUIETOCS pasraiarh 3amu(poBaHHBIN TEKCT, OCTa-
€TCsl HEOIIPEEIIEHHOCTb, paBHasi HEOINPEIeIeHHOCTH Kitoua. OueBUIHO,
3TO JIydlllee, YTO MOXKET ObITh JOCTUTHYTO B JAHHBIX YCIOBHSX (37€Ch
MOKHO CHOBa BCIIOMHHTbH IPUMEP C KOJJOBBIM 3aMKOM U3 MEPBOIi IJIaBhI).
DT paccyKIeHHs TOABOAAT HAC K MOHITHIO CTPOTO HAeanbHOro mudpa,
BIiepBbI€ BBeleHHOMY [llenHoHOM [17].

[TycTh coobuienue mims . .. m; mudpyercs Ipu MOMOIIUA CEKPETHO-
ro ximoua k = kiky... ks, B pe3yJibTaTe 4ero mojiy4aercs 3amudpoBaH-
HOE COOOIICHHE € = €163 . .. e;. O603HauuM depe3 H(mimsy ... m;) 3H-
Tponuio coobmenus, yepes H(€) u H(k) — cCOOTBETCTBEHHO YHTPOMUM
mudporexcra u kinoua. Torna H (myms ... my|€) npeacTasuser Heomnpe-
JieNeHHoCTh coobmenus, a H(k|€) — HeonmpeaeneHHOCTh KiTioua Mpu
YCIIOBUH, YTO U3BECTEH MHU(POTEKCT €.

Onpenenenne 3.3. [ludp HazpBaeTcs cmpozo udeanrbHviM, €CIU
H(mymy ... myle) = H(k|e) = min{H(mimy...m;), H(k)}. (3.26)

Ecmu SHTPOIIHA KJIF0Ya MCHBIIC SOHTPOIINHN COO6HICHI/I$I HUCTOYHHKA, TO
(3.26) ynporraercs:

H(mimy...myle) = H(k|e) = H(k) (3.27)
IIPU BCEX J0CTAaTOUHO Oonbux ¢. Tak kak Mbl OyJieM paccMaTpuBaTh CIIy-

Yaif, Korja JJIMHA COOOIICHUS ¢ BEJIHKA, TO B KAYECTBE ONPEICIICHHS CTPO-
ro uaeanpHOro mmdpa Oyaem ucnonab3opars (3.27) .
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HedopmanbHo, cTporas ujieaabHOCTh MH(pa 03HAYAET, UTO KOJIUYE-
CTBO PEIIEHHH KPUIITOrpaMMbl PAaBHO KOJIMYECTBY PA3JIMYHBIX KIIIOYEH U
BCE PELICHUS] PABHOBEPOSATHBI, KaK B IPUMEPE C KOIOBBIM 3aMKOM.

B oTOM pasnesne Mbl paCCMOTPUM KOHCTPYKLMIO UICAIbHOU CUCTEMBI,
HE/IaBHO NpenIokeHHyo B [10], orpaHN4YMBIINCE ONMCAHUEM TOJIBKO OC-
HOBHOW MW IPUMEHHUTEIBHO K CIIy4alo, KOT/Ia COOOIIEHUE MTOPOKIACTCS
JBOMYHBIM HUCTOYHUKOM 0€3 NaMsTU C HEU3BECTHOW CTaTUCTUKON, MHBIMU
CJIOBaMH, JI€AeTCs MOCIEe0BaTeIbHO U HE3aBUCUMO CIIy4YaiHbIM BBIOOD
OykBbl u3 andasura A = {aj,as}, IpUYEM BEPOATHOCTH BBIOOpa OYKB
HEH3BECTHBI.

[TycTh MCTOYHUK MOPOXKIAET MOTEHIUAIBHO HEOTPaHUYEHHBIE CO00-
MICHUST MMy ... My, t — 00, U UMEETCS KU (UKCUPOBAHHOH UTH-
Hel k = kiky... ks, s > 1. (Kak MBI yHOMSHYIIM BBIIIE, IPEJIIONATA-
eTcs TaKKe, YTO PHTPOIUS MCTOYHMKA Ha OyKBY OTJIMYHA OT HYJA, TaK
Kak B IPOTUBHOM cily4ae BOOOIIe HET HEOOXOIMMOCTH B Iepeaade cooo-
neHuii.) bynem nocnenoBarensHO pa3OuBaTh COOOIIEHHME MCTOYHHMKA HA
OJIOKM CUMBOJIOB JJIMHBI 1, TAe n > 1 — mapameTp merona. O603HaYNM
OZIMH U3 TakUX ONOKOB uepe3 m. Onuiem rnpeodpa3oBaHus, BHINOIHSE-
MbI€ Ha/l KaX/IbIM TaKUM 7-OyKBEHHBIM OJIOKOM.

BHauane onpenenum koin4decTBo OykB a; M ag B Onoke m. Ilycts,
CKa)XeM, UMeeTCsl 11 OyKB Gy U My = N — ny OyKB ao. Onpenenum u(m)
Kak cioBo juHbl [log(n + 1)| 6uTt, komupyroree 7 .

Tenepp paccMOTpHM MHOXKECTBO S BCEX MOCIEAOBATEIBHOCTEH, CO-
CTOSIIUX U3 N3 OYKB a1 U ng OYKB ay. B 3TOM MHOXECTBE

n!
8] =Cp = —
nil(n —ny)!
snemMeHToB. HecMoTps Ha TO, 4TO HAM HE U3BECTHBI BEPOSITHOCTHU MOCIIE-
JI0BaTeIbHOCTEH U3 MHOXKECTBA .S, OTHO MBI MOJKEM CKa3aTh TOYHO — BCE
OHHU paBHBI MEXAy co00il (B cHy HE3aBUCHUMOCTH BBIOOpa OTIENbHBIX
OykB cooOrmieHus1). 3aJaiuM Ha MHOXECTBE S HEKOTOPBIH MOPSAIOK, Ha-
MIpUMED, PACIIONIOKHM COOOIICHHUS B TIOPSIIKE BO3PACTaHUSI COOTBETCTBY-
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IOIIUX UM JBOMYHBIX yucen (cuutas, 910 a; = 0, ay = 1). Berauciomm Ho-
Mep JAHHOTO KOHKPETHOTO 0JI0Ka 1M BHYTPH YHOPSA0YEHHOTO MHOXKECTBA
S (Aans BBIYUCIIEHUS TaKOTO HOMepa M3BECTEH 3(PPEKTHBHBINA aNTOPUTM
[11], omucanue KOTOPOTO BBIXOJWT 3a paMKH Hamield kauru). O603HaYUM
9TOT HOMEp uepe3 w(m).

Pazo0beM MHOXECTBO S Ha HEMEpPeCEKAIONINecs MOJAMHOXKECTBA Sy,
Si, ..., .S, cUHCIaMU 3JI€MEHTOB, PaBHBIMH PA3JINYHBIM CTETICHSM JIBOM-
ki (Hampumep, eciu |S| = 21, To moiydaeMm TpH MOJAMHOXECTBA C YHC-
Jdamu anneMeHToB 16, 4 u 1). ITo w(m) ompenenanM, KakoMy MOAMHOXE-
CTBY NMPHUHAUICKUT M (0003HAYUMM HOMEp TAKOTO MOIMHOMKECTBA Yepe3
v(m)), 1 HaliieM HOMep 11, BHYTPH AaHHOTO MOIMHOKeCTBa (0003HAYNM
3TOT HOMep uepe3 w(m)).

[TocmoTpyM BHUMATEIHHO Ha HOMEP COOOIICHUS BHYTPH MOAMHOXKE-
ctBa, w(m). 3amMeyaresabHo TO, 4TO w (M) — 3TO MONHOCTHIO CITyYaidHast
MOCJICZIOBATEILHOCTh HyJIEH U eAuHUII (T.. Takas, IJIe CHMBOJIBI HE3aBU-
CHMBI, & BEPOSITHOCTH HYJISl M CIUHUIIBI paBHbI). JlelicTBuTenbHO, w(m)
— 3TO HOMEP OJHOW W3 PAaBHOBEPOSTHBIX MOCJIEIOBATEILHOCTEH OYKB B
noxMHoxecTBe U3 2° snemenTtoB (mns Hekotoporo b). Homepa Bcex Ta-
KHUX TOCJIEIOBATEIbHOCTEH — 3TO BCEBO3MOXKHBIE MOCIEAOBATEILHOCTH
u3 b nBomuHbIX 1udp. Ho ecnu Bce mocneaoBaTensHOCTH U3 b TBOMYHBIX
up paBHOBEPOSTHBI, TO OTACIHHBIC CUMBOJIBI PABHOBEPOSITHBI U HE3a-
BHCHMBI.

Wrak, oOpabaThiBasi ONMMCAaHHBIM 00pa3oM TMOCIEI0BATEeIIbHBIE OJOKH
COOOIIIEHNS, MBI TIPECTABISIEM COOOIICHNE B BHIE

Teneps mepeiiieM K OMMCAHHIO Tpoliecca MuppPoBaHus mpeodpaso-
BaHHOTO cooOmieHus. Ha mepBblil B3I 5TO MOXET IMOKa3aThCsi CTPaH-
HBIM, HO ciioBa u(-) u v(-) BooOme He mudpyrorcs! HuppyroTcs ToabKO
coBa w(+) ¢ MCTIONB30BAHMEM CEKPETHOTO Kioda k. B KauecTBe mud-
pa MOKHO, HallpUMep, HUCIOIB30BaTh MOOUTOBOE CIIOKEHHE MO MOIYIIIO
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2 ¢ IepPUOAMYECKH MPOAOKEHHBIM KTFodoM. [[7st omucanus 3Toro mmd-
pa ymo0HO 3aHyMepOBaTh CHMBOJIBI CIIOB w/(+) MOAPSA U 0OO3HAYUTH UX
4yepes wiwows . . . . Torna mudpoBaHue MPOBOAUTCA 1O (hopMmyrie

z; = w; B kimods-

B pesynbrare mpuMeHeHHs OITMCAHHOTO METOA MBI 3alT(PPOBAIH CO-
oOIIieHne CIeyIOMUM 00pa3oM:

mims ... my — € = u(mq)v(my)z(my)u(me)v(ms)z(ms) ... .
(3.28)
[To mocTpoeHuto anropurMa siCHO, 4YTO U3 paBoit yacTH (3.28) MOKHO
BOCCTAHOBHUTH COOOIIEHHUE, eClU 3HaTh k. BHauase HyXHO JemudpoBarh
CHUMBOJIBI CITOB w(+), UCTIONB3Ys (OpMyITy

Wi = 2; D ki mod s (3.29)

a 3ateM u3 cioB u(-)v(-)w(+) BOCCTAHABIMBAIOTCS TIOCIIEN0OBATEIbHbIE OJ10-
KU COOOIIEHHUSI.

[Tpumep 3.6. Ilycts TpeOyeTcs 3amudpoBars COOOIICHNE
2020102020201 420207

¢ TpexOuToBBIM KmodoM k = 011. Pa3o6bem coobuienue Ha jBa 6I0Ka
T0 TSATh CUMBOJIOB, 1 = 5.

BeimoiHuM npeoOpazoBaHue AJIs IEPBOTO OJIOKA 1My = Aod201Gds.
Jost atoro 6moka ny = 1 u u(my) = (001),. PaccMoTpum Teneps yro-
PAIOYEHHOE MHOXKECTBO BCEX COOOIIEHUMN, COCTOSIIIUX W3 OJHOW OyKBBI
a; ¥ 4YeThIipex OyKB ao (Tabm. 3.2). Bcero takux cooOmeHmit 1?—:1, = 5,
MO3TOMY MMEEM JIBa MOIMHOXKecTBa Sy U 57 C YHCIOM DIIEMEHTOB COOT-
BETCTBEHHO 4 U 1. MBI BUANM, 4TO 711; BXOIUT B Sy TOJ HOMEPOM 2 =
(10),. Takum 006pa3oM, MbI IOJTyYaeM CICAYIONIHE aBa caoBa: v(my) = 0,

w(ing) = (10),.
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Tao6numa 3.2. MHoXKeCTBO
PaBHOBEPOSITHBIX
cool0IeHnii; n1 = 1, no =4

Coo0ieHune Homep B S Sy w
a1a2a2a2a9 000 00
asa1a2a2a9 001 01
asa2a1a2a9 010 So 10
asa2a20a1 a9 011 11
asa20a9a9201 100 Sl -

Teneppb BBIMOJIHUM TPEeOOpa30BaHKE JIsi BTOPOTO OJIOKA COOOIICHUS
Mo = a2a1a9a2a; . 17st 3T0T0 61I0Ka Ny = 2 1 u(my) = (010),. Pacemort-
pPHM YIIOPSIOYEHHOE MHOXKECTBO BCEX COOOIIEHHMH, COCTOSAMIMX M3 JBYX
OykB a; M Tpex OykB ay (Tabm. 3.3). Beero Takux cooOuieHui 2?—:',), =10,
MO3TOMY MMEEM JIBa IMOJIMHOXKECTBA Sy U S C YHCIOM 3JIEMEHTOB COOT-
BETCTBEHHO 8 1 2. MBI BHIMM, 4TO M9 BXOAUT mog HoMepoMm 6 = (110),
B Sy. Takum o6paszom, Mbl noiaydaeM v(ms) = 0, w(msg) = (110),.

B pesynbrare MbI MOMYYHIIH CIESAYIOMINI ABOMYHBIA KO peoOdpa3o-

BAHHOI'O COOOILICHUS:
001 0100100110

(mpo6enbl 371eCh MOCTaBICHBI TOJMBKO JJIsi yAOOCTBA YTEHHS; JJIs OIIHO-
3HAYHOTO JICKOIUPOBAHUS OHU HE HYXKHBI).

Tenepp 3ammdpyeM mnpeoOpa3oBaHHOE cooOiieHue. [lepuoanuecku
MPOJIOJKEHHBIN KIIF0Y UMEET BUJ k = 011011. ... CioxeHue OGUTOB CIIOB
w(+) ¢ ITUM KIIFOUOM J1aeT

—_ O =
—— O
S| = =
— o =
—_—= O
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Tao6numa 3.3. MHoXKecTBO
PaBHOBEPOSITHBIX
Ccoo0IeHni; N1 = 2, no = 3

CooOwienue Homep B S Su w
alalaga2a9 0000 000
ai1aga1asa9 0001 001
alagaoalay 0010 010
ailagasaoan 0011 Sb 011
asa1al1aza9 0100 100
asa1aoa1a9 0101 101
asalasaaa 0110 110
asaoa1a1a9 0111 111
aga2a1a9a01 1000 S1 0

asaoaoal 1001 1

3amu@poBaHHOE COOOIICHNE BBIIISAUT CIEAYIOMINUM 00pa3oM:

€ =0010110100 011. O

OcTaHOBUMCS TCIICPb HAa OCHOBHBIX CBOMCTBax pPacCMOTPECHHOTI'O MC-
TOAA.

YrBepxaenue 3.7. Ilocmpoennwiii wiugp cmpoeo uoeanen.

Joxa3zatenscTBo.Kak yxe oTMedanocs npu u3noKeHUH METO-
ma, cioBO w(m) AL KaKIOro OJIOKa 77 COCTOMT M3 PAaBHOBEPOSITHBIX M
HE3aBUCUMBIX CUMBOJIOB 0 U 1, ApyrHMH CJI0BaMH, IIOJHOCTBIO) CITy4ai-
HO. Tak kak OJOKM B COOOIIEHWH HE3aBHCHMBI, TO B MPEoOpPa30BaHHOM
COOOBIIEHUH MOCIEI0BATEIBHOCTD CIIOB w (M )w(Ms) ... = wWiwaWs . . .
TaKXe MOJIHOCThIO ciyyaiiHa. Ho nmo6ast mociaeoBaTeIbHOCTh Wy Waols . . .
COOTBETCTBYET HEKOTOPOMY COOOILEHHIO, U BCE TAKHE COOOIICHHUSI PAaBHO-
BeposATHBL. [loaToMy mpu mozpcraHoBke J100OT0 Kitoua B Aeludpyroniee
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BbIpaxkeHue (3.29) Mbl mosyyaeM Kakoe-1M0o0 pelieHue, IpudeM Bce pe-
LIIEHUS] paBHOBEPOSATHBL. B pesynbrare, UMest TOJIbKO IUPPOTEKCT €, MBI
HUYEro He MOXKEM CKa3aTh 00 MCIIOJIb30BAaHHOM KJIIOYE, T.€.

H(kle) = H(k).

Janee, KaxJI0My KOHKPETHOMY COOOIICHUIO 71211y . . . M; COOTBETCT-
ByeT OJIHA M TOJBKO OJIHA MOCJIEIOBATEIBHOCTh WiWoWs . .., H IPH JO-
CTaTO4YHO OOJBIIOM ¢, a UMEHHO, TAKOM, YTO JUIMHA TTOCIIEI0BATEIbHOCTH
W1WaW3 . . . HE MEHBIIIE JUTHHBI KITF0Ya, KOKIOMY KIIIOUY, IOACTABIIEMOMY
B (3.29), COOTBETCTBYIOT pa3iu4HbIC PaBHOBEPOSATHBIC coobmieHus. [lo-
ITOMY

H(mymsy...myle) = H(k).

HenyneBast 2HTpONHS NCTOYHUKA FAPaHTUPYET TO, YTO TpeOyemMoe JT0CTa-
TOYHO OOJIBIIOE ¢ BCETJa CYIIECTBYET.
Takum 006pa3oM, MbI JoKa3anu, 4To (3.27) BBIMOIHSIETCS. O

OCO0EHHOCTBIO MPEJUIOKEHHOTO Hn(pa SBIAETCS TO, 4TO U(ppOBa-
HUIO IOJIBEpraeTcsi He Bce MpeoOpa3oBaHHOE COOOILICHHE, @ TOJIBKO €ro
4yacTb. B npuBeneHHOM IpUMepe Jake MOXKET I10Ka3aThCsl, YTO CIUILKOM
MHOTO HH(OpPMAIIUU OCTaeTCs «OTKpBITOM». Kakas Bce-Taku 1oist uapop-
Maluu cKpeiBaercs 3TuM muppom? Crenyrolee yTBEpkKACHNUE 1aeT OTBET
Ha 3TOT BOIPOC.

YrBep:knenue 3.8. I[lycmv coobwenue nopoxcoaemcsi uCmoyHUKOM
be3 namsamu ¢ sumponuei h na o6ykey . Toeoa onsa xaxicooeo onoxka m u3
N CUMBON08 CO0OUeHUst cpeonss Onuna wugpyemozo crosa w(m) yoo-
611€MBOPSIEN HEPABEHCMBY

E(lw(m)|) > nh — 2log(n + 1) (3.30)

(30eco E(-) — mamemamuueckoe odxcudanue, a | - | — onuna).
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JoxaszaTtenbcTBo. KomnoHeHTa Kofa u(/m) MOXET IPUHUMATh
mo6oe 3HaueHue ot 0 10 1, ¥ HOITOMY e¢ MaKCUMaJIbHAst SHTPOIIHS PaBHA

log(n +1).
CioBo v(m) MOXET MIPUHHUHATH JIt000¢ 3Ha4YeHue oT 0 10 v/, 9TO CBS-
3aHO ¢ pa3OueHneM S Ha MOAMHOXecTBa Sy, S, ..., S,. OueBUIHO, 4TO

v < |log|S||. Y3 u3BectHOrO HepaBeHcTBa |S| = C < 2" moiydyaem
log |S] <nu v <log|S| < n.IlodToMy MakcuMabHasi SHTPOIHMS CIOBA
v(m) crporo menbiie log(n + 1).

Dutponus Omoka paBHa H (M) = nh (Tak Kak CHMBOJIBI TOPOKIAIOT-
csl ICTOYHUKOM Oe3 mamsith). [lpu nmpeoOpazoBanuu O10Ka SHTPOIUS HE
M3MEHSETCSI, TI0ITOMY JUTSl SHTPOIIUH CIIOBa w (M) UMeeM

H(w(m)) > nh —2log(n + 1)

(u3 o01Iel SHTPONUMN Mbl BBIUIM BEPXHIOIO I'PAHUIy MaKCUMaJlIbHOM 3H-
tporuu cnoB u(m) u v(m)). Ho Tak kak ci1oBo w(/m) COCTOUT U3 paB-
HOBEPOSITHBIX U HE3aBHCHMBIX CHUMBOJIOB 0 1 1, ero cpemHsis JUTMHa COB-
a/1aeT C SHTPOIHMEH, YTO 3aBepIIaeT A0KA3aTeIbCTBO. 0

HedopmanbHo, yTBep)aAeHHE 3.8 TOBOPUT O TOM, UTO «IIOYTH BCS»
uHpOpMAIUs COOOLICHUST CONCPKUTCSA B MHU(PPYEeMOil KOMIIOHEHTE KOJa
w, ecly JUInHa OJoKa 1 JOCTaTo4yHO Benuka. MHbIMHU croBamu, mpen-
CTaBJICHHBIN MU CKPHIBAET «IIOYTH BCIO» HHPopManuio. [Ipuuem naxe
MONTHBIN 1epe0op KIItoYel He MO3BONISIET BCKPHITH MHUP.

KoHeuHO, paccMOTpeHHass KOHCTPYKIMS MI€aIbHON KPUITOCUCTEMBI
MOJKET UMETh PA3JIMYHBIE BApUAHTHI TOCTpoeHus. Hanpumep, Moxer npen-
CTaBJIATh UHTEPEC BAPUAHT, B KOTOPOM YacTh KJIIOYa HCIIOJIb3YETCS JUIs
«3akpeITHs» npedukca (T.e. KOMIOHEHT u W v Koma). IIpaBma, B 3TOM
cilydae cuctema OyeT «IpoCTO» HaeaabHOU (HE CTPOro HaeaabHOMN).
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3amaum ¥ ynpakHeHus

3.1. 3ammdporars coobuienue 7 mudpoM BepHama ¢ KitouoM k:

= 1001101011, k£ = 0110100101,

6. m = 0011101001, k& = 1100011100,

B. — 1000011100, & = 1001011010,

L. = 0011100010, k£ = 0110111001,

II. = 1001101011, & = 1000111010.
CM. oTBeT.

3.2. IlycTh HCTOYHHK O€3 MaMsTH IOpOXKAaeT OyKBbI U3 andpasuta A =
{a,b, c} cBepostHOCTIMEU P(a), P(b), P(c). ludparop 3ameHs-
et OyKBbI, HCIIOJIB3YsI OJHY U3 IIECTH BO3MOXHBIX MMEPECTAHOBOK,
KaK 3TO Jenanoch B mpumepe 3.3. OnpenenuTs anocTepUOpHbIC
BEPOSATHOCTH MCIOJIb30BAHHBIX KIIFOUEH IS 3aJaHHOTO 3armudpo-
BAaHHOTO COOOIICHUS €:

a. P(a) =0.1, P(b) =0.7, P(c) = 0.2, € = abaacac,

6. P(a) =0.9, P(b) =0.09, P(c) = 0.01, & = cbaccca,

B. P(a)=0.14, P(b) = 0.06, P(c) = 0.8, & = bbabbcab,

r. P(a)=0.7, P(b) =0.05, P(c) = 0.25, é = cccacbbc,

1. P(a)=0.1, P(b) =0.7, P(c) = 0.2, € = abbbbab.
CwM. otser.

3.3. /I MCTOYHMKOB 3aJau 3.2 BBIYMCIIMTH SHTPOIIHIO U PACCTOSTHUE
eIMHCTBEHHOCTH. CM. OTBET.



3azaun U ynpaxxHeHUs 81

3.4. Tlo nmeromemMycs 3ammppOBaHHOMY COOOIICHUIO € HAWTH arocTe-
PHOpHBIEC BEPOSITHOCTU MCIOJIb30BAHHBIX KJIIOUEH M COOTBETCTBY-
IOI[ME UM COOOILEHUS, €CIM M3BECTHO, YTO MCIONB3yeTcs mudp
npumepa 3.3, a cooOIEeHHsT TOPOKIAIOTC MAPKOBCKUM HUCTOUHU-
KOM, OIIMCAaHHBIM B IIpUMepe 3.5:

e = bcacbcace,

0. é = caaabaaba,

B. € = aacabcaac,

I. € = bcaaaacaa,

. e = aaacaaaca.

CM. oTBeT.



I'maBa 4. COBPEMEHHBIE HIU®PHI C
CEKPETHBIM KJ/IIOYOM

4.1. Bsenenmue

B 9710if raBe MBI pacCMOTPUM BBIYUCIUTEIBHO CTOMKHE MIHU(PHI C CEK-
PETHBIM KJIIOUOM, KOTOPBIE, B MPUHIUIIE, MOTYT ObITh BCKPBITBI, HO Tpe-
OYIOT JIJIs1 5TOTO OYEHb GOJIBLIONO KOJIUYECTBA BHIUMCIECHHUI, ckaxeM, 1020
JIeT JUIsl CyHepKOMITbIoTepa. DTU MHU(Pbl o0ecneunBaroT mudpoBaHue 1
nemundpoBaHre JAHHBIX CO CKOPOCTSIMH, 3HAYUTEIHHO MPEBBIIIAIOIINMHU
CKOpOCTHU MHU(GPOB C OTKPHITHIMHU KIFOYaMU M TEOPETUYECKU CTOMKUX U ]-
POB, 4TO M OOBICHSIET X MIUPOKOE MPAKTUIECKOE UCIIONb30BaHue. B mo-
CIIEIyIOUIUX pa3/esiax Mbl OMHUIIEM HEKOTOpble HauboJiee MOIyJSpHBIC
U pbI U PSKUMBI X (YHKIIMOHUPOBAHUS, OJTHAKO BHAYaJIe, YTOOKI MOsIC-
HUTb IPUHIUIBI TOCTPOEHUS 3TUX MHU(POB, MPOAOIKUM IpUMEp € mud-
poM lle3aps, HauaTsIil B IEPBOM TJIaBE.

TaMm MbI paccmoTpenu araky o mudporekcty Ha mudp Llezaps. boi-
JI0 TIOKa3aHO, YTO B ClTyyae U30BITOYHBIX COOOIIEHUH MM (P JIETKO BCKPHI-
BaeTcs myTeMm nepedopa kitoueit. [louriem BO3SMOXXHOCTH TTOBBIIIIEHUS CTOM-
koctu mudpa Lezaps. [loxanyii, camoe mpocToe, 4YTo MPUXOJUT B TOIOBY
— YBEJIMYUTh KOJMYECTBO BO3MOKHBIX 3HAu€HUW Kitoya. B stoMm ciy-
yae EBe mpunaercs nepedupars 0oblle KIOUeH, IPexae YeM OHa HalaeT
€IMHCTBEHHBIN ITPABUIIbHBIMN.

EcTtecTBeHHBIN cIOCOO YBETUYNTH KOJIMUYECTBO BOZMOXKHBIX 3HAUYCHUH
kiroda s mudpa [le3aps — ucnonp30BaTh pa3sHbIe KIFOYH TSI PA3HBIX
OykB cooOmienus. Hampumep, Mbl MoxeM MH(POBATH KAKAYIO HEYET-
HyI0 OyKBY KIIFOYOM k7, a YETHYIO KIIFOUOM ko. Torma ceKpeTHBINH KITHoU
k = (ki, ky) Oymer cocTosITh W3 ABYX YHCEN, ¥ KOJIUYECTBO BO3MOKHBIX
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kmoueit Oyner 322 = 1024. 3ammudpyem Halle npexHee COOOIIEHHE U3
IEpPBOii I1aBbl KIOUOM &k = (3,5):

[MEPEMEHA >, TKYKIIKPE. (4.1)

Ora cxeMma JIeTko 0000IaeTcst Ha MPOU3BOJIBHYIO JJIMHY CEKPETHOTO
xioua k = (ky, ko, -+, ki)32. Ilpu ¢ mopsiaka 10 u Bete 3a/1a4a MOJTHOTO
nepebopa KIto4Yei CTAaHOBUTCS MMPAKTUYECKH HEPEIIaeMOH.

Tem He MeHee, NaHHBIH QP JIETKO BCKPHIBAETCS IIyTEM TaK Ha3bIBa-
€MOr0 YaCTOTHOTO KpHMTOoaHaidu3a. J{Jis 3TOro UCHoiab3yeTcsl CTaTUCTUKA
s3bIKa, HA KOTOPOM HAIMCaHO TepenaBaemoe cooOmienue. [Ipu ncnomnb-
30BaHMM YAaCTOTHOTO KPUIITOAHAIU3a Mepedop HAaYMHAIOT C KIIOYeH, co-
OTBETCTBYIOIIUX HAaMOOJEe YacTO BCTPEUAIONTUMCS OyKBaM M UX COYETa-
HusaM. Hampumep, U3BECTHO, UTO B TUIIMYHOM TEKCTE HA PYCCKOM S3BIKE
oykBa O Bcrpeuaetcs yame Apyrux. Cmorpum Ha TKYKIIKPE B (4.1)
U ompenensieM, Kakue OyKBbI BCTPEUAIOTCS yalle APYTUX Ha YETHBIX U
HeueTHbIX Mectax. Ha gernsix Mectax 310 K. Ilpeanosmaraem, 4to 3T0
kon O, crenoBarensHo, ko = K — O = 28 (mod 32). Ha HeueTHBIX Me-
CTax Bce OyKBbI Pa3lUYHbI, IOATOMY JJIs TOMCKA k; 3HAHUE YacTOT OyKB
S3bIKa HE MOMOTaeT (JIeJ0 B TOM, YTO ISl HAIIeTo MpHUMepa B3STO OYCHb
KopoTkoe coobmienue). [TeiTaemcs, Kak u mpexe, HailTh &y myTem mepe-
Oopa, HO yOexxaaeMcsi, YTO MPUEMIIEMBIX PacIIU(PPOBOK HE MOTY4aeTCsl.
DTO O3HAYaeT, YTO Halra rumore3a o ToMm, uyto O 3ameHsercs B mmudpe
Ha K, HeBepHa. bepem BmecTto O Apyryro 4acTo BCTpeYaroIIyrocs Oyk-
By — OykBy E. Boruucnsem ky = K — E = 5. [loBTopsiem aHanoruu-
HBIC ACUCTBUA JJIs TIOUMCKA k1 W HA ATOT pa3 HAXOAWM pelieHue k; = 3.
B pesynbrare, uToObI pacuimdpoBarh cooOIIEHHE, U3 BCEX BO3MOXKHBIX
1024 xnroueil HaM MOHAA00UIIOCH TPOBEPUTH TOIBKO 36 (MBI IPOBEPSIIH
(0,28),...,(31,28),(0,5),...,(3,5)).

[TorpoOyem ciierka yciuoKHUTH MHdpP, 4TOOBI 3aTPYIHUTH YACTOTHBIN
KpunToaHanus. HaMm Hy»XHO KakuM-TO 00pa3oM mepeMeniaTh CHMBOJIBI CO-
OOIIIeHHS, 3aCTaBUTh WX BIUATH APYT HA JIPYra, YTOOBI CKPBHITh WHIMBH-
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IyajdbHBIC YaCTOTHI UX MOSBICHUA. [lo-ipekHEMy OylIeM HCITONIb30BaTh
witod k = (ki ke) u mmdposars coobuieHne GI0KamMu MO JBa CHMBO-
na m;, miy 1. OIUH U3 MPOCTEHITNX BAPHAHTOB IH(Pa MOXKET BHITISICTh
TakK:

m; = m; + Mg,
mi+1 == mi—l—l + m;, (4 2)
¢ =m;+ki, '

Cit1 = ﬁL,-H + k2 (mod 32)

(BCe CyMMBI BBIYHCIISFOTCS 110 MOAYITEO 32). 31ech m; — HedeTHas OyKBa
MCXOJIHOTO TEKCTa, 1M, — 4eTHas OykBa, k1, ko — CHMBOJIBI KIIFOYQ, &
Ci, Ciy1 — TOIy4aeMble CUMBOJIBI MppoTekcTta. Hampumep, mapa cum-
BosioB I1E mmdpyercs ximodom k& = (3,5) ciemyromum o6pa3om:

M; =T +E=,
mi1 =E+ ® =1,
¢ —d4+3=1
ciy1 =1+ 5 =10,

T.¢. I[IE npespamaercs B UlO.

OTmeTruMm, 4TO 3TOT MWHU(P MOXKHO Aemn(poBaTh. AITOPUTM Aemud-
pOBaHMsI, Ha3bIBaeMblii OOBIYHO OOpaTHBIM MIM(POM, BBINIAAUT CIEAYIO-
M 00pa3oMm:

M1 = Ciy1 — ko,

i ==k (4.3)
Mit+1 = M1 — My,
m; = ’ﬁ”Ll — Mi+1 (HlOd 32)

[pumensis k Hamemy coobiuenuto mudpp (4.2) ¢ kiodom (3,5), mo-
JTyyaem

[TEPEMEHA — OIIXBCIHH % YIOUIADBIPT. (4.4)
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3nech 1Sl HalISIIHOCTH MOCIIE TIEPBOM CTPEIIKU MOKa3aH MPOMEKYTOUHBIH
pe3yibTaT, MOTYy4aloIIMNACS OCe BBIMOJIHEHUS IEPBBIX JIBYX ONEpalyii B
(4.2) (310 «TIEpeMEIIaHHbIi», HO €Ille He 3amu(poBaHHBIN TEKCT CO00-
meHnst). Mbl BUAUM, YTO JaHHBIA MU CKPHIBAET YaCTOTHI MOSBICHUS
OTAEJBHBIX CHUMBOJIOB, 3aTPyAHsIsl YaCTOTHBIN aHanu3. KoHeuHo, OH co-
XPaHsIeT YaCTOTHI MOSBJICHUS Tap CUMBOJIOB, HO MBI MOKEM CKPBITh U HX,
eciu OyneM mudpoBarh coo0mEeH s 0J10KaMH TI0 TPU CUMBOJIA U T.JI.

Booo6me, mmudp (4.2) BeIIAUT OoJiee CI0XKHBIM i EBBI Mo cpas-
HEHMIO ¢ mudpoM (4.1), 1 OH AaeT HaM BO3MOXHOCTb PACCMOTPETH €lle
OJIHY CHUTYallHIO, CBSI3aHHYIO C ee AeicTBUsAMU. Jlo cux mop MbI paccMat-
pUBaIN aTaku TOJNbKo Mo mudporexkcty. Ho uto npousoiinet, ecnu Esa
KaKMM-TO 00pa3oM JocTajna OTKPBITBIN TEKCT, COOTBETCTBYIOLIUI paHee
nepegaHHoMy 3amudpoBaHHoMy coobiieHunio? (T.e. MbI HaXOUMCS B YCIIO-
BUSIX aTakl BTOPOro Tuma, cM. masy 1, ctp. 10.) Hanpumep, EBa umeer
napy (IIEPEMEHA, TKYKIIKPE) mys mmdgpa (4.1). Torga ona cpa3y BbI-
YUCISIeT cekpeTHbit kimtod, ky = T — Il = 3, ks = K— E = 5, u nerko
pacmdpoBbIBaeT BCe MOCHEqyoIe coodmenus ot Anuckl k boOy. [Tpu
ucnonb3oBanuu mudpa (4.2) mapa (IIEPEMEHA, YUIOIISA®BIPT) yxe
HE JIaeT TaKOTO OYEBHHOTO PELIEHUS, XOTS U 3[€Ch OHO JIOBOJBHO MPO-
cro. EBa npumensier aBe nepsblie onepanun u3 (4.2) (e Tpedyronme cex-
petHoro kimo4a) K ciaoBy [IEPEMEHA, nony4yaer mpoMeXyTO4HBIN pe-
synbrar @PUIXBCIHH u yxe no nape (PIIX'BCIIHH, YUIOILIADBIPT),
KakK ¥ B IIEPBOM CJIy4ae, HaXOJuT KiIto4d k = 3, 5.

Kak 3arpynauth Takue neiicteus EBei? Maes npocta. bynem npu mud-
POBaHMH COOOIIEHUS NCTIONb30BaTh WP (4.2) nBa pasza. Toraa momyuum:

MIEPEMEHA 2 YIOIISI®BIPT ~ IIIIIBBITITELL. (4.5)

Teneps, umes napy (IIEPEMEHA, HIII'BbITIIEIL), EBa He MoxeT BbI-
YUCIUTh KIIFOY, TI0 KpanHel Mepe ajaropuTM €€ JCHMCTBUM HE O4YEBUICH
(oHa HEe MOXKET NoyuuTh NpomexxyTouHoe 3HaueHne YIOLIADDBIPT, Tak
KaK IPH ero MOoCTPOSHUU OBbLT MCIIOJIb30BaH CEKPETHBIN KITIOY, € He W3-
BECTHBIN).
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B npencraBnennoit cxeme (4.5) orhmenpHas peanu3als alropuTMa
(4.2) Ha3bIBaeTCS payHoom WK yukiom mudpa.

MBI IpOMIITIOCTPUPOBAIU BIUSHUE HA CTOMKOCTH MU pa TaKuX mapa-
METPOB, KakK JJIMHA KJII04a, pa3mMep OJI0Ka, KOJTMYECTBO PayHIOB, a TaKKe
MOKAa3aJIl HEOOXOIMMOCTh BBEJICHUS «IIEPEMEIIMBAIOIINX) MTpeodpa3oBa-
Hull. B peanbHbIX mudpax UCnonb3yoTcs, B NPUHIMIE, T€ Ke Ipeodpa-
30BaHUs, HO HaJ Oosiee JUIMHHBIMU 1IETIOYKaMU CHMBOJIOB U 00J1a1atomiue
LEJIbIM PSAOM JOIMOJHUTEIBHBIX CBOMCTB. DTO CBA3aHO C HAJIMYUEM pa3-
BUTBIX METOZIOB KPUNTOAHAIN3a, TAaKUX, KaK Ju(PepeHIHaTbHbI U JIu-
HEUHBI KPUIITOAHAJIN3, ONUCAHHE KOTOPBIX BBIXOAWUT 3a PAMKHU HauIel
KHHUTH, HO MOXKET OBITh HaiiieHo B [27].

4.2. bioxoBbie Ludpbl

bnoxoewiii wiugp MOXKHO ONpeNeNnTh Kak 3aBHcsIee OT Kiaoua K obpa-
TUMOE TipeoOpa3zoBanue ciaoBa X W3 71 JIBOWYHBIX CUMBOJIOB. [IpeoOpa-
30BaHHOE C TTOMOIIBI0 mudpa ciaoBo (Wim 010K) OymeM 0003HaYaTh Yepes
Y . Jlns Bcex paccMaTpUBaeMbIX B 3TOM pasjenie mupoB AIUHA caoBa Y
paBHa JAJIMHE ClIoBa X .

Taxkum o6pa3om, OnokoBbI 1mHpp — 3TO oOparumas GyHKuuS F
(Ipyrum cioBaMu, Takas, AJs KOTOpOH cyIllecTByeT oOpaTHas (QpyHKIUs).
Konkpetnslii Buj Ex 3T0oi QyHKIMHU onpenensercs Kiodom K,

Y = Eg(X),
X = El_(l(Y) g Beex X

3neck E;' o6o3nauaer nemmdpyroniee NpeoOpa3oBaHUE M HA3BIBAETCS
00pamHbIM WUPDPOM.

Juist kpunrorpadguyecKux MPHIIOKESHUH OJIOKOBBIH MHGP T0JIKEH yI0-
BJIETBOPATH PsIly TPEOOBAHMIA, 3aBUCALINX OT CUTyalluH, B KOTOPOH OH HC-
nojb3yeTcs. B OOJbIIMHCTBE CllyyaeB TOCTATOYHO MOTPEOOBaTh, YTOOBI
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g p ObUT CTOEK 1O OTHOIICHHIO K aTaKe M0 BHIOPAHHOMY TEKCTY. DTO aB-
TOMAaTHYECKH MO/IPa3yMeBaeT €ro CTOMKOCTh 10 OTHOLIEHHUIO K aTakaM I10
HIHUPPOTEKCTY U 1O U3BECTHOMY TeKCTy. ClieyeT 3aMeTUTh, YTO MPH aTake
10 BEIOPAaHHOMY TEKCTY LIM(p BCeraa MoXeT ObITh B3JIOMaH IyTeM Iepe-
6opa kiroueit. [ToaTromy TpeboBanue CTOMKOCTH MIH(pa MOKHO YTOUHUTD
CJIETyIOLTUM 00pa3oM.

[udp cmoex (npu atake MO BHIOPAaHHOMY TEKCTY), €CIU JJIsi HETO
He cyujecmeyiom aJrOpUTMBbI B3JIOMa, CYIIECTBEHHO Oosiee ObICTphIe, YeEM
psAMOi epeGop KITodeH.

Hawm Oyzer 10cTaToyHO TaKOro HECTPOTOro OMPENETIeHUs] CTOMKOCTH.
Ha camom pene, Mo COCTOSHHIO Ha CETOAHSIIHUN J€Hb, HU JJISI OJJHOTO
UCIOJIb3yeMOTro mudpa He T0KA3aHO COOTBETCTBUE 3TOMY OIPE/IEICHUIO
CTONKOCTU. PeanbHO MOKHO TOBOPHUTH O CIIEIYIOIIEM.

Mudp cuumaemcsa cmotikum (pu aTake Mo BHIOPAHHOMY TEKCTY), €C-
TU Ui HETO Heu38ecmHbl aTOPUTMBI B3JIOMa, CYIIECTBEHHO Oomee -
(exTUBHBIE, YEM NPSAMOI niepedop KiItoueH.

Hwkxe MBI mpuBesieM NMpUMEpbl HEKOTOPHIX MPAKTHUEKH HCIOIb3ye-
MbIX OnokoBbIX mK(ppoB. Hama 3agaua Oyner cocToATh HE TOJIBKO B TOM,
9TOOBI J1aTh JOCTATOYHO MOAPOOHOE OMHCAHHME ANTOPUTMOB (MX OIHUCa-
HUE MOXXET ObITh HAWJCHO B JUTEPAType), HO U B OOBSICHEHUH OCHOBHBIX
IIPUHLIAIIOB NOCTpoeHMsl OnokoBbIX mUppoB. Kpome Toro, Hame omnuca-
HUE MOXET OOJEeTr4YnTh IMOHMMaHHE Marepuana, W3JI0KEHHOTO B OQHIIH-
anpHBIX HokyMeHTax ('OCTax u.T.m.). Jlasiee, Ha MPOTSHKEHUH BCEH Tvia-
BbI, MBI OyJIeM M3y4aTh TEXHUKY HCIOJIH30BAHUS ONOKOBBIX IMIKU(POB IS
pelIeHNs pa3IUYHbIX 33]a4 KPUIITOrpaguH.

Jlo HeaBHETO BpeMEHH HU OJIHA KHHTA 10 Kpunrorpaduu He 00xonu-
nach 6e3 onucanus mudpa DES (Data Encryption Standard). Otot mudp
ObL1 mpuHAT B KadecTBe ctaHgapra CIIIA B 1977 romy. Ero ocHoBHBIC
napameTpsl: pa3mep Oioka 64 Ourta, nauHaA Kiroda 56 O6ut, 16 payHIoB.
OTOT WHU(p UHTEHCUBHO HUCIOIB30BaANICS Oosee ABYyX JECITKOB JIET U elle
CEeTOHS BCTpEYaeTcsi BO MHOTUX paboTarommx cucreMax. Hecmorps Ha
MHoOro4ucieHHble ataku npotuB DES, oH Tak u He Obu1 B31oMaH. OHaKo
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BBICOKMI YPOBEHb Pa3BUTHS BBIYMCIHUTEIBHBIX CPEJCTB MO3BOJISIET CETO-
nHs BckpeiBath DES nmytem nepebopa kimtoueii. Harmpumep, emie B 1993 ro-
ny ObUIO OMYOJMKOBAHO TEXHUYECKOE OMUCAHHE CHCTEMbI CTOMMOCTBIO B
OJITH MUJITHOH JI0JIJIAPOB, MO3BOJISIONICH B3aMbIBaTh M000M kirod DES
3a 7 gacoB. B pesynprare DES He pexoMeHyeTcst UCTI0Ib30BaTh BO BHOBD
CO3/1aBaeMbIX KpUNTOrpaduIeCKUX CUCTEMAX, U TTOITOMY MBI HE OIHUCHI-
BaeM 1ot mudp. B 2001 rony nocne cnenuaibHO 0OBSIBICHHOTO KOHKYP-
ca B CIIIA ObuT IPUHAT HOBBIM CTAHIAPT HA OJIOKOBBIN MTUGP, HaA3BAHHBIH
AES (Advanced Encryption Standard), B ocHOBYy KOTOpPOTO OBLIT MOJIOKEH
mmdp Rijndael, paspaboTannslii 6enTbrUHCKUME CIICIITATUCTAMHU.

BonBIIMHCTBO COBpEMEHHBIX OJOKOBBIX IMIHU(POB CTPOSTCS MO CXe-
MaM, 3HaduTedabHO oTinmuarommMca oT DES. Tem He MeHee ecThb oauH
NEHCTBYIOMMKA MUpP, MOCTPOSHHBIM Ha TEX e MpuHIUNax, yto u DES,
W TIPEACTABIISIONIMKA /11 HAC O0COOBIN MHTEpeC. ITO POCCUNCKHI OJI0KO-
BoIid mdp 'OCT 28147-89.

Mudp 'OCT 28147-89

Mudp F'OCT 28147-89 [5], kak ciexyer u3 ero 0003HAYCHUs, ObLT MPU-
HAT B KauyecTBe ctaHjaapra B 1989 romy. OcHoBHble mapametrpsl ['OCT
28147-89: nnuna xmroua 256 Out, pasmep Onoka 64 Outa, 32 payHna.
I'OCT 28147-89 Gonee ynoOeH 1ist mporpaMMHOM peanusanuu, yeM DES,
HMMEIOTCSI CBE/ICHHSI O BBIMTPBIILIE [0 BpeMEeHH npuMepHo B 1.5 paza. B ot-
muune o DES, TOCT 28147-89, no-suaumomy, He ObLIT IPEIMETOM CTOJIb
[TyOOKOro aHajiu3a co CTOPOHBI MUPOBOTO KPUITOJIOTMYECKOTO CO0OIIe-
cTBa. TeM HE MeHee, KaK OTMEYal0T CHEIHATUCThl, KOHCEPBATUBHBIN IH-
3aiiH W BeJMYMHA OCHOBHBIX MapaMeTpoB (IUIMHA KItOo4a, pazmep Oloka,
KOJTMYECTBO PayH/IOB) MO3BOJIAIOT YTBEPXKIaTh, 4TO MIH(p BPAI TU MO-
xeT ObITh cnabbiM. Hukakux s¢dexkruBubix arak nporus mmppa T'OCT
28147-89 e omyObIUKOBaHO.

B ocnoe I'OCT 28147-89, Tak xe kak u DES, nexxuT Tak Ha3bIBae-
Mas ctpykrypa Delictena. briiok paz0uBaeTcs Ha 1Be OJMHAKOBBIE YaCTH,
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npaByto R u neByto L. IIpaBas yacte 0ObeIUHSETCS C KIIOYEBHIM HJie-
MEHTOM U IOCPEJICTBOM HEKOTOPOIO aJIrOPUTMa HIU(PYET JEBYIO YacTb.
[lepen cienyromuM payHAOM JieBasi U MpaBasi YaCTU MEHSIOTCS MECTaMH.
Takas cTpyKkTypa MO3BOJISET UCIIOIb30BaTh OUH U TOT 5K€ AJIFOPUTM Kak
TS IMUPOBAHUS, TAaK U IS JeUppoBaHus 010Ka. ITO 0COOCHHO BaXKHO
MIPH anmnapaTHOMN pean3aliy, TaKk KaK mpsMoi 1 oOpatHbid mudpsl Gop-
MUPYIOTCSI OTHUM M T€M K€ YCTPOUCTBOM (pa3ianyaeTcsi TOJIbKO MOPSA0K
MOJIaY¥ AJIEMEHTOB KIII0Ya).

[Tepeiinem k HemocpencTBeHHOMY omnucanuio mugppa 'OCT 28147-
89. Benem HeoOxonuMbIe onpeaencHus u o0o3HaueHus. [TocienoBarens-
HOCTb M3 32 6ut Oynem HasbiBaTh ciaoBoM. biok tekcra X (64 Outa),
TaKkke Kak O5mok mudpoTrekcra Y, COCTOUT U3 JABYX CJIOB — JIEBOTO L
u npasoro 2, npuueM L — crapiuee cioBo, a [i — mutagmee. Cekper-
HBIid KMod K (256 OuT) paccMarpuBaeTCsl COCTOSIIUM U3 BOCBMHU CIIOB
K = KoK --- K;.Ha ero ocHOBe CTpOUTCS TaK Ha3bIBa€MbIi payHI0BBIH
kmou W = WoWy - - Wsy, cocrostimii u3 32 cioB (METOI MOCTPOCHHUS
PayHI0BOTO KJTFOUa OyZIeT JIaH MO3XKE).

Jns pabotsl mmdpa HyKHB 8 Tabmum Sy, Si, ..., S; (Ha3biBae-
MBIX Takxe S-0okcamu). Kaxknas Tabnuia conepkut 16 4eThIpeXOMTOBBIX
a7eMeHTOB, Hymepyembix ¢ 0 mo 15. Byxem o6o3Hauars uepes S;[j| j-it
aneMeHT ¢-i Tabmuubl. 'OCT pekoMeHIyeT 3amoyHATh KaXKIyro Tadiu-
Iy pa3InYHbIMH YnciTamu u3 MHOkectBa {0, 1, ..., 15}, nepecraBneHHbI-
MU ciay4aitHeIM 006pazom. Conepxkumoe Tabmuil GopMUpyeT JONOTHUTEIb-
HBII CEKPETHBIM MmapaMeTp Iudpa, oOmMA 11 OOJIBIION TPYIIIBI MOIb-
3oBareneil. 3ametuM, uto B DES ananoruunsie S-60KChl (PUKCHPOBaHBI U
HECEKPETHBI.

B mugpe ucnonb3yroTcs cieayromue onepanim:

+ CJIO)KEHHE CIIOB 110 MOyI0 23%;
> IMKJIMYECKUH CJIBMT CJIOBA BJIEBO HA YKAa3aHHOE YMCIIO OMT;

@ TOOUTOBOE «HCKIIOYAOIIEE WIIM» JBYX CIIOB, T.€. IOOUTOBOE CJIO-
YKEHUE 10 MOIYJIO 2.



I'maBa 4. CoBpemeHHbIE HIU(PBI C CEKPETHBIM KIFOUOM 90

Aaroputm 4.1.  BA30BbBIN UK IHU®PA TOCT 28147-89

BXO/: brox L, R, paynaoBsiii kirou W .
BBIXOM: IIpeoOpa3zoBannslii 6ok L, K.

1 FOR i=0,1,...,31 DO

2 k—R+W; k= (ki ko)
3. FOR 57 =0,1,...,7 DO

4. ]ﬂj — S][kj],

5 L— L& (k—11);

6 L +— R;

7 RETURN L, R.

(Ha mare 4 anroputma UCHONb3YIOTCS OTAEIbHBIE YETHIPEXOUTOBBIE 3JI€-
MEHTBI IEPEMEHHOI £ .)

C nmomomnipto 6a30BOr0 LMKIIA OCYIIECTBIseTCS MK(pOBaHUE U Jie-
mudpopanue 6;10ka. YToOsI 3anuppoBarh 070K, CTPOUM PayHIOBBIN KITFOY

W = Ko K1 Ko Ks Ky Ks Ke Kr Ko K1 Ko Ks Ky K5 K K7
KoK 1Ko Ks Ky Ks Ko Ki Kr Ko Ks Ky K3 Ko K1 Ky, (4.6)

mojiaeM Ha BX0oI X M Ha BBIXOJE TOJIy4aeMm Y .
Yrto6s! nemudpoBarb 010K, CTPOUM PayHIOBBIA KITFOY

W = Ko K1 Ko Ks Ky Ks Ke Kr K Ke Ks Ky K3 Ko K1 K
K K¢ Ks Ky Ks KoK Ko K7 Kg Ks Ky Ks Ko Ky Ky, (4.7)

[I0JJa€M Ha BXOJl Y M Ha BBIXOJIE IoiyyaeM X .

[TporpammHas peanuzanusi oObIYHO TpeOyeT nepepaboTKu IuKiIa 3
anroputMa 4.1, Tak kak padota ¢ monyoaitamu HedpdektuBHa. SICHO, UTO
TO K€ camoe MpeoOpa3oBaHNEe MOXKET OBITH BBHITIOJHEHO C MCIOJIb30BaHU-
eM YeThlpex Tabmui no 256 Gailt mwiu aByx Tabnuu no 65536 momycios.
Hanpumep, npu pabore ¢ Oaiitamu umeeM k = (ks---kq)ase, U mIaru
3—4 anroputma 4.1 nepenuchIBalOTCS CIEIYIOINUM 00pa3oM:
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3. FOR 5 =0,1,2,3 DO
4. kj < T;[k;].

Tabmuuer 75, 7 = 0,1,2,3, BBIUKCIAIOTCA NPEIBAPUTENBHO U3 S-
OOKCOB:

FOR :=0,1,...,255 DO

['OCT Huyero He TOBOPHT O MpaBuiIax (OPMHUPOBAHUS KIFOUEBOW MH-
dbopmanuu, kpome TpeboBaHUs, YTOOBI KaXAbIH S-00KC coaepikal rmepe-
CTaHOBKY pa3IMYHBIX YKCel. B TO e Bpems SICHO, 4TO, HAlpuMep, Hy-
JIEBOM KJIFOY WJIM TPUBHMAIIBHO 3aJaHHBIC S-O0KCHI (oToOpaxkaroniue k B
ce0s1) He 00ecIIeYrBalOT CEKPETHOCTH mudpa.

4.3. OcHoBHBbIE pe:KMMbl QYHKIIMOHUPOBAHUS
0JI0KOBBIX IIK(POB

biokoBbIe MG PBI MPUMEHSIOTCS AJIs1 PEIICHUSI MHOTHX 3a]1a4 KPHUIITOTpa-
¢un. B aToM paszziesne Mbl pacCCMOTPUM OCHOBHBIC PEKUMBI X HCIIONB30-
BaHMUSL.

B npenpinymem pasnene ObLTH JaHBI IPUMEPHI PEaIbHBIX OIOKOBBIX
mu@pos. Ternepb Mbl MOXEM AyMaTh O (HMJI€aIHM3UPOBAHHOM) OIOKOBOM
mudpe, Kak 0 npeodpa3oBaHUM BXOIHOTO Oioka X B BBIXOIHOH OJIoK Y
C Y4acTHEM CEKpETHOTO Kiitoua K,

Y = Ex(X),
IIpHUYEM 3TO npeo6pa30BaHHe AOJIDKHO UMCTb CIICAYIOIIUC CBOMCTBA:

1) npu u3BecTHOM Y , HO HEU3BECTHOM K MpPaKkTHUYECKH HEBO3MOXKHO
y3HaTh X ;
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2) mpu Npou3BOJIbHBIX U3BECTHRIX X M Y, HO HEM3BECTHOM K mpak-
TUYECKH HEBO3MOXKHO y3HaTh /.

Bravane paccMOTpUM KIIacCHYECKYIO 3ahady mu@poBaHus cooOIe-
HUH TP TTOMOIIY OJIOKOBBIX HIU(POB.

Pe:xxum ECB

Hazpanue pexuma ECB (Electronic CodeBook) MoxHO nepeBecTu Kak
ANIEKTPOHHAs KOJIOBasi KHUTA.

CoobOmenne X pazoumBaetcs Ha Onoku X = X, Xo, ..., X;. Kaxk-
apIi 610K mmdpyeTcst GI0KOBBIM MIH(POM

Y, = Ex(X;), 1<i<t.

[Tonyuaem 3ammudpoBanHoe coobmenue Y = Y7, Y, ... Y;. Jemmdpo-
BaHUE BBIMOJHSACTCS 110 TPABUITY

X, =EMY;), 1<i<t.

HetpynHo BumeTs, 4to aemudpoBaHre COOOMIEHUS MOXKHO MTPOU3BO-
IUTh, BBIOMpast OJIOKM MU(POTEKCTa B MPOU3BOJIBLHOM TMOpsaKe. Takoid
PEXUM ynoOEeH BO MHOTMX peajbHbIX cuTyauusx. Hanpumep, MoxxHO pa-
6ortath ¢ 0a30¥ NaHHBIX, XpaHsmecs B 3amudpoBaHHoM Bujae. OHa-
KO IIPU TaKOM HCIIOJIb30BaHUM OJIMHAKOBBIE 3amucu OymyT 3amupoBaHb
onnHakoBo. [oBopsT, uto B pexkume ECB mmdp coxpanser «obpas nan-
HBIX», T.€. HEKHH «PUCYHOK» WU INA0JIOH, XapaKTePHBIA ISl JTaHHBIX.
3TO MOXKET J1aTh HEKOTOPYIO HH(OopManuio MpoTUBHUKY. Hampumep, eciu
KOJIMYECTBO pa3Iu4HblX 3aMuceil B 6a3e NaHHBIX HEBEJIUKO (UTO HEPEIKO
CIIy4aeTcs), TO MPOTUBHUK MOXKET COCTaBUTH CJIOBapb MIU(POTEKCTOB U
BCKPBITH 0a3y Ha OCHOBE YaCTOTHOTO aHalu3a. 3aMEeTUM, YTO €My B 3TOM
cllyyae He IMOHaJ00UTCs BCKPBIBATh caM IUQD.

HexoTopsie aBTOpbI peKOMEHIYIOT UCTIONB30BaTh pexkuM ECB Tonbko
B Cllydasix, KOorja pasMep OTAEIbHOrO 3J€MEHTa JIaHHBIX B COOOIIEHUH,
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K KOTOpOMY TpeOyeTcsl OCYyIIECTBISATh HEITOCPEACTBEHHBIN (IIPsAMOii) 10-
CTyI, MEeHbIIe pa3mepa O10ka. OcTaTtok On0Ka, CBOOOAHBIA OT JaHHBIX,
pEKOMEHAyeTCs 3aloIHATh CIy4yaifHO BbIOMpaeMbiMu Outamu. Tornma na-
K€ OJMHAKOBBIEC AJIEMEHTHI JaHHBIX OydyT UMETh pa3Hble HIH(PPOTEKCTHI.
[Ipu nemudpoBaHuy OUTHI 3aMIOTHEHUS IPOCTO OTOPACHIBAIOTCSL.

Ecnu pazmep sneMeHTa JaHHBIX IPEBBIIIAET pa3Mep 0J0Ka, TO YacTo
PEKOMEHYIOT UCT0JIb30BaTh pexuM CBC.

Pexxum CBC

Hazsanue pexxuma CBC (Cipher-Block Chaining) mepeBoauTcs Kak crien-
neHue OnokoB mudpa.
3amuppoBaHHOE COOOIICHHE MOIYIACTCS MO CIEAYIOIEMY MIPABUITY:

Y, =Ex(X;®Y;1), 1<i<t,

T.€. K&KIBIH MOCIEIYIOUIHA OJIOK OTKPBITOrO TEKCTa MPEABAPUTEIBHO 3a-
KpBIBaeTCA MPEAbLAYLINM 3auppoBaHHbIM O10koM. CioBO Y AOIKHO
OBITh OTPENEICHO 3apaHee W M3BECTHO MpH Imu(poBaHUU U Aemudpo-
Banuu. [lonydyennoe 3ammdpoBanHOEe COOOIIEHHE MOXKHO AN POBATH
CIIeYIOIUM 00pa3oM:

Xi=Yia@ Bl (YY), 1<i<t.

Msl nonmyyaeM MU(QPOTEKCT, B KOTOPOM KAl CIeTyroluil 610K
3aBUCHUT OT HpeAbINyIUX. JJaHHbBIN pekuM paspymaer «odpa3 TaHHBIX».
Jaxe ecnu Bce Onoku X HMICHTUYHBI, IMUPPOTEKCT OyAEeT COCTOSTH W3
pa3aNyYHBIX OJ0KOB Y . DTOT peXUM MPEINOYTUTEIEH MPU MUPPOBAHUU
cooOI11eHuH, pa3Mep KOTOPBIX MpeBbIIaeT pazmep Oioka. OgHako gemud-
pOBaTh COOOIIEHHE MOYKHO TOJIBKO MOCIEA0BaTEIbHO, HAUNHASL C IEPBOTO
610Ka.
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4.4. IloroxoBbie mHGppbI

B rmaBe 3 mbI paccmorpenu mmdp BepHama u ycTaHOBWIH, YTO OH SIB-
JSIeTCs COBEPLICHHO CEKPETHBIM, T.€. IPU €ro HCIOJIb30BaHUU IPOTHUB-
HUK, [IEpEXBaTUBIINN 3alIMPPOBAaHHOE COOOLIECHNE, HE NTOIYyYaeT HUKAKOU
uHdopmaru 06 ucxogHoM coodbmennn. B mmdpe Beprama zammdpo-
BaHHOE COOOIIECHHE Y1, Ys, - - - , Yk MOIYIACTCS U3 UCXOAHOTO COOOIICHHS
X1, To,...,T, W KIOYA 271, 29, ..., 2, [PHU IIOMOIIH OMepanuy mudposa-
HUsI, 33]1aBA€MOI PaBEHCTBOM

Msl BuzienH, 4TO JaHHBIA KD COBEPIIEHEH TOJIBKO B TOM Cllyyae,
€CJIN KJIIOY 21, 22, . . . , ), O0OPa30BaH U3 HE3aBUCUMBIX U PABHOBEPOSATHBIX
CHMBOJIOB U UCIIOJIb3YETCsl TOJIBKO OJUH pa3. DTO MPUBOAUT K HEOOXOIH-
MOCTH T€HEpUPOBATh CITy4YaifHbIe MMOCIIEI0BATEILHOCTA OYEHb OOJIBIIOTO
o0beMa U IepelaBaTh MX IO 3aKPBITHIM KaHajlaM CBSI3M, YTO BeCbMa 3a-
TpynHutenbHo. [loaToMy maBHO Obula BhICKa3aHa HJEsl MCIIOJIb30BaTh B
KauecTBe KJI0Ya IMOCIE0BATeNbHOCTH HE CilydaifHble, a MOPOXKJIECHHbIC
IIpY IIOMOIIM T'€HEPaTOpOB IICEBIOCIyYallHBIX yucel. B aTom ciayuae B
KaueCTBE CEKPETHOI'O KJIK0Ya MCIIOJIb3YETCsl HauyalbHOE 3HAYEHHE WU CO-
cTosiHue reHeparopa. OJTHaKO HaJ0 YETKO OCO3HABATh, YTO B ATOM ClIydae
CHUCTEMA YK€ He OyJeT COBEPIICHHO CEKPETHOW. MakCMMyM Ha YTO MBI
MOXEM HaJIesAThCsl, 3TO TO, YTO I PACKPBITHS 3TOH CHUCTEMBI MOTpeOy-
eTcs OYeHb MHOTO BPEMEHHU (Hampumep, Hy>KHO OyAeT BBIIIOJHMUTH Iepe-
00p BceX BO3MOXKHBIX HAyaJIbHBIX COCTOSIHUK TeHeparopa). B kauectse
BO3MEIIIEHHUS 32 TOTEPI0 COBEPIIEHHOCTH MBI I10JIy4aeM BO3MOXHOCTb HC-
M10JIb30BaTh KOPOTKHE (OOBIYHO HECKOIBKO COTEH OUT) CEKPETHBIE KIIIOYH,
KOTOPbIE 3HAYUTENIBHO MPOIIIE PACHPENEIATh U XPAaHUTh (@ MIPU UCTIONbB30-
BAaHUM CHUCTEM C OTKPBITHIM KJIFOUYOM MX MOXHO U BBIYMCIIATH).

Omnpenenenne 4.1. [udp, noctpoeHHslii Ha ocHoBe (4.8), rIe B Ka-
4YECTBE 21, 22, . - . , ), UCIIOJIB3YETCS MICEBOCTyUYaliHasl IOCIIEA0BaTENbHOCTD,
Ha3BIBACTCS NOMOKOBbIM wugpom (stream cipher).
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Kaxk npaBwiio, ncxogHoe COOOIICHNE U KITIOUEBast OCIIEI0BATEILHOCTh
MPEICTaBIAIOT cO00M He3aBUCHMbIE MOTOKU OMT. Tak Kak mudpyromuee
(m memmdpyroiee) mpeodpa3oBaHKUe ISl BCEX MOTOKOBBIX MHU(POB 0Of-
HO ¥ TO €, OHU pa3IMYaroTCs TOJBKO CIOCOOOM MOCTPOEHHs FeHepaTo-
POB TICEBIOCTyUYaliHbIX yncen. JlecCTBUTENBHO, YTOOB! U3 MHU(pPOTEKCTa

Y1, Y2, - - - » Yk , TOIYICHHOTO TI0 (hopmyrie (4.8), BOCCTAaHOBUTH COOOIICHHE
Z1,%2, ..., Tk, HCOOXOMUMO CTEHEPHPOBATh TOYHO TAKYIO XKE TOCIIe0Ba-
TENBHOCTb 21, 22, . - . , 2, YTO U TPU MH(POBAHUU, U HCIIOIH30BATH IS

nemudpoBanus Gopmyny

[Ipumep 4.1. OnuH U3 cambIX IPOCTHIX TEHEPATOPOB TICEBIOCITY-
YalHBIX YrceNl (JIMHCWHBIA KOHTPYIHTHBIN TeHeparop) paboTaeT 1o cxeme

zit1 = (az; +b) mod ¢, (4.10)

rae a, b, ¢ — HEKOTOpbIE KOHCTAHThI, a Z; 11 — OYEpPeTHOE ICEBIOCTY-
YyaifHOE YKCII0, BBIYUCIISIEMOE 110 TIpeabayiemMy 2;. O0s3arenbHo 3a1aeT-
sl HaYaJIbHOE 3HaueHue 2. Bo3zbMmeM B kauecTBe npumepa a = 5, b = 12,
c = 23, 1 yCcTh 2y = 4. BBIYUCIUM HECKOJIBKO 3JIEMEHTOB IMOCIIEI0BA-
TEJIBbHOCTH:

(4-54+12) mod 23 = 9,
(9-5+12) mod 23 =11,
(11 5+ 12) mod 23 = 21,
(21
(
(22

-5+ 12) mod 23 = 2,
25+ 12) mod 23 =22,
-5+ 12) mod 23 = 7,
(7-5+12) mod 23 = 1.

[TonyyeHHast mociae10BaTeIbHOCTh BHEUIHE BBIIVISAUT KaK JOBOJIBHO CIIy-
JanHasl. O

21
)
<3
24
Z5
26
<7

[l ncnonbp30BaHMsl B KpUNTOrpaUUIECKUX LEISIX TEHEPATOP T0JIKEH
YIOBJIETBOPSATH CJIEAYIOIIUM OCHOBHBIM TPEOOBAHUSIM:
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1) mepuoj mocnea0BaTeIbHOCTH JIOJKEH OBITh OUY€Hb OOJIBINOI;

2) mopoxaaeMasi moCIeI0BaTeIbHOCTh JOJDKHA OBITH «IIOYTH» HEOT-
JIMYMMA OT JEHUCTBUTEIBHO CIIyYallHOW, B YACTHOCTH, BBIYMCIIEHUE
YuCia Zz;11 MO W3BECTHBIM MPEABIAYIIAM 3JIEMEHTaM IOCJIeI0Ba-
TEIHLHOCTHU 0€3 3HAHUS KITt0Ya TOJDKHO OBITh TPYIHOM, TPAKTUICCKH
HEpemaeMon 3aadeil.

PaccmoTpeHHBIN BbIIE TUHEWHBIM KOHTPYIHTHBIN T€HEPATop COBEp-
[IEHHO HE TOMUTCS IS KpUNTOorpauueckux Ieseil, Tak KaKk U3BECTHBI
IIPOCTBIE AJITOPUTMBI, TIO3BOJIAIOIINE ITIOJTHOCTHEO BOCCTAHOBUTD ITapaMeT-
pBI T€HepaTopa BCEro IO HECKOJIBKHUM 3JIEMEHTaM IIOPOXKAAEMOU UM I10-
CJIEIOBATEIHOCTH.

B kadecTtBe mpuUMEpPOB KPUNTOCTOMKHUX TE€HEPATOPOB ICEBIOCTyYal-
HBIX yrcen Mbl paccMoTpuM pexkumbl OFB 1 CTR 610koBBIX mU(POB U
anroput™m RC4.

Pesxxum OFB 6s10x0BOr0 mugpa

HasBanue pexxuma OFB (Output FeedBack) nepeBoautcst kak oOparHas
CBSI3b 110 BBIXOAY. B 3TOM pekume OJI0KOBBIN MIU(P HA OCHOBE CEKPETHO-
ro Kiaova K ¥ HEKOTOPOTO MHHUIMAIM3UPYIOHIETo BeKTopa Yy hopmupyer
MICEBAOCTYYaitHYI0 OCIEI0BATEIbHOCTD 7 -OUTOBBIX UUCET 21, 22, - . . , 2k,
KOTOpasi MO>KET UCTTIOJIb30BaThes B (4.8) 1 (4.9) COOTBETCTBEHHO JIIS I (-
poBaHus U AemudpoBaHus cooOIIeHus. byneM cunrarh, Kak U paHee, 4To
pa3mep Onoka mudpa paBeH n OUT.
[IceBmocmyyaifHasi mOCIeI0BaTENFHOCTD TOIYYaeTCsl TI0 CXeMe

Y; = Er(Yio1),
z; =rcrapmmx outr Y;, 1<:i<k

(3aecw r, 1 < r < n,— napameTp METOAA).
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[Tpu ucnonb30BaHUU CTOMKOTO OGJIOKOBOTO MIM(ppa MOXKHO MOTYyYUTh
KPUITOCTOMKMI IeHepaTop, OTBEYAIOLIUIl TPUBEICHHBIM BbIlIEe TpeOOBa-
HUSIM. A MMEHHO, Cpe/iHss JJIMHA MepHojia MceBIoCayyaiiHoi nocneno-
BaTeJIbHOCTH (TP cily4aiiHO BeIOpaHHBIX /X U Y)) cocTapisieT mpumep-
Ho 72"~ Gur [23]. Kpome Toro, ncepaociaydaiinas moCIe10BaTeIbHOCTS
«HETIpeJICKa3yeMay JUIsl IPOTUBHHUKA, TaK KaK BO3MOXKHOCTb IPE/ICKa3aHUs
(BeIUMCIIEHUS) 2;,1 HA OCHOBE 271, . .., Z; O3Hadajga Obl HECTOUKOCTD IIH (-
pa IO OTHOILEHWIO K aTake Mo M3BECTHOMY TekcTy. llpenckazanue z;i1
CTaHOBHTCSA Aaxke Oojee TPyAHOH 3a1aueii, yeM B3JoM O10KOBOro mugpa,
ecnma r < n [23].

OOpatyM BHUMaHHE Ha OJHY OCOOEHHOCTb, XapaKTEpHYIO IJIs BCEX
MOTOKOBBIX MG poB. s mmdpoBaHus KakI0TO OTACIBHOTO COOOIICHHS
HEOOXOIMMO HCHONb30BaTh pasHble /K w/umu Y,. B nmpotuBHOM cityuae
HECKOJIBKO COO0IIEeHUH OyayT MH(POBaThCs ¢ MOMOIIBIO OAHUX M TEX XKe
MOCIIeIOBATENFHOCTEH 2, U TaKoH mu(p MOXKET ObITh pacKphIT. [loscHIM
cyTb nnpoOnemsl. [lycTs ABa cooOmmenus uy, us, . .., U U V1, Vg, . .., Vg 3a-
mHQppPOBaHbI C MOMOIIBIO OJHON U TOW e MocienoBareabHocT! 2. Toraa
UG POTEKCTHI OYIyT UMETh BH/T

UL Dz, Us D 2z9,..., U, D2 WU
Ul@ZI,UQ@ZQ,...,UkEBZk.

Crnoxum 06a mudpoTekcTa 1, ¢ y4eToOM paBeHCTBa 2; B 2z; = 0, monydum
MOCJIe0BATEILHOCTD

UL D v, Us D Uy, ..., UL D V.

MBI MOJIyYnIId aHAJIOT TaK Ha3bIBAEMOTO «IM(ppa ¢ OETyIuM KIIIOYOM»,
KOoraa OOWH TEKCT Hm(bpyeTcs[ C MOMOMIBIO OPYIroro TEKCTa, B3ATOr0 M3
OTIPEICIICHHOTO MECTa ONpeieJICHHOW KHUTH. V3BeCTHO, 4TO Takou mudp
HE CTOEK, XOTS UCTIOIB30BAJICS B AMOXY «IOHAY4HOI» Kpunrorpaduu [23].
CratucTudeckuii aHamu3, OCHOBAHHBIN Ha M30BITOYHOCTH TEKCTOB, MTO3BO-
JsieT B OOJIBITMHCTBE CIy4YaeB JOCTATOYHO TOYHO BOCCTAHOBHUTH 00a CO-
oO1IeHusI.
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JemmdpoBanue cooOlieHnii s OMMCAHHOTO peXuMma OJIO0KOBOTO
mrdpa MOXKET MPOU3BOAUTHCS TOJIBKO C Havajla, TaK Kak HEBO3MOXKHO I10-
JYyYUTHh TMPOU3BOJBHBIA DIEMEHT IMOCIEIOBATEILHOCTH 2, HE BBIUMCIIHB
npenelrymue. B atoM cMbiciie pexxuM a”anorudeH pexumy CBC. Ilpe-
umyniectBo pexxuma OFB 3aximodaercst B TOM, 4TO MOCIEI0BAaTEIbHOCTD
Z MOXeET ObITh cpopMHUpOBaHA 3apaHee ISl TOTO, YTOOBI OBICTPO K-
poBaTh WK AemH(PpPOBaTH COOOIIEHUs ¢ TOMOIIEI0 (4.8), (4.9) B MOMEHT
UX TOCTYIUICHHUS. DTO MOXKET OBITh aKTyalbHO ISl CUCTEM, 0OpadaThiBa-
IOIIMX JIaHHBIE B PEAIbHOM MaclITa0e BPEMEHH.

Pexxum CTR 0s10x0BOr0 mugpa

HasBanue nannoro pexuma npoucxoguT ot ciaoBa CounTeR — cueTumk.
O1oT pexxum oueHb moxok Ha OFB, Ho B HeM mudpyeTcst He mpeabl Ty mnii
BBIXOJ] mU(pa, a IPOCTO CUETUYHK, YBEIMUMBAEMBIA HA KaXKJIOM IIare Ha
noctosiHHOe 4uciio (00bruHO 1). TouHee, cxeMa BBIMISIUT CIETYOIINM
oOpazom:

z; = r crapumx our Ex(Yy+14), i=1,2,3,...,

rae r — mapaMmerp.

[Ipu ucnonb3oBanum «uaeanbLHOTO» OnokoBoro mudpa pexum CTR
obecrieuynBaeT Te ke napameTpsl croiikocTH, uto 1 OFB. [IpenmymiecTBo
pexxuma CTR coCTOUT B TOM, UTO JIFOOOH 3JI€MEHT MOCIIEeI0BATENbHOCTH 2
MOXeET OBITh BBIYUCIICH HETIOCPEACTBEHHO. JTO JaeT BO3MOXHOCTH IHU-
poBath U AeUpoBaTh JH0ObIE PparMEHTHI COOOIIEHUS HE3aBUCUMO JIPYT
OT JIpyra.

Aaroputm RC4

Anroputm RC4, npennoxenssiii Pusectom B 1994 rony, otHocures k
KJIaccy ajJropuTMOB, Pa3paOOTaHHBIX CIEMHUAIBHO I TTOTOKOBBIX IHUQ-
poB. ['eHepaTopbl MceBIOCIy4YalHbIX YHMCEN, MOCTPOECHHBIE C MOMOILBIO
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TaKHMX aJITOPUTMOB, KaK MIPaBUIIO, 3HAUNUTENIBHO ObICTpEE FEHEPaTOpOB, OC-
HOBaHHBIX Ha OJIOKOBBIX mK(ppax.

Anroputm RC4 pabotaer ¢ n-6UTOBBIMU clioBaMH (OOBIYHO N = 8).
Bce Boruncnenust mpoBoAsTcs mo Moaymo 2" (ocratok x mod 2" BeIUuMC-
JISI€TCSl OUEHb OBICTPO IYTEM BBIJEIICHUS 1 MJIaAIINX OUT B & C IOMOILBIO
nmoruyeckoit omepanuu «u»). RC4 ucnonp3yer L-ciaoBHBIA K04 K =
KoK, ... K 1 uTreHepupyer MmociaeaoBaTeabHOCTh CIOB Z = 212923 - . . ,
KOHKPETHBIA BHJI KOTOPOU onpenensercs kiodoM K . CocrosiHue renepa-
Topa 3ajaercs Tabnunei S u3 2" cIoB U ABYX NEPEMEHHBIX ¢ U j. B kax-
I MOMEHT BpeMEHH Talmuma S COIEPKHUT BCe BO3SMOXKHBIE 7-OMTOBBIE
quciia B MepeMeIIaHHOM BuJe. Tak Kak Kax/ablil 2J1eMeHT TaOnulbl Mpu-
HHUMAaeT 3HayeHus B npomexytke [0, 2" — 1], TO ero MOXKHO TPaKTOBAaTh
JBOSKO: JHOO Kak 4Hcio, MO0 Kak HOMEpP APYToro 3jJeMeHTa B Tabiu-
ne. CexpeTHbIN KIII0Y 33J]a€T TOJIbKO HAaYaJIbHOE MepEeMEIIMBAaHUE YHCEIl B
TabauIe, KOTOpoe GOPMUPYETCS ¢ TOMOLIBIO CIEAYIOIIEr0 aJroOpuT™a:

j—0, S (0,1,...,2"—1);

FOR:=0,1,...,2" —1 DO
j<_(j+5i+KimodL) HlOdQn,
SjHSi;

10, 7<0.

[Tocne aToro reHeparop roToB kK padore. [eHepanus ouepeaHoro 1mceBao-
CIly4aifHOTO CJIOBa 2; OCYIIECTBISIETCS CIESTYIONIM 00pa3oM:

i« (i + 1) mod 2";
j— (j+S;) mod 2";
SjHSi;

t — (Sz +S]) mod 2";

Z; — S;.

[Mpumep4.2. llyctb n =3, K =25 (L =2).
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CdopmupyeM Ha9aIbHYIO TEPECTAHOBKY Yrcel B Tabmmie S (Bce BbI-
YHCJICHUS IPOBOANUM IO MOIYITIO §):

j=0, S =1(0,1,2,3,4,5,6,7),
i=0, j=0+0+2=2, S=(2,1,0,3,4,5,6,7),
i=1, j=2+41+45=0, §=(1,2,0,3,4,5,6,7),
i=2 j=0+0+2=2 S=(1,2,0,3,4,56,7),
i=3, j=2+3+5=2 S=(1,2,3,0,4,5,6,7),
i=4, j=2+4+42=0, S=(4,2,3,0,1,5,6,7),
i=5 j=0+5+5=2 S=(4,2,5013,67),
i=6, j=2+46+2=2 S5=(4,2,6,0,1,3,5,7),
i=T, j=2+4T7+5=6, S=(4,2,6,0,1,3,7,5).

Tenepb BBIYHCJIUM HCCKOJIBKO IECPBBLIX 2JICMCHTOB HCGBHOCquaﬁHOﬁ Io-
CJIE€I0OBATEIbHOCTH Z:

t=24+6=0, 2y =4,
t=1+2=23, 2o =0,
t=24+0=2, 23 =1,
t=04+0=0, 24 =4,
t=5+3=0, 25 =4,
t_7—|—7:6,26:7

1 T.1. YToOBI BoCTIONB30BaThest hopmynoi (4.8) mis nomydeHus mudpa,
quclia z; 3alAChIBACM B JIBOWYHOM BHJIE. B pacCMOTpeHHOM TpuMepe
Ka)XJI0€ YUCIIO Zz; MPEICTABISICTCS TPeMsi OMTaMH, ¥ Mbl MOJydyaeM I10-
CJIC/IOBATEILHOCTD

z=100000001100100111 ... ad
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4.5. Kpunrorpapuyeckue xem-QyHKIun

Xem-¢pynknuu (hash functions) HaxomaT MUPOKOe MPUMEHEHUE B KPHII-
Torpauu, 0COOEHHO NPU MOCTPOCHUN CUCTEM LUGBPOBOH MONMUCH U pa3-
JUYHBIX KPUNTOrpaduuecKux MPOTOKOJIOB, KOTOpBIE OyIyT paccMmaTpu-
BaThCs B MOCIENYIOMUX TiIaBax. B aTom pasaene Mbel chopmymupyeM oc-
HOBHBIE TpPeOOBaHUS K KPUNTOrPAPUYECKA CTOWKHM Xeml-(QyHKIUSIM M
pPaccCMOTPHUM OJIUH M3 CIIOCOOOB MX BBIYHCIICHUSI.

Onpenenenue 4.2. Xew-gynxyuetl HazpBaeTCs M00ast QyHKIHS
y = h(z122...24),

KOTOpasi CTPOKe (COOOIIEHUIO) T1X5 . .. X, NPOU3BONLHOU JUTMHBI N CTa-
BUT B COOTBETCTBHE LIEJIOE YUCIIO PUKCUPOBAHHOLL ITHHBI.

[Tpumepom xenr-QyHKIUU MOXKET CIIy>KUTh KOHTPOJIbHAs CyMMa JUIs
coobuenus. B atom ciyuae

h(zyzo ... xy) = (1 + 22+ ... + x,) mod 2%,

rIe w — pa3Mep MalIMHHOTO clioBa. /[IMHa cjoBa, MOTy4aeMmoro Kak
3HAYEHUE TOU XeIl-()YHKIIHH, COCTABISIET w OUT HE3aBUCHUMO OT JJIMHBI
cooOuieHusi. KoHTposIbHbIE CyMMBI OY€Hb YacTO MCHOJBb3YHOTCS AJs 00-
Hapy>XeHUsI HETPETHAMEPEHHBIX OMIMOOK B COOOIICHUH (TIPH U3MEHEHUH
OJTHOTO CHUMBOJIa KOHTPOJIbHAsA cyMMa U3MEHUTCs). OTHAKO OYEHB JIETKO
BHECTH NpeoHaMepeHHy0 OMUOKY B COOOIIEHUE U COXPAHUTh IPH 3TOM
3HAYEeHHE KOHTPOJbHOU cyMMbI. Eciiu OBl Takast Xem-(QyHKIUs UCIIONb30-
BaJIach, HAIIPUMEP, IPU T€HEPAIH IEKTPOHHOH MOAMUCH, TO OBUIO OBI
OYEHb JIETKO U3MEHUTh COAEpKAaHHUE MOANUCAHHOrO coobueHus. [Toaro-
My pacCMOTpEHHas Xell-(QyHKLIUsS He TOIUTCS JUIsl KpUNTOrpaduiecKux
MPUMEHEHUN.

Cdopmynupyem OCHOBHBIE TpeOOBaHHMS, MPEABIBISEMbIE K KPHUIITO-
rpaduueckuM xem-QyHKIusIM. [1ycTs * — HekoTopas cTpoka (cooOie-
nue). Torna
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1) ms nr060r0 3aAaHHOTO = BBIYUCICHHE 1 () HOKHO BBIMOJHITHCS
OTHOCHUTEIIBHO OBICTPO;

2) TpH M3BECTHOM Y JOJDKHO OBITH TPYAHO (IMPAKTHYECKH HEBO3MOK-
HO) HAWTH X, U1 KOTOPOTO Yy = h(x);

3) mpu U3BECTHOM COOOIIECHUH = JOJDKHO OBITH TPYAHO HAWTH Ipyroe
coobmienue =’ # x, Takoe, uro h(x') = h(x);

4) nomkHO OBITH TPYAHO HAWTH KaKyl0-IHOO mMapy pa3iIndHbIX CO00-
weHuit x u ', it kotopeix h(z') = h(x).

OtmeTHnM, 4TO mepBoe TpeOOBaHME OJIKHO BBIIOJIHATHCS BCErla, B
MIPOTUBHOM ciyyae Xenl-(QpyHKIUsS TepseT Kakoe-TuO0 MpakTHUeCKoe 3Ha-
yeHue. OcTanpHble TPeOOBAHUS BaXKHBI JJIs1 TEX WM WHBIX MPHIOKEHUI.
Hanpumep, eciu napomnu A BX0oJa B CUCTEMY XpaHATCS B BUJIE 3HAYCHHIA
COOTBETCTBYIOIIUX UM XeHI-(QDYHKLUH, TO Xem-(QyHKIHS JOJKHA YIOBIIe-
TBOPSATH BTOPOMY TpeOoBaHMIO. B cxeme 3/eKTpOHHOM MOANNCH aKTyaslb-
HO TpeTbe TpeboBaHue. YeTBeproe TpeOoBaHE BaXKHO B HEKOTOPBIX KPHUII-
TorpaguuecKkux MpoTokojax. 3aMeTuM, UTo YeTBepToe TpeboBaHue Oojee
CHJIBHOE, YeM TpeThe (T.€. MPHU BBINOJIHEHUU YETBEPTOTO aBTOMATHUYECKU
BBITIOJIHAETCSI U TPETHE).

Pa3paboTka xem-QpyHKIMH, YIOBIETBOPSIONICH BCEM YETHIpEM Tpedo-
BaHUSIM — 3a/1a4a HerpocTas. B HacTosiee BpeMs peiIokKeHb! U Mpak-
TUYECKH UCTIONIB3YIOTCS Xem-pyHKuuu (Hanpumep, MDS5, SHA-1, RIPEMD-
160 u ap., cm., Hanpumep, [19, 23]), KOTOpPBIE CUUTAIOTCS OTBEYAIOIIH-
MU TEpPEYUCICHHBIM BbIIIE TPEOOBAaHHAM (XOTS 3TO CTPOTrO HE JOKa3a-
HO). Onucanue 3TUX ¥ MOJOOHBIX UM (DYHKIUH YCIIOKHEHO B ACTASIX H
IPOMO3JKO. MBI pacCMOTPUM yHHBEpCAJIbHBINA CIIOCOO MOCTPOCHUS XElll-
¢dbyHKIIMN Ha 6a3e OJIOKOBBIX MU(POB, KOTOPHINA MPEACTABISAET MPaKTHYE-
CKUI MHTEpEC, XOTs IMOoJlydaeMble Xell-QyHKIHUU U HE SBJSIOTCS OYEHb
OBICTPO BBIYUCIUMBIMU. VIMEHHO TakoW MOIXOJ MCIOJIb30BaH B POCCHIi-
CKOM CTaHjapTe Ha kpunrorpapudeckyro xeu-¢pynkuuto (FOCT P34.11-
94 [7)).
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[Tycth nan GnokoBbIil mmudp F, KOTOpBINA 171 3agaHHOro Oinoka X u
kimoya K popmupyet mmdporeker Y,

Y = Ex(X).

MBI npencTtaBuM [1Ba ajaropuTMa, JUisl KOTOPBIX JJIMHA CJIOBA, HOJY-
4aeMOro Kak 3HaueHHe Xel-(yHKIMH, paBHa pa3Mepy Oioka B mmdpe,
HO OTMETHM, YTO U3BECTHBI KOHCTPYKIUH, TIO3BOJISIOIME MOIYy4aTh XEIl-
(GYHKIMHY ¢ UIMHAMU CJIOB, KpaTHBIMU pa3mepy Ornoka.

B mepBom anroputMe cooOliieHHe BHadajie MPEACTaBISETCS B BHIE
nocnenoBatensHOCTH 6710K0B X1, Xo, . .., X,,. [locneqnuii 610k mpu HEOO-
XOJMMOCTH JONOJHACTCS HYJISIMU, UHOT/IA B TOCIIEAHUN OJIOK MPHUITHCHIBA-
10T JJIMHY COOOILEHUS B BUJE IBOMYHOTO YUCIIA. 3HAUEHUE Xelll-(DyHKIIMU
h momy4aercs Kak pe3ysibTaT BBITOJHEHUS CIEAYIOLIEr0 UTEPAllMOHHOTO
npoiiecca:

h « 0;
FOR i =1,2,...,n DO

B kauecTBe HauanbHOTO 3HAUEHUsI 7 MOXHO HCIIOJIb30BaTh HE HYIIb, &
KaKoe-JI0O «Marmyeckoey Yuciio, HO 3TO HE UMEET OOJBIIOT0 3HAYEHHUS.
B nanHom anroputMme 3HaueHue h, NOJIYYEHHOE Ha Mpenblayliel urepa-
LIMH, UCTOJIb3YETCs B Ka4eCTBE KJoua HIM(pa B CIEAYIOUIEH UTeparui.
ITosTOMy HesiBHO mojaraercs, 4To JUIMHA KJouya B IIU(pe paBHA JUIMHE
6110ka. OiHaKo, Kak Mbl BUJIeNU NIpH n3ydeHuu mudpa RC6, niamnHa kitoda
MOXET 3HaYMTEIbHO MpeBbILaTh pa3mep O6moka (B RC6 nmpu makcumans-
HOH JyirHe OJIoKa 256 OUT JIMHA Kroda MOXKET JOCTHUraTh 255 Oaiit, nim
2040 6uT). B Takux cioyyasx Oonee a3ppeKTUBEH APYroi aaropuTM.

B stoM anroputme cooOlieHre BHa4aje MpeCcTaBisieTcss B BUJE 110-
cienoBaresnibHOCTH X1, Xo, ..., X,,, B KOTOpPOH pa3Mep KaKA0ro 3J1eMeH-
Ta paBeH JuiMHe Kitoua B mmdpe. Ilocnequuii sneMeHT 3anonHseTcs Tak
e, KaKk ¥ B TIEPBOM aJropuTMe. 3HaYeHUe Xel-PyHKIMNA /. BBIYUCISACTCS
CJIETYIOITUM 00pa3zoMm:
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h+0;
FOR:=1,2,...,m DO
h<—EXi(h)EBh.

31ech y)Ke DJIEMEHTHI COOOIICHUS BBITIOJHSAIOT POJIb KITIO4YeH B mudpe.

[IpencTaBieHHbIE AITOPUTMBI BBHIYUCICHUS XeI-(PyHKIUH YIOBIETBO-
PSIIOT BCEM YeThIpeM TpeOOBaHUSIM, MPEABSIBIIEMbIM K Kpunrorpaduue-
CKUM XelI-(QyHKIHSIM, B MIPEANOIOKEHUN CTOMKOCTH HCIIOIb3yeMBbIX OJ10-
KOBBIX mHppoB (cm. [22, 23]).



Iaga 5. DJIEKTPOHHASL, WU HU®POBAS
MOJMUCH

5.1. DuexkrTponHas moanucb RSA

[Tocne nosiBneHust KpunTorpaguu ¢ OTKPHITHIM KJIFOYOM MPOU30IIIA Ha-
CTOSIIIasl PEBOJIIOLIUS B COBPEMEHHBIX KOMITBIOTEPHBIX U CETEBBIX TEXHO-
norusx. IlosBuinace BO3MOXKHOCTh pelIaTh 3a7a4d, KOTOpPbIE paHee CYUu-
TaJIUCh HEPa3pEIIMMBIMH, a TETeph HAXOJAT IIMPOKOE NMPHUMEHEHHE Ha
npakTuke. B HacTosiiee BpemMs Ipu MOMOIIY 3TUX TEXHOJIOTUH €XeIHEeB-
HO TIPOBOJATCS pacyeTbl U COBEPIIAIOTCS CIENKH Ha MHOTHE MUJLIHAp-
1Bl JI0JJ1apoB, pyOiei, eBpo U T.i. OIHUM M3 BAaXXKHBIX AJIEMEHTOB 3TUX
TEXHOJIOTHH ABJISETCS ANIEKTPOHHAS, WM HU(pOBast Moanuch. Bo MHOrHX
CTpaHax W, B YaCTHOCTH, B Poccun BBEJICHBI CTaHAAPTHI Ha IEKTPOHHYIO
(¢ poByI0) MOANHUCH, @ CAMO ATO TIOHATHE BBEIACHO B TPAXIAHCKOE 3a-
KOHOJIATeJIbCTBO. TEPMHH «3NIEKTPOHHAsS MOIMUCH» 00jee MPUBBIYEH IS
Poccun, XoTs1 B mocienHee BpeMsl BCE Yallle MCIOIb3YETCsl MPUHSTHIA B
apyrux crpanax (mpexne Bcero, B CLIIA) TepMuH «1udpoBast MoIIIChY,
YTO OTPa’KEHO U B HOBBIX pOCCUICKUX cTaHAapTax. Oba TepMHHA O3Haya-
IOT OJTHO H TO JK€.

[Tpexne yeM HauaTh paccMOTpeHHE Kpunrorpaduieckoil nuppoBoi
HOANHUCH, CPOPMYIMPYEM TPU CBOWCTBA, KOTOPBHIM (B Hjaeaje) JOIKHA
YAOBJIETBOPSATH JIF00ast, B YaCTHOCTH, OOBIYHASI PYKOITUCHAS MOJIHCH!

1. HO,Z[HI/ICB.TL JAOKYMCHT MOXKCT TOJIBKO «3aKOHHBIN BIaaciacL ImoaIm-
cHu (I/I, CJIC€a0BaTCIbHO, HUKTO HC MOXCT IIOAACIATh HO,Z[HI/ICB).

2. ABTOp IIOAIIMCH HE MOXKET OT HCC OTKa3arTrbCs.
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3. B ciy4ae BO3HMKHOBEHHMsI CIIOPA BO3MOXKHO Y4acTHE TPETHHUX JIUI
(Hanpumep, cyaa) Ui yCTaHOBJICHUS MOJIMHHOCTH MOJIITHUCH.

Pazymeercs, mudpoBasi (3J1IeKTpOHHASA) MOANUCH TaKXe JOJKHA 00-
JaaTh BCEMU STUMH CBOMCTBAMH, OTHAKO JIMIIA, OANKCHIBAIOLINE JTOKY-
MEHTHI U TPOBEPSIOIINE WX MOMTUHHOCTD, MOTYT HAaXOJHUTHCS 32 THICSIH
KAJIOMETPOB JIPYT OT JApyTra M B3aMMOJICHCTBOBATH TOJILKO Yepe3 KOMIThIO-
TEPHYIO CETh.

Kpome 00bIYHOI MOAMUCH, B peaIbHON KU3HHU HCIIONbB3YeTCs TaK Ha-
3bIBaeMasi HOTapHajbHas TMOAMUCH, KOT/Ia CIICIHAIBHO BBIACTSIEMOE JIHIIO
(HOTapuyc) 3aBepsieT NOKYMEHTBHI CBOCH IMOANMHUCHIO U TIEUaThIO, TaK YTO
T000€ APYTroe U0 MOXKET YIOCTOBEPUTHCS B UX MOUTMHHOCTH. AHAIOT
ATOH MOIIKCU TaKXe BOCTPEOOBAaH B KUOEPIPOCTPAHCTBE. DIEKTPOHHAS
HOTapHalIbHasl TOJIUCH PEaTH3yeTCsl TOYHO TaK K€, KaK U MOAMUCH JIfO-
00ro Apyroro JuIa.

B 3TOM paszzmene Mbl pacCMOTPHM AJIEKTPOHHYIO TIOAIUCH, Oa3upyro-
urytocst Ha cxeme RSA.

Ecmu Anmca miuaHMpyeT NOANUCHIBATH JOKYMEHTHI, TO OHA JOJDKHA
BHauaJie BEIOpaTh napameTpbl RSA TOYHO Tak e, Kak 3TO OMUCAHO B pa3l.
2.6. ns aToro Anuca BbIOUpaeT 1Ba OONMbIINX MPOCTHIX ynciaa P u @,
Boacisier N = PQ u ¢ = (P —1)(Q — 1). 3arem oHa BeIOMpaeT 4nCIIO
d, B3aMMHO HPOCTOE C ¢, ¥ BhiumcisgeT ¢ = d ' mod ¢. Hakonew, oHa
nyonmukyet ynciaa N W d, HampuMep, MOMEIIaeT UX Ha CBOEM caiite, ac-
COIMMPOBAB CO CBOMM MMEHEM, U XPAHUT B CEKPETE YUCIO ¢ (OCTaIbHbIC
grucna P, () u ¢ MOXHO 3a0bITh, OHH OoIbllie He IoTpeOytoTes). Teneps
AJnnca roToBa CTaBUTh CBOM TOAINMCH HA JJOKYMEHTAaX WJIM COOOIICHUSX.

[TycTs Anuca xo4eT moAmucarb COOOMIEHUE M = My, . .., M, . loraa
BHAYaJIe OHA BBIYUCIISET KPUNITOTPAPHUECKYIO XeI-(PyHKIIHIO

y=h(my,...,my,),

KOTOpasi CTaBUT B COOTBETCTBHE cooOIIeHHnI0 m 4ucio y. IIpeamnonara-
€TCs, UTO aJTOPUTM BBIYUCIICHHS Xell-(pyHKIMH BceM u3BecTeH. OTme-
TUM HauOoJiee Ba)KHOE JJII HAC CBOWCTBO MCITOJIb3YeMOH Xell-(yHKIUU:
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HpaKTI/IquKI/I HCBO3MOXHO UBMCHUTH OCHOBHOﬁ TEKCT My, ..., My, HC U3~
meHuB y. [ToaToMy Ha cieayromemM Imare AJHCE JTOCTaTOYHO CHAOIUThH
MOAMHKCHIO TOJIBKO YHCIIO ¥, U 3Ta MOAMUCH OYJIET OTHOCHTHCS KO BCEMY
COOOILIEHHIO 171.

AJII/Ica BBIUUCIISACT YUCIIO

s =y mod N, (5.1)

T.€. OHa BO3BOAMT YUCIIO Y B CBOIO CEKPETHYIO CTENeHb. YHCIO 5 3TO U
ectb 1uppoBas noanuck. OHa MpocTo n00aBIsAeTCS K COOOMIEHUIO M, U
TeM cambIM AJtca uMeeT CHOPMHUPOBAHHOE TTOMTMCAHHOE COOOIIICHUE

(m, s). (5.2)

Tenepb Kaxplil, KTO 3HAET OTKPBITHIE MapaMeTphbl AJIUCHI, aCCOIUU-
pPOBaHHbIE C €€ UMEHeM, T.e. uncina N u d, MOXKET MPOBEPUTH MOAJIUH-
HOCTb €€ MOAMUCH. J{JIs1 3TOro HeoOX0IMMO, B3sIB MOJMMCAHHOE COOOIIIe-
Hue (5.2), BBIYUCIUTD 3Ha4YeHHE Xeul-pyHKuuu h(1m), Yuciio

w = s* mod N (5.3)
U TIPOBEPUTH BBIMTOJIHCHUE paBeHCTBa w = h(m).
YrBepxnaenne 5.1. Eciu noonuce noorunnas, mo w = h(m).

HoxazatenbcTBO. U3 (5.3), (5.1) u cBOiCcTB cxeMbl RSA (cwm.
pasn. 2.6) cienyer

w = 5 mod N = y* mod N =y = h(im). 0

YrBep:knenue 5.2. Onucannasn 31eKkmponHas NOONUCH YO081emeEopsi-
em 6cem mpebo8aHUAM, NPEObABIAEMbIM K NOONUCU.
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HokazartenbcTBo. [IpoBepuM nepBoe cBoiicTBO nognucu. Hu-
KTO HE MOXKET pa3jokHUTh 4ucio N Ha MPOCTbIe MHOXKUTENU (TIpU OOJIb-
mux N mopsiaka 1024 6ut o cocrosauio Ha 2005 rox 3Ta 3ama4a mpak-
TUYECKHU HepaspermmMma). [lostomy, 3Hast N U d HEBO3MOXHO HAWTH c.
JIeHCTBUTENBHO, 9TOOBI BBIYMCIUTE ¢ = d ! mod ¢, Hy’KHO 3HaTh ¢ =
(P —1)(Q — 1), a st 3TOr0 HYXHO 3HaTh MPOCTbIe MHOXKHUTETH P 1 ().
Takum 00pazom, mepBoe CBOMCTBO BHITIOJHEHO — HHUKTO, KpoMe AJIHCHI,
HE MOYKET 3HAaTh YUCIIO ¢ U MOATOMY HE MOXKET MOAMKUCATh COOOIEHUE.

BTopoe cBOWCTBO BBHINIOJHEHO BCIEICTBHUE MEPBOr0. ABTOp MOIANUCH
HE MOXKET OT HEee OTKa3aThCs, TaK KaK HUKTO JPYTOi HE MOXKET «chadbpu-
KOBaTh» MOAMKUCH OT €r0 UMEHHU.

TpeTbe CBOMCTBO TaKXKE OYEBUIHO — B CIIy4ae Cropa 3auHTEPECOBaH-
Hasi CTOPOHA MOKET MPEABIBUTH CY/IbE BCE BBIYUCICHUS JIJISI UX MPOBEPKU
Y BBISICHEHUS UCTHHBI. ad

[Mpumep 5.1. Ilyets P =5, Q = 11. Torma N = 5-11 = 55,
= 410 = 40. Ilyctp d = 3. Takoit BbIOOp d BO3MOXKEH, TaK Kak
ged(40,3) = 1. MMapamerp ¢ = 37! mod 40 BBMHCIAEM C MOMOIIBIO
o0o6menHoro anroputma EBkinuaa (cm. pasn. 2.3), ¢ = 27.
[TycTh, HanpuMep, AnMca Xo4eT MoAnucaTh coodienne m = abbbaa,
JUIsL KOTOPOT'O 3HaYEeHUE Xell-(pyHKIUH paBHO, CKaxkeM, 13:
y = h(abbbaa) = 13.
B stom cnyuyae Anuca Berauciusiet mo (5.1)
s = 13" mod 55 = 7
1 (hopMUpYET MOANKUCAHHOE COOOLICHHE
(abbbaa, 7).

Tenepb TOT, KTO 3HaeT OTKPbIThIE KItouu Asucel N = 55 u d = 3,
MOXET IPOBEPUTH MOUIMHHOCTh noAnucu. IlonyunB noxnucansoe coo0-
IIEHUE, OH 3aHOBO BBIYMCIISIET 3HAUCHHUE Xell-(DyHKINN

h(abbbaa) = 13
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(ecnu coneprkaHue COOOIIEHUS HE U3MEHEHO, TO 3HAYeHHE Xelll-(DyHKIIMU
COBHAJET C TEM, KOTOPOE BBIYMCIIsIIA Asnca) U BeIAuciseT 1o (5.3)

w =72 mod 55 = 13.

3HaueHust w U Xeul-(OyHKIWU COBIAJIN, 3HAYUT, MOJIHICH BEPHA. O

3ameuganue. OOparuM BHUMaHHE Ha TO, YTO OJHA M Ta ke cxema RSA,
CreHepupoBaHHas AJIMCOM, MOXKET UCHOJIB30BaThbCA ISl PEIICHHs BYX 3ajad.
Bo-niepBrIx, Anrca MOXET TOANMCHIBATh COOOIICHNS, KaK 3TO OBLIO MOKa3aHo B
JAHHOM pasJiese, UCIONB3YsI CBOM cexpemHuill Koy c. BO-BTOPBIX, KTO yTrOIHO
MOXeT Tociarh Anuce 3amuppoBaHHOE COO0IIEHHE (YMCIIO0), paci(poBaTh KO-
TOpOE, KaK 3TO OBUIO MOKA3aHO B pa3id. 2.6, CMOXET TOJBKO OHA, UCIIONB3YSI JIS
muQpoBaHus ee omKpuimblll Koy d.

5.2. Crangaprsl Ha JIeKTPOHHYIO (HM(PPOBYIO) NOANUCH

Bo MHoOrux crtpaHax cerogHsi CyleCTBYIOT CTaHJApThl Ha 3JIEKTPOHHYIO
(undposyro) nonnuck. B 3ToM pasnene Mbl ONMUIIEM POCCHUICKUI rocy-
napctBeHHbld ctanaapt [OCT P34.10-94 u crangapt CIJA FIPS 186.
Poccwuiickuii crangapTt, Kak cieayeT U3 ero 0003Ha4eHus, ObUT MPUHST B
1994 rony, amepukanckuii — B 1991. B ocHOBe 000MX CTaHIAPTOB JICHKHUT
M0 CYTH OJMH W TOT ke anropuTm, Ha3siBaemblii DSA (Digital Signature
Algorithm). Mb1 nogpoOHO paccCMOTPUM POCCUIICKYIO BEPCHIO aJITrOpUTMa,
a 3aTeM yKa)Ke€M Ha OTJIMYMS aMEPUKAaHCKON BEPCUHU.

BHauane 1yisi HEKOTOPOTO COOOIIECTBA MONB30BaTeNe BHIOMPAIOTCS
o0rmre HecekpeTHble mapaMeTpsl. [Ipexkae Bcero HeoOX0MUMO HAMTH J1Ba
MPOCTHIX YKCIA, ¢ ATUHOU 256 Out u p mmHou 1024 6ura, MEXIy KOTO-
PBIMU BBITIOJHSIETCSI COOTHOIIEHHE

p="bg+1 (54)

JUTsl HeKoToporo 1esoro b. Crapiiue OUTHI B p U ¢ JOKHBI OBITH PaBHBI
enuHuIle. 3aTeM BBIOUpAETCs YUCIo a > 1, Takoe, 94To

a? mod p = 1. (5.5)
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B pesynprare momy4aem Tpu o0muX mapamerpa — p, ¢ 4 a.
3ameuanue. PaBeHcrBo (5.5) 03Ha4aet, 4TO MPU BO3BEICHUH O B CTE-

IIEHU IO MOAYJIO p MOKa3aTeJI MPUBOAATCA IO MOAYIIO ¢, T.C. CLb mod p =

a?™°d 4 mod p (MBI yiKe TIPOBOAMIH 0GOCHOBAHHE TONOOHOTO (EHOMEHA IPH
nokazarenbcTBe yrepkaeHus 2.10 ma ctp. 35). Takoe mpuBeacHHe OyAeT Io-
CTOSIHHO BBINOJIHATHCS IIPU T€HEpaluy U MpOBEepKe MOJMNCH, B pe3ysIbTaTe uero
IJIMHA T[OKa3aTelell CTENEeHU B PaMKaxX PacCMaTPHBAaEeMOro ajJrOpUTMa HUKOTZAA
He OyzieT npeBbIarh 256 OUT, 4TO YHPOLIAET BHIYHCICHUS.

Jlanee, ka1l IOJIb30BATENb BBIOUPAET CIIy4allHO YUCIIO T, YAOBJIE-
TBOpstoIee HepaBeHCTBY () < x < ¢, U BBIYUCISET

y = a” mod p. (5.6)

Uucno x OyzneT CeKpeTHBIM KIIIOUOM IOJIb30BATENS, @ YUCIO Y — OTKpPbI-
ThIM KitouoM. [Ipenmnomnaraercsi, 4TO OTKPBITHIE KIIIOUM BCEX MOJIb30BATE-
JIeil yKa3bIBaIOTCS B HEKOTOPOM HECEKPETHOM, HO «CEPTUHHUITUPOBAHHOM
CIPaBOYHUKE, KOTOPBIN TOKEH OBITH Y BCEX, KTO COOUpaeTCs MPOBEPSTH
nonnucu. OTMETHM, YTO B HACTOSIIEE BpeMs HAWTH x 1O ¥y MpaKTHYe-
CKU HEBO3MOXKHO IPHU YKa3aHHOM BbILIE JUIMHE MoAyns p. Ha stom stan
BbIOOpA MapaMeTPOB 3aKAaHUMBAETCS, U MBI TOTOBBI K TOMY, YTOOBI (hopMU-
pPOBAaTh U MPOBEPSITH MOAIKUCH.

[Tycts nMeeTcst cooOILeHHe 17, KOTOpoe HEOOXOAMMO moanucarh. [e-
Hepalys MOJAINUCH BBINOJHIETCS CIEAYIOIIUM 00pa3oMm:

1. Beruaucnsiem 3HaveHue xem-QyHKuuu h = h(m) mwis cooOueHus
m, 3HAYEHUE XeHI-PyHKIMH JOJKHO Jiexkarh B mpenenax 0 < h <
q (B poccuiickom Bapuante xemi-¢pynkuus onpenenserca ['OCTom
P34.11-94).

2. ®opmupyem ciyyaitnoe uucno k, 0 < k < q.

3. Beruncnsem r = (ak mod p) mod ¢. Ecnu oka3wiBaeTcs Tak, 4To
r = (0, TO BO3BpalaeMcs K mary 2.

4. Boraucnsiem s = (kh + xr) mod q. Eciiu s = 0, TO Bo3Bpamaemcst
K mary 2.
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5. Tony4aem noamucanHoe coobuienue (m; r, ).
Jly1s pOBEPKHU MOJIMKCH JeaeM CIIeyoIIee.
1. Boruncnsiem xeri-QyHKIUIO st coobtuerust h = h(m).
2. Ilposepsiem BbmoaHeHue HepaBeHCTB 0 < 17 < ¢, 0 < s < q.
3. BomuucnseM u; = s - h~! mod ¢, us = —r - A~ mod q.
4. Beraucnsiem v = (a'y*2 mod p) mod q.
5. TIpoBepsieM BBITIOJIHEHHE PaBEHCTBA U = 7.

Ecnu xoTst OB OlHAa M3 MPOBEPOK Ha miarax 2 U 5 He JaeT HYXHO-
IO pe3yapTara, TO MOJANKCHh CYUTAETCA HENEeHCTBUTENbHON. Ecin ke Bce
IIPOBEPKHU yAAYHbI, TO NOAIUCH CUUTACTCS TIOAJIUHHOM.

YrBep:knenue 5.3. Eciu noonuce k coobujenuro ovina cghopmuposa-
Ha 3aKOHHO, m.e. 0bradamenem CeKpemHo2o Kuoud T, mo v =r.

JJloka3zaTenbCcTBO. 3aNUIIEM CIEIYIONIYIO LIEIOYKY PABEHCTB,
KOTOpasi ClIeAyeT HEIOCPEICTBEHHO U3 OMKCAaHUs MeTo/1a (HATIOMHUM, 4TO
MOKA3aTeNu CTETIEHU MPUBOAATCS 0 MOIYIIO q):

v o= (as}fly_’ﬂ}f1 mod p) mod ¢ =
(a(kth:vr)h_laf:rrh_l mod p) mod g =

_ (ak+mh—1—mh—1 mod p) mod g =

= (ak mod p) mod g = r. o
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3ameuganue. UroObl HaliTH mapamMeTp a, yaoBIeTBopstonuii (5.5), pe-
KOMEHJIyeTCsl HCTIONb30BaTh CleAyonmi MeTo. bepeMm ciyugaiinoe uucio g > 1

1 BBIYUCIACM
a = ¢®P /7 mod p. (5.7)

Ecmu @ > 1, To 31O TO, YTO HaM HyXHO. J{eficTBUTENbHO, HA OCHOBaHUH (5.7) U
TeopeMbl Depma UMeeM

a? mod p = g((I’*l)/q)q mod p = ¢? ' mod p = 1,

T.€. BBIIOJIHAETCS PaBeHCTBO (5.5). Eciu npu Berucienuu mo (5.7) Mbl oxy4aeM
a = 1 (xpaifHe MaJOBEPOATHBIN CITydaii), TO Hy>KHO ITPOCTO B3STh IPYTroe YUCIIO

g.

I[Tpumep 5.2. Boibepem o01Me HECEKPETHBIE TapaMeTPhI
qg=11, p=06q+1=067,
BO3bMeM ¢ = 10 W BBIUHMCIHM
a = 10° mod 67 = 25.
Br10epem cexkpeTHbIH Kitod & = 6 U BBIYUCIUM OTKPBITHIM KIIFOY
y = 25°% mod 67 = 62.

Cdhopmupyem moanuch aist coodmenuss m = baaaab. Ilycte mis xem-
¢yHKImu 3toro coobuienus h(m) = 3. Bo3pMmeM ciyyaiiHo yncio k = 8.
Brruncium

r = (25° mod 67) mod 11 = 24 mod 11 = 2,
s=(8-3+4+6-2)mod 11 =36 mod 11 = 3.

[Tony4yaem nmoamucaHHoe cOOOIICHNE

(baaaab; 2, 3).
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Terneps BBINOIHUM MPOBEPKY noanucu. Eciau coodiieHne He u3MeHe-
HO, T0 h = 3. Beruncium

R~ =37 mod 11 = 4,
uy =3-4mod 11 =1,
Uy = —2-4mod 11 = —8 mod 11 = 3,
v = (251 - 62% mod 67) mod 11 =
= (25-9 mod 67) mod 11 = 24 mod 11 = 2.

MBsI BUAMM, YTO ¥ = 7, 3HAYUT MOAIUCH BEPHA. O

Tenepb OCTAaHOBUMCS Ha OTIUYHSIX aMEPUKAHCKOTO CTaHAapTa OT pOC-
cuiickoro. OHU CBOAATCSA K CIIEAYIOLIEMY.

1. Jnuna uucna g Gepercst paBHoit 160 OuUr.
2. B xauectBe xeur-pyHkuuu ucnonssyercs anroputm SHA-1.

3. Ilpu renepanuu noAnucy Ha mare 4 mapaMmeTrp S BBIUHUCISIETCS IO
dopmyne s = k1 (h + xr) mod q.

4. Ilpu npoBepke MOAIUCH Ha IIare 3 1y U Ug BBIUUCISIOTCS 1O (op-
mynaM u; = h-s ' mod ¢, us = - s mod gq.

C yuyeToM 3TUX OTIAMYMN HETPYAHO IMepemnucarb BCIO CXEMY IOJIMNKHCH B
«aMEpHKaHCKOM» CcThII€. Jl0Ka3aTeIbCTBO KOPPEKTHOCTH aJITOPUTMA IIPO-
BOJIUTCSI COBEPLICHHO aHAJIOTUYHO.
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3amaum ¥ ynpakHeHus

Bo Bcex 3amavax Oyaem mpenronaratb, 4To h(m) = m mis Bcex
3HAYEHUH M.

5.1. TMoctpouts moanuck RSA mis cooOmieHuss m Mpu CISTYIOMUX
napameTpax IoJIb30BaTells:

P=5Q=11,¢=27T,m=7,
0. P=5,0Q=13,c=29, m=10,
B. P=7,Q=11,c¢=43, m =5,
r. P=7,0Q=13,¢c=29, m=15,
n P=3,Q=11,c=7, m = 24.

CM. oTBeT.

5.2. Jlns yka3aHHHBIX OTKPBITBIX KJIO4EH mosib3oBarens RSA mpose-
PUTH MOAITUHHOCTD MOAMUCAHHBIX COOOIIECHUI:
a. N =>55,d=3:(7,28), (22,15), (16, 36),
6. N =065,d=5:(6,42), (10,30), (6,41),
B. N=177,d="7:(13,41), (11,28), (5,26),
r. N=91,d=05:(1571), (11,46), (16,74),
n. N =33, d=3:(10,14), (24,18), (17,8).

CM. oTBeT.

5.3. Coobmiectso nons3oBareineii [OCTa P34.10-94 umerot o01iue ma-
pametpel ¢ = 11, p = 67, a = 25. BpIYMCINTD OTKPBITHINA KIHOU
(y) ¥ MOCTPOUTH MOANMUCH ISl COOOIIEHUS 1M TIPH CIEAYIOIINX
CEKpETHBIX MapaMeTpax:



3azaun U ynpaxxHeHUs 115

r =2, h=m=6,k=7,

I x=9, h=m=7,k=5
CM. OTBeT.

5.4. JIns yka3aHHHBIX OTKPBITHIX Kiroue (i) momb3oBareneit [[OCTa
P34.10-94 ¢ obmmmu mapamerpamu ¢ = 11, p = 67, a = 25
MPOBEPUTH MOATUHHOCTD MOIMUCAHHBIX COOOIICHHIA:

a. y=14: (10:4,5), (10:7,5), (10;3,8),
6. y=24: (135> <143),<1, 5),
B. y=40: (7;7,4), (7:9,2), (5:9,2),
r oy =22:(6;9,5), (8;8,3), (T;4,1),
1.y = 64: (1073> <771o>,<8 5).

CM. oTBeT.
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PaccMmoTpeHHbIe B IpeIbIIyIINX [TIaBaX KPUITOTrpaduyecKkue MEeToAb! va-
CTO MCIIOJIb3YIOTCS B KAU€CTBE MHCTPYMEHTOB JUIsl PELLIEHUS IPYTHX IpaK-
TUYECKHU BaXXHBIX 33/1a4. COBpeMeHHas KpUITorpadus mo3Bosser pemarb
po0IeMBbl, KOTOpPBIE paHEe CYUTAINUCH B IPUHIIMIIE Hepa3pelnMbIMu. [Ipu-
YeM B HaCTOsIlee BpeMsi MHOTHE TaKhe BO3MOXKHOCTH KpUNTorpaguu uc-
MIOJIb3YIOTCSl B PEAJIBHBIX KOMIIBIOTEPHBIX CUCTEMax. JTO U 3aKIHOUEHUE
KOMMEpPUYECKUX CHEJIOK B PEXKHUME YIaJC€HHOIO B3aMMOJIEHCTBUS y4aCTHU-
KOB, U OCYIIECTBJICHHE JCHEXKHBIX PAaCUeTOB IO CETH, U MPOBEJICHUE BbI-
OOpOB 0 KOMIIBIOTEPHBIM CETSM, U MHOroe apyroe. Merozpsl pereHus
NOAO0OHBIX 3314 OOBIYHO OMMCHIBAIOTCS B ()OPME TAaK HA3bIBAEMBIX KPHUII-
TorpauuecKux MpoToKonoB. HekoTopble n3 HUX OyayT MpeICTaBiICHBI B
9TOM IVIaBE.

OOpaTyM BHUMaHUE YUTATENsl HA TO, YTO KPUNITOrpapUUECKUe anro-
PUTMBI HE TIPOCTO MPEAOCTABISIOT HOBbIE BO3MOXHOCTHU TMOJIH30BATEIIO
(HanpuMmep, He HY>KHO XOJUTh B OaHK, MOXKHO IPOM3BECTH BCE HEOOXOIU-
MBI€ OIIE€palM CO CBOETO JOMAILHETO KOMIIbIOTEpa). BakHO TO, 4TO OHM
COCOOHBI 00ECTIEUNBaTh HAZECKHOCTh 3HAYUTEIBHO 00JIee BHICOKYIO, YeEM
TpaJAuLMOHHbIE MexaHU3Mbl. Hampumep, eciiu OyMaxHyt0 OaHKHOTY MOX-
HO MOJIeNIaTh, U CIIy4au MOIeJI0K BeCbMa MHOTOUHCIIEHHBI, TO 3JIEKTPOH-
HYI0 OaHKHOTY, CO3JIaHHYIO TP MOMOIIU KpUIITOrpaduuecKux METO/O0B,
MOJ/IeNIaTh MPAKTHYECKH HEBO3MOXKHO.
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6.1. Jloka3arenbCTBa C HYJIeBbIM 3HAHMEM

PaccmoTpum  cienyronryro 3ajady, BO3HHUKAIOIIYI0O B  HEKOTOPBIX
Kpunrorpadpuiyeckux npuiaoxeHusx. CHoBa ydacTBytoT Anuca u bo6. Anu-
ca 3HaeT pelleHue HEKOTOPOU CIIOKHOM 3a/1auu, OHa X04eT yoenuTh boba
B 9TOM, OJTHAaKO Tak, 4ToObl boO He y3Hanm camoro pemieHus 3amaqn. T.e.
B pe3yibTare bob nomkeH yOenuTbes B TOM, YTO AJMca 3HAeT pelIeHue,
HO HE JIOJDKEH Y3HaTh 4TO-HUOYIb O caMoM pelieHud. Ha nepBsbiii B3msA
cama 3ajaya Kaxetcs abCypIHOH, a BO3MOXHOCTb €€ pereHus — (anTa-
ctuueckoit! Iy TOro 4To0bl JIydlle IOHATh CUTYAIHI0, PACCMOTPHUM CITy-
yaif u3 xu3Hu nuparoB. [lycTs, HanpuMep, Annca 3HaeT KapTy OCTpPOBa,
r7ie crpsTaH kiaja, a bod — kanuTan kopabiisi, KOTOPbIl MOJKET TOCTaBUTh
ee Ha OCTpOB. AJMca XO4eT JI0Ka3aTh, YTO KapTa y Hee eCTh, He MOKa3bl-
Bas ee boOy (nnaue bob6 oboiinercs 6e3 AUCHI, U BeCh Kiaj JOCTAaHETCS
emy).

Taxast e 3ajja4a akTyajibHa JUIsl KOMIIBIOTEPHBIX CETEH B TeX Cyvasx,
korna boO (cepBep iy KOHTpOJUIEP IOMEHA) TOJKEH IPUHATH PELICHHUE O
nonycke AnUchl K HHGOpPMaLUK, XpaHsIeics B ceTH, HO IpU 3ToM Asuca
HE X0YeT, YTOOBI KTO-1100, MPOCTYIIMBAIOLINNA KaHaJ epeaadn JaHHbIX U
caM cepBep, IOyl Kakue-1100 3HaHus o ee naposie. T.e. boO nonyyaer
«HYJIEBOE 3HaHHUE» O Mapoie (WK KapTe) AJHMCHI, HO YBEPEH, UTO y AJTUCHI
Takoi mapoib (WJIn KapTa) ecThb.

Wrak, Hama 3ajjaqya — HOCTPOUTH NMPOTOKON «J10Ka3aTelbCcTBa C Hy-
JIeBBIM 3HaHHEM». [Ipu 3TOM MBI CUMTAaeM, YTO KaKJbI M3 y4aCTHHUKOB
MOXET BECTH «HEYECTHYIO» UTPY U MBITaTbcd OOMaHyTh JIPYToOro.

B kauyecTBe CI0XKHOM 3a1a4M, peLIeHUE KOTOPO U3BECTHO AKCE, MBI
paccMOTpUM 3a7ady HaxOKJIEHHUs raMUJIBTOHOBA 1MKiIa B rpage. Otme-
THUM, 4TO 3Ta 3aja4a NP-monHas. Mbl He npuBoauM (hopMaIbHOTO Orpe-
neneHus NP-omHOTBI, KOTOpoe MOXeT ObITh HaleHo, Hanpumep, B [1].
JUis unTaTens, He 3HaAKOMOTO C 3TUM OIPENEIECHUEM, OTMETUM TOJIBKO, YTO
NP-nonHoTa 3a1aun He(pOpMaIbHO 03HAYAET, YTO BPEMs PEIICHUS 3a/1aun
pacTeT SKCIOHEHLHUAIbHO C POCTOM pa3zMmepa 3ajadu (00beMa HCXOTHBIX
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JTAHHBIX ).

33)13'{3 0 HAXO0KACHHUH TraMHJIbTOHOBA IIUKJIA B rpa(])e

PaccmarpuBaemasi B JaHHOM paszzesie 3ajaya He MPOCTO MPEeIOCTaBIsSeT
HaM BO3MO)KHOCTB OIIMCAaTh OJIHY CXEMY IOCTPOEHHUsS IIPOTOKOJa JoKa3a-
TENbCTBA C HYJIEBBIM 3HAaHHUEM, HO U UMEET BaKHOE TEOPETUYECKOE 3Ha-
yenue. bimrom (Manuel Blum) mokasan, 4to, BeIpaxasice He(hOpMalbHO,
1r000€ MaTeMaTHYECKOE YTBEPKIEHHE MOXKET ObITh ITPEJCTABICHO B BUJE
rpada, IpuyeM J0Ka3aTeabCTBO ITOIO0 YTBEP)KIEHUS COOTBETCTBYET ra-
MWJIBTOHOBY LIUKITY B 3TOM rpade (cM., Hanpumep, [26]). [TorTromy Haiu-
que MPOTOKOJIA JTOKA3aTeIbCTBA C HYJIEBBIM 3HAHUEM JJIi FaMHJIBTOHOBA
LMKJIAa O3HAYaeT, YTO J0KAa3aTelbCTBO JIFOOOT0 MareMaTHuecKoro yTBep-
AKJIEHHSI MOXKET OBbITh NMPEJCTABICHO B (popMe NOKA3aTeIbCTBA C HYJIEBBIM
3HAHHUEM.

Omnpenenenune 6.1. /amunomonosvim yuxkiom B rpade Ha3bIBACTCS
HENPEPBIBHBIN MyTh, MPOXOASIIUN Yepe3 BCEe BEPIIMHBI rpada poBHO IO
OIHOMY pa3y.

I[Tpumep 6.1. Paccmorpum rpad, n3obpaxkeHHbIi Ha puc. 6.1.

[TyTh, mpoxomsALIUi TTOCIEIOBATEILHO Yepe3 BEepIIUHbI §, 2, 4, 6, 3,
5,7, 1, nmpencrapnsieT coO0M raMUJIBTOHOB UKL [|eliCTBUTETHHO, B 3TOM
MYTH CONEPKATCS BCE BEPUIMHBI Ipada, U KaXkaas BEpIIMHA MOCEIACTCS
TONBKO OJIMH Pa3. O

ScHo, uto ecnu B rpadpe G ¢ n BepUIMHAMHU FaMHUIBTOHOB LUK CY-
LIECTBYET, TO IIPX HEKOTOPOM HyMepaluy BEPIIUH OH MPOMUIET TOYHO Ye-
pe3 BEpUIMHBI C MOCJIEI0BAaTEIbHBIMA HOMepaMu 1,2, 3, ... n. [loaTomy
myTeM nepebopa Bcex BO3MOXKHBIX HyMepalMii BEpIIMH Mbl 00s3aTelb-
HO HailleM raMuiabTOHOB IUKJI. HO KOMMYEeCcTBO BO3MOMKHBIX HyMEpPALMiA
paBHO n!, W MO3TOMY yXKe NPH YMEPEHHO OONBIIUX 7, HApUMEp, MpU
n = 100, Takoi OAXOX CTAHOBUTCS IPAKTUYECKU HEpealIu3yeMbIM. [lo-
Ka3aHo, YTO 33/1a4a HaXOXJ/IEHUs TaMUIBTOHOBA LIMKJIA B rpade sBisieTcs
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Puc. 6.1. I'pad ¢ ramunsroHOBEIM TTHKIOM (8, 2,4, 6,3, 5,7, 1)

NP-nonHo#. MBI yKe TOBOpHIIN KpaTko o MoHsATHH NP-noroTel. Hedop-
ManbHO, NP-nonHoTa paccmampueaemoti 3a1auv 03Ha4aeT, 4To IS €€ pe-
LICHUSI HE CYHIECTBYIOT (TOYHEE, HEM3BECTHBI) AJITOPUTMBI CYIIECTBEHHO
0osee OBICTpBIC, UeM YKa3aHHBIA METOJ mepedopa.

Hameit 3amaueli OyzeT moCTpOCHHE KPHUMNTOTPaGUUEeCcKOro MPOTOKO-
Ja, ¢ MOMOUIBIO KOTOporo Ajmuca OyaeT Aoka3biBaTh boOy, 4To oHA 3HAET
raMHJIBTOHOB IIMKJI B HEKOTOpoM rpade G Tak, 4ToObl boO He momyuun
HUKaKUX 3HAHUWA O caMOM JTOM Iukie. MHpIMu crnoBamu, Anmca Oyaer
npenoctaBiATh boOy /0Ka3arenbCTBO ¢ HyJAeBbIM 3HaHMEM. Ele pas Ha-
MIOMHUM YHUTAaTENI0, YTO «HYJIEBOE 3HAHHE» O3HAYAET, YTO HE3aBUCHUMO OT
qyciia peanu3aluil MpoToKoiia AoKaszarenbcTBa boO Oyner pacmonaraTb
TOYHO TaKMMH K€ CBEICHHUSIMH O FaMHJIBTOHOBOM IUKJIE, KAKUE OH MOT
OBl MOJTyYUTh, IPOCTO U3yYas MpeICTaBIeHHbIN eMy rpad G.

Wrak, momyctum, 9To ANMca 3HA€T TaMWJIBTOHOB UK B rpade G.
Tereps OHAa MOXET 3TO JI0Ka3biBaTh boOy u Bcem, kTo mMeeT rpad G, ¢
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MIOMOIIBIO OTMCHIBAEMOTO HIKE MPOTOKONIA. AJTHCa MOXKET HCITOIh30BaTh
3TO JJ0Ka3aTeNbCTBO, HApUMep, A UICHTU(DUKALUU CBOEH JTMYHOCTH.
Ho mpexne ueM Mbl mepeiieM K OMMCAHUIO MPOTOKOJIA, TOTOBOPUMCS O
HEKOTOPBIX 0003HAYEHUSIX.

Ms1 Oynem o6o3Hadats rpadsl OykBamu G, H, F', moHMMAas 1O STHM
OIHOBPEMEHHO COOTBETCTBYIOIINE MATPHUIIBI CMEKHOCTH. DIIEMEHT MaT-
punsl H;; = 1, ecnn B rpade H ecTb peOpo, COCANHAIONIEE BEPLIIMHBI ¢
u j; H;; = 0 B mpotuBHOM ciy4ae. CumBoioM || GyaeM 0603HaYaTh KOH-
KaTeHAIMIO (CLEIUICHUE) ABYX YHUCEll, TOYHEee, JBOUYHBIX CJIOB, UM COOT-
BeTCTBYIOIMX. HaMm moHamoOuTcst mmdp ¢ OTKPBITHIM KiIto4oM. Booobie
TOBOPSI, 3TO MOXKET OBITh JI000M mudp, HO AL ONpPENeICHHOCTH OyaemM
ucnonb3oBath mudp RSA (pa3a. 2.6). Bynem cuurars, uto Anuca cdop-
mupoBana cucteMy RSA ¢ orkpeiteiMu mapamerpamu N u d. Baxso,
4TO 3alM(POBAHHBIE B 3TON CUCTEME COOOILEHHSI MOXKET pacuIndpoBaTh
TOJIBKO Ajuca U O0JbllEe HUKTO.

[TpoToKoN MOKa3aTeNbCTBA COCTOMT U3 CIEAYIOUIMX YETHIPEX IIaroB
(mosicHeHust OylyT 1aHbl HUXKE).

Iar 1. Anuca ctpout rpad H, SBISIFONIUICS KOMHUEHW HMCXOIHOTO Tpa-
¢da G, rae y Bcex BEpILUH HOBBIE, CIy4aiiHO BBHIOpaHHBIE HOMEpA.
Ha si3pike Teopuu rpadoB roBopst, uro H umsomopden G. UnbI-
MU cJ0BaMH, [ moiy4aercst yTeM HEKOTOpOW MepecTaHOBKHU Bep-
mmH B rpade G (¢ coxpaHeHUEeM CBS3EH MEXITy BepIIMHAMH). AJTH-
ca KogupyeT Marpuily [, IpunuceiBas K epBOHAYAIbHO COAEpIKa-
IIMMCSl B HEH HYJIIM U €AMHMIAM CIydYaiHblE YHCIIA 7;; TI0 CXEME
H;; = ;5| Hy;. 3atem ona mmdpyer DIIEMEHTBI MATPHUIIBI H, nony-
yas 3amudpoBaHHyto MaTpuny [, Fi; = Hflj mod N. Marpuny F'
Anuca nepenaet boOy.

Hlar 2. bo6, momyunB 3amudpoBanusblii rpad F', 3amaer Anuce oauH U3
JIBYX BOITPOCOB.

1. KakoB raMuisTOHOB 1K Juist Tpada H ?
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2. JletictButenbHo i rpad H m3omopden G?
Ilar 3. Anuca oTBe4aeT Ha COOTBETCTBYIOIIHI Borpoc boba.

1. Ona pacumdpoBsiBaet B F' pedpa, 00pa3yroiirne raMuiIbTOHOB
LUKIT.

2. Ona pacmmdpoBbiBaeT F' MOTHOCTBIO ((haKTHUECKH Mepeaa-
et boOy rpad H ) u mpeabsBisieT nepecTaHOBKH, C TIOMOIIBIO
KoTopbIX rpad H Obu1 nomydeH u3 rpada G.

lar 4. IlonyuuB orBer, boO mpoBepsieT MpaBUIBLHOCTh PACHIM(POBKH
MyTEM MOBTOPHOTO IU(POBAHUS U CpaBHEHUs ¢ F' u yOexmaercs
nu00 B TOM, YTO MOKa3aHHBIC pedpa ACHCTBUTEIHHO 00pa3yloT Ta-
MWJIBTOHOB IIMKJI, THOO B TOM, YTO MPEAbSBICHHBIC TIEPECTAHOBKU
neicTBuTeNbHO niepeBoasT rpad G B rpad H.

Becb nporokon noBropsiercs ¢ pas.
OO6cynum BHayase KpaTKo HECKOJIBKO BOIIPOCOB IO MOCTPOEHUIO MPO-
TOKOJIA.

1. 3auem Anuca crpout uzomopdusiii rpad? Eciau Ob1 oHa 3TOTO HE
nenaina, To bo0, MoyyuB OTBET Ha CBOW BOIIPOC HOMEP OJIMH, y3HAI
Obl TAMUIIBTOHOB LUK B rpade G .

2. 3aueM Anmca xomgupyeT marpuity H? C 3TUM NpUEMOM MBI yKe
BCTpeyalIuch Npu mudpoBaHuU IIBETOB BepiiuH rpada. Jlemo B Tom,
9YTO HEBO3MOXKHO 3amM(poBaTh HEMOCPEICTBEHHO HYIU U CIUHH-
bl (c momoeto mudppa RSA onu Boobmie He mudpyrores). Jaxe
€CJIM 3aMEHUTh UX Ha KaKHe-TO MPOW3BOJBHBIC unciaa a u b, TO
MBI MOJIyYMM BCETO JIBa pa3iuyHbIX mmudporekcta, 1 boOy He co-
CTaBUT TPy/Ja MOHATH, KAKOW U3 HUX KAKOMY YHCIY COOTBETCTBYET.
T.e. ctpykrypa rpada He OyIeT CKphITa. 31eCh MBI CTAJIIKHBAEMCS
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C TUIIMYHOM cUTyalueH, Korjaa TpeOyeTcsl UCIONb30BaTh TaK Ha3bl-
BaeMbIi paH0MU3HPOBaHHBIN mmdp. Y Takoi mmdp cTpoutes my-
TeM J00aBJeHUs CIy4yailHbIX uncen B Marpuily H mepen mmdpo-
BaHHEM. 3aKONMPOBAHHAS MaTpuia [ TOYHO Takxke 3amacT rpad
(HEYETHOCTH YMClIa O3HaYaeT HaJIU4YUe pedpa, Y4ETHOCTh — €ro OT-
cyTcTBHE), HO noce mudposanus H crpykTypa rpada moaHoCThIO
CKpBIBaeTCs (MBI UCIIOJIb3yeM M3BECTHOE CBOMCTBO mudpa RSA —
OH TIOJTHOCTBIO CKPBIBAET YETHOCTH YKciia [22]).

3. 3auem bo6 3amaer nBa Bompoca? Eciu Obl OH 3a7aBaj TOJBKO BO-
IPOC HOMEP OMH, KOTOPBIH 110 CMBICITY TPOTOKOJIA SBISETCS OCHOB-
HBIM, TO AJHca, He 3Hasl B ACHCTBUTEIHHOCTH TaMUJIBTOHOBA ITUKJIA
B rpade GG, morna Obl peabsaBuTh boOy coBcem npyroi rpad c ta-
KM € KOJIMYE€CTBOM BEPIINH M HCKYCTBEHHO 3aJI0KCHHBIM B HETO
raMuIbTOHOBBIM IUKJIOM. [TosTomMy Bo6 mHorma mpocut Anucy ao-
kazaTh uzomop¢usm rpados H u G. BaxHo, uto Anuca He 3HaeT
3apaHee, KaKkoil U3 JByX BOMpPOCOB 3a1acT boo.

4. Tlouemy bo6 He MOkeT 3amaTh cpasy ABYX BompocoB? B atom ciy-
Yyae OH y3HaJI Obl TAMWJIBTOHOB IMKI B (7, TaK Kak eMy ObUT ObI
MOKa3aH raMUJIBTOHOB LIUKI B H u mpaBumiio nepexona ot H k G.

5. 3auem bo6 mposepsieT npaBmIbHOCTH paciiudpoBku? Eciau 661 0H
3TOTO HE Jiejall, TO AJica Ha YETBEPTOM IIare Moria Obl penocTa-
BUTh €My «BBITOJHYIO» i ce0st mHpopMalnio, a He Ty, KOTOPYIO
OHAa TIOChIJIaJIa eMy Ha BTOPOM IIare.

bonee TOYHO OCHOBHBIE J1eTalld MPOTOKOIa OOOCHOBBIBAIOTCS B XOZ€
JIOKa3aTeNbCTBA ABYX OCHOBHBIX YTBEPKICHUN.

Yr1Bepxnenue 6.1. Beposmnocms obmana npu t peanuzayusx npo-
moxona ne npesocxooum 2",
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JlokaszaTtenbcTBo. BHayane nokaxem, 4To BEpOSTHOCTH OOMa-
Ha B OJIHOW peaju3alliy MpoToKoja paBHa 1/2. 3ameTum, 4to eciau Amnuca
NeWCTBUTEIBHO 3HAET raMMJIBTOHOB IIMKJI B rpade G, TO OHa MOXET Ipa-
BIWJIBHO OTBETUTH Ha JIt000# Bornpoc boba. Ecnu sxe oHa He 3HaeT raMuiib-
TOHOB IIUKJI, TO camoe OoJjbllee, YTO OHa MOXET CeNarh, — 3TO IMOJI-
TOTOBUTBCS K OTBETY Ha MepBbIil InOO Ha BTOpol Bompoc. B oxunanun
IIEpPBOrO BOIIPOCA, OHA CO3JAET HOBBIA Ipad) C MCKYCCTBEHHO 3aJI0XKEH-
HBIM B HErO raMWJIBTOHOBBIM LIMKJIOM. HO B 3TOM ciiyyae oHa HE CMOXKET
J0Ka3aTh ero uzoMop¢usm rpady G. B oxugaHuu BTOpOro Bompoca, oHa
crpout rpad, msomopdusiii rpagy G. Ho B 3TOM ciydae oHa HE CMO-
KET TOKa3aTh B HEM IaMWJIbTOHOB IUKJI. TakuMm oOpa3oM, BEpOSTHOCTb
YCHEIHOCTH 0OMaHa paBHa BEPOSITHOCTH YraJbIBaHHsI HOMEpa BOMpOcCa.
B npeanonoxenuu, yto bo6 3anaer o0a Bompoca ¢ OJUHAKOBBIMH BEpO-
ATHOCTSIMH, MBI I10JTy4aeM, YTO BEpOSATHOCTh oOMaHa paBHa 1/2.

Tak xax boO mpekpaiaer urpy npu NepBOM Ke HENPaBUILHOM OTBE-
T€, BEPOSATHOCTb OOMaHa Mpu ¢ peann3alusix IpoTOKojIa HE IPEBOCXOIUT

(1/2)". O

YrBep:knenue 6.2. /Ipeocmasnennviii npomoKon peanuzyem 00Ka3d-
MeNbCMBO ¢ HYe8bIM 3HAHUEM.

JokaszatenbcTBo. UroOsl qokazark, uto bobO He Mony4yaeT HU-
KaK{X 3HAHUW B XO/I€ peasu3alliy MPOTOKOJIA, TOCTATOUYHO MOKa3aTh, YTO
BCE, UYTO OH IOJyYaeT OT AJIUCHI, OH MOT OBI IOJyYUTh CaM, HE BCTYIIAs C
Hell HU B Kakoe OOIleHue.

PaccmoTpum BHawane BTopoit Borpoc boba. B oTBeT Ha 3TOT Bompoc
OH momy4aer rpa¢, uzomop¢usii rpagy G. Ho oH cam Mor cTpouTh
CKOJIBKO YTOTHO M30MOP(]HBIX rpadoB, U TO, YTO MPUCHUIAET eMy AJH-
ca, 9TO MPOCTO OAWH U3 HUX.

Cityyaii ¢ mepBbIM BOIIPOCOM HE CTOJIb OUYE€BUJEH. B OTBET Ha nepBbIi
Borpoc bo0 monyyaeT raMumIBTOHOB MUK B Tpade, uzomophHoM Trpady
GG. Ha mepBblIif B3MJISAZ MOXKET IOKA3aThCsi, YTO 3TO JaeT boOy kakyro-To



I'maBa 6. Kpunrorpadpuueckue npoTOKOIbI 124

nHpopmarmio. OJHAKO 3TO HE TaK. 3aMETUM, 4TO eclii B (G €CTh TaMHITb-
TOHOB IMKJI, TO IPU HEKOTOPOWH HyMEpalUH BEpUIMH CYLIECTBYET H30-
MopdHBIH Tpad, KOTOPHIH 3a/1aeTCs MaTPULIEH CMEKHOCTH BUIa

x % 1 *
. R (6.1)
* 1
1 *

IJ€ * O3HAyaeT HEOIPE/EJICHHOCTh B HAJIMYUU WM OTCYTCTBHM pelpa.
T.e. mpu Takoi HyMepaluy raMUJIBTOHOB IUKJ IPOXOAMT Yepe3 BEpILIU-
HBI B MTOPSAJIKE BO3pacTaHusi HoMepoB. M3Mensis Hymepanuio Bepiint, boo
MOKeT monydath u3 (6.1) BceBo3MoxHBIE 30MOpdHBIE MaTpHIlbl. Korga
Anuca, oTBeuasi Ha €ro NepBbIi BONPOC, OTKPHIBAET raMUJIBTOHOB ITUKII,
bo6 BuaMT Kak pa3 OAHY U3 TAKUX MaTpPHLL.

Taxum oOpazom, bo6 He momyyaeT oT AUCHl HUKAaKOM MH(pOpMaIHH,
KOTOPYIO OH HE MOT OBl MOJIYYUTh CaM. ad

PaccmoTpum nmpumMep, WILTIOCTPUPYIOMIUNA BCE OCHOBHBIE 3TAIlbl OIH-
CaHHOTO MPOTOKOJIA.

I[Ipumep 6.2. Bo3pmem B kauecTBe ocHOBHOTrO rpad G, uzobpa-
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JKEHHBIN Ha puc. 6.1. Ero marpuia cMeXHOCTH UMEET BH]L

=W N

—[=lr oo~ oo~

OOHOOOHOu
»—*HOOOHOOU‘
ooooH»—o»—na
OOOHOP—‘OH\l
ooo»—ncao»—nHoo

Hooo»ap—noow
O»—H»—*oo»—*»—tw

o N o w

B marpune ¢ momomnisio | - | moka3aH raMHIBTOHOB ITUKIL. AJFcCa BEIOHpPAET
HEKOTOPYIO CIyYallHyH0 HyMepaluio BEepIlIUH, CKaxeMm, 7, 4, 5, 3, 1, 2, &,
6, 1 moy4yaeT u3oMopdHbIi rpad

T 4 5 3 1 2 8 6

;0 0 1 1 [1] 0 0 0
, 0 0 0. 0 0 1 0 [1]
s 1] o o 1.0 0 1 0
H=|3 1 0 [1] 0o 1 1 0 1
10 0 1 0 0 [1] 1
, 0 [1] o 1.0 0 1 0
s 00 1 0 1 [1] 0 o0
6 0 1 0 [1] 1. 0 0 0

Jlns mudpoBaHus MaTpuLbl OyaeM Ucnoib3oBaTh cucteMy RSA ¢ napa-
metpamu N = 55, d = 3. Buauane 3akoqupyem marpuily H . B pamkax
JAHHOTO IpUMepa MPOCTO MPUIHILIEM CIIEBA K KAXKIOMY 3JIEMEHTY MaTpH-
(bl BBIOMpPAEMyIO CIly4ailHO C paBHBIMU BEPOSTHOCTIMM LU(DPY W3 MHO-
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xectBa {1,2,3,4,5}:

50 20 11 31 21 40 20 10
40 30 50 20 10 41 50 21
41 30 50 11 30 20 51 40
11 10 41 30 51 41 30 21
31 20 40 11 50 10 41 31
50 41 20 21 40 10 21 50
40 30 31 50 41 21 30 40
20 41 10 51 41 20 30 40

unf
I

Teneps MbI mubpyeM Matpuity H , BO3BOIS KaskIbIi e YIeMEHT B Ky6 110
Monyio 55:

40 25 11 36 21 35 25 10
35 50 40 25 10 06 40 21
06 50 40 11 50 25 46 35
11 10 06 50 46 06 50 21
36 25 35 11 40 10 06 36
40 06 25 21 35 10 21 40
35 50 36 40 06 21 50 35
25 06 10 46 06 25 50 35

(ITpu BHUMaTETLHOM MIPOCMOTPE MATPUIBI /' MOXKET IOKa3aTbes, YTO MC-
MOJIb30BaHHBINA HAMH MUQP MJI0X0 CKPBIBAET UCXOIHYIO MaTpuiy H . O1o
OOBSICHSIETCS TEM, UTO, BO-TIEPBBIX, MOIYJb 55 CIUIIKOM MaJl 1, BO-BTOPBIX,
B MaTpUIIE H MHOTO 4HceI, He B3aUMHO MPOCTHIX ¢ MoayJieM. Jliist peab-
HbIX cucteM RSA, rne N — GonbIlioe Yucio, Takas CUTyalus pakTuye-
CKH MCKJTFOUCHA. )

bo6 momywaer matpuity F' u 3amaeT ogMH U3 ABYX BOmpocoB. Ecmu
OH TIPOCHT J0Ka3zaTh n3oMopdusM rpados, To Annca MpoCcTo MOCHIIAET
€My KOJHUPOBaHHYIO MaTpHILly H u WCIIOJIb30BAHHYIO HyMmepaluio 7, 4,
5,3, 1,2, 8, 6. bob mpoBepsieT COOTBETCTBHE ManHublf? marpuie F,



I'maBa 6. Kpunrorpadpuueckue npoTOKOIbI 127

T.e.BBIMONHEHKE paBeHcTB 50° mod 55 = 40, 20° mod 55 = 25 u T.1. U3
marpunsl H Bo6 nomyugaer rpad H (Ipocto OTGPOCHB CTAPIIYIO AeCs-
TUYHYIO IIUQpY). 3aTeM OH mepecTaBisieT BepiuHbl rpadga (G B cOOTBET-
CTBHMH C MOJTYYEHHOW HyMepalue, Kak 3To Jenana Anuca, 1 yoexaaercs
B ToM, 4T0 H u G — onuH u TOT %e rpad.

Ecnu Bo6 mpocut nokaszarh eMy raMHIBTOHOB LUK, TO AJIFCa TOCHI-
JIaeT €My COOTBETCTBYIOIIUH CIHUCOK (3aKOAMPOBAaHHBIX) pedep rpada H :
(1, 5, 21), (5, 7, 41), (7, 6, 21), ..., (3, 1, 41). Kaxnplii 21eMeHT conep-
KUT HOMEpPA BEPIINH U Koj pedpa. bob mpoBepsieT cooTBETCTBUE yKa3aH-
HBIX B crucke pebep marpuue F, Hampumep, 21° mod 55 = 21 = Fy 5,
413 mod 55 = 06 = F5 7 u 1.10. 3areM OH yOek1aeTcs, 9TO yKa3aHHBIN B
CIHCKE MYTh MPOXOIUT Yepe3 BCEe BEPIIMHBI Ipada 1mo ogHoMy pazy. [

6.2. DJIeKTPOHHBbIE JCHbIU

Bo MHoOrux crpaHax oM OIJIaYMBAIOT MOKYTKH IIPH TOMOIIY JIEKTPOH-
HBIX KapTOYEeK, 3aKa3blBalOT aBUabuieTsl yepe3 VHTepHeT, MoKynaroT ca-
MbI€ pa3Ho0Opa3Hble TOBaphl B MIHTepHeT-Marasunax. CBeieHus O MOKyTI-
Kax HaKalIMBaIOTCA B Mara3uHax u Oankax. [loaToMy mosiBUiach HOBas
npobnema, MHOTAA Ha3biBaeMas «1mpobnema bonbiioro bparay.

CyTb npo0ieMbl COCTOUT B TOM, YTO HCUYE3aET AHOHUMHOCTD IpOLIeC-
ca IOKYIIKH, T.e. ”HPOpMAIHsl 0 MOKYyIKaX JIF0OOro Ye0BeKa MOXKET CTaTh
M3BECTHON TPETHUM JIMIIAM U HCIIOJIb30BaThCs MPOTUB Hero. Hampumep,
CBEJICHHs O MOKYyIKe Omiiera Ha MOe3]] WM CaMOJIET MOTYT IPECTABIATh
UHTEpeC Ul MPECTYNHUKOB, HHPOpMAIMSI O 3aKylKaX aJKOIOJIbHBIX Ha-
MUTKOB MOJIUTUYECKUM JIEATEIEM MOXKET ObITh UCIIOIb30BaHA IIPOTHUB HETO
€ro MpOTUBHUKAMU U T.[1., U T.IL.

[TosToMy BO3HUKIIA HJiesl pa3paboTaTh TAKUE CXEMBbI AIEKTPOHHBIX I11a-
TEXeH, KOTOpble COXpaHsIN Obl aHOHUMHOCTH MOKYyTIaTelsl B TOH *ke cTe-
NIEHH, YTO W NPU pacueTe HAJMYHBIMHU JIeHbraMH. Takue MpOTOKOJIbI Ha-
3BIBAIOTCS DJIEKTPOHHBIMU WK I poBbIMU JeHbraMu (digital cache), uro
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MOTYEPKUBAET UX OCHOBHOE CBOMCTBO — OHHU O0OECIIEYMBAIOT TY )K€ CTe-
MeHb aHOHMMHOCTH, 4TO U OObIYHbIE AeHbIU. HekoTophie cxeMbl yxKe uc-
MONIB3YIOTCS B peasibHOM *u3Hu. OnuckiBaeMas HIDKE cxema Oblia mpe-
noxena [[. Yaymom (David Chaum), cm. [2, 22].

MBI pacCMOTPHUM JBE IUIOXHE» CXEMBI, a 3aTeM «XOPOIIYI0», YTOOBI
OBLJIO JIeT4e MOHATH CYyTh METO/IA.

Brayane magum Oojiee TOYHYIO MOCTAHOBKY 3amadu. Mmerorcs Tpu
ydacTHHKA: OaHK, MOKyMnareilb U Mara3uH. [lokynaTtens U MarasuH UMeErOT
COOTBETCTBYIOIIME cYeTa B OaHKe, M MOKyMareidb XO04eT KYMUTh HEKOTO-
phIit TOBap B Marasuse. [lokymnka ocyiecTBisieTcs B BUJE TPEXCTYNEHYA-
TOTO Tpoliecca:

1) mokymnarenb CHUMAeT HYKHYIO CYMMY CO CBOETO cueTa B OaHKe;
2) moKynaresb «IepechlacT» ACHbIM B MarasuH;

3) mara3uH coo0miaer 06 ToM B 0aHK, COOTBETCTBYIOIAsl CyMMa JICHET
3auHCISIETCs] HA CYET Maras3uHa, a MOKyTaTesb 3a0upaeT ToBap(Win
MOCJIEHUI eMy JIOCTaBIISIETCS).

Hama niens — pa3paboTtarh Takyro cXemy, 4ToObI
e oHa ObLIa HaJEXKHA;

e uTOOBI OaHK HE 3HaJI, KTO KYyIIMJI TOBap, T.C. ObLIa COXpaHCHa aHO-
HHMHOCTb OOBIYHEIX JCHCT.

OrnuieM nepByIo «IUTOXyr» cxeMy (oHa Oazupyetcs Ha RSA). bank
UMEeT CIIENYIOITY0 WHPOPMAIUIO: CeKpeTHbIC uncina P, (), ¢ u OTKpHI-

ThIE
N = PQ,

d=c ' mod (P—1)(Q—1). (6.2)

JlommycTuM, TIOKYTIATeNlb PEIII U3PACX00BAaTh HEKOTOPYIO 3apaHee Oro-
BOpPEHHYIO ¢ 6aHkoM cymmy (Hampumep, 1008). (MbI cHagana paccMOTpUM
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Clly4aid, KOTJIa MOYKET HCIIOJIb30BaThCs «0aHKHOTA» TOJIBKO OJTHOTO HOMHU-
Hana (ckaxeM, 100$).) [Tokynarenp BrIChIIaeT B OaHK YHCIO 711, KOTOPOE
OyZIeT HOMEpoM OaHKHOTHI (OOBIYHO TpeOyeTcs, 4TOObI TEHEPUPOBAIOCH
Ccity4aifHOe 9MCiIo B poMexyTke [2, N — 1]).

baHk BbIYHCISIET YUCIIO

=n°mod N (6.3)

u popmupyeT 6aHKHOTY (1, S), KOTOPYIO BO3BpAIaeT MOKYIATEIto, Ipe-
JBapuUTeNIbHO yMeHbIUB ero cder Ha 1008. [Tapamerp s B GaHKHOTE —
3TO moANKUCh OaHka. HUKTO HE MOXKET MoJAeNaTh MOAMUCH, TaK KaK YUCIIO
¢ CEKpPEeTHO.

[Mokynarenb npeabsaBIseT OGaHKHOTY (n, S) B MarasuHe, 4TOObI Ky-
OUTH TOBAap. MarasuH OTIPABIsAeT 3Ty OAHKHOTY B OAaHK JUISl TIPOBEPKH.
[Ipexxne Bcero, OaHK MpoBepseT MPABWIBHOCTh MOAMUCU (3TY HMPOBEPKY
MOT OBI c/IenaTh U Mara3uH, UCTIOJIb3Ysl OTKPBITHIE KiTtoun Oanka). Ho kpo-
Me 3TOro OaHK XpaHWUT BCE HOMEpAa BO3BPATUBIIUXCS K HEMY OaHKHOT U
IpoBepsieT, HET JIM Yucia m B 3TOM crnucke. Eciau n ecTb B cnucke, TO
IUIaTeX HE MPUHUMAETCS (KTO-TO MBITAETCS MCIIOIb30BaTh OAHKHOTY TIO-
BTOpPHO), U 0aHK coobmaer o0 3ToM MmarasuHy. Eciu jke Bce MpOBEpKH
MPOIILTH yCIIENIHO, TO OaHk no6asisier 100$ Ha cyet marazuHa, a Mara3uH
OTITyCKaeT TOBap MOKYIATEIIO.

Henocratok 3T0ii cXeMbl — OTCYTCTBYET aHOHUMHOCTb. baHK, a Tak-
e BCE, KTO UIMEET JIOCTYII K OTKPBITHIM JIMHUSAM CBSI3H, MOTYT 3aIlIOMHHUTb,
KaKoOMy ITOKYIIAaTeII0 COOTBETCTBYET YHCIO 7, © TEM CaMbIM BBISICHUTH,
KTO KyTHJI TOBap.

PaccMoTpuM BTOpYIO «IUIOXYIO» CXeMy, KOTOpas yke oOecredn-
BaeT aHOHMMHOCTh. JTa cxeMa 0a3upyeTcsl Ha TaK Ha3bIBaEMOM «CIenoii
TIOZTTHUCHY.

CHoBa nokymnarenb XoueT KynuTh ToBap. OH reHepupyer 4ucio 7,
KOTOPOE TEMeph He Oydem TOChUIATHCS B OaHK. 3aTeM OH TeHEePUPYET CITy-



I'maBa 6. Kpunrorpadpuueckue npoTOKOIbI 130

YaifHOE YHCII0 7, B3AUMHO MPOCcToe ¢ /N, U BBIYUCIISIET YHUCIIO
f = (n-r%) mod N. (6.4)

Uucno N MoOKymnarenb OTIPaBIseT B OaHK.
baHk BRIUHCIISIET YUCIIO

$=n°mod N (6.5)

1 OTIpaBisieT S 00paTHO MmoKynarei o (He 3a0biB mpu 3ToM cHATh 1008 ¢
€ro Cyuera).

[ToKymnareib HAXOAUT YUCIO 71

mod N ¥ BBIYHUCIISIET
s=(5-r"") mod N. (6.6)

3aMeTuM, 4TO C YYETOM COOTHOIIeHuH (6.5), (6.4) u (6.2) umeem

d)c et c,.dc -1

s=n"rt=(n-r)rt=n9%. 7 =nS =n°mod N,

T.€. MBI TIOJTYYMJTU TIOJNUCH O0aHka K 1 (cM. (6.3)), HO caMOro 4ucia n HU
OaHK, HM KTO JTUOO0 JApyroi He Bue. Beraucnenue (6.5) Ha3bIBaeTCS «Cie-
MOH MOAMHUCKHIO», TaK KaK peaabHoe coolIIeHne (1) MOAMUCHIBAIOLINI He
BUJIUT U Y3HATh HE MOXET.

Takum 00pa3zom, MOKyNaTeslb UMEET YUCIO 7, KOTOPOE HUKOMY He
M3BECTHO M HUKOIJIA HE MepeiaBajioch Mo KaHajlaM CBsI3HU, U MOJNUCH OaH-
Ka S, COBIAJAIONIYI0 ¢ BhIYMciIeHHOH 1o (6.3). [Tokynarens popmupyer
OaHKHOTY (n, S) W ICHUCTBYET TaK e, KaK B MEPBOii «ILI0X0i» cxeme. Ho
Teneph HUKTO HE 3HAET, KOMY COOTBETCTBYET 3Ta OAaHKHOTA, T.€. OHA CTala
AHOHMMHOM, Kak 0ObIuHas OyMa)kHasi OaHKHOTA.

JeiicTBus Mara3uHa 1 6aHka 1ociie MpeIbsBICHUS OKynareaeM 0aHk
HOTBI (N, S) HAYEM HE OTIMYAIOTCS OT JCHUCTBHM, OMMCAHHBIX B MEPBOM
cxeme.

[Touemy >xe nmanHas cxema rmioxasi? OHa MMeeT ClenyIOLUN Helo-
CTaTOK: MOXHO C(haOpUKOBaTh (aTBIINBYIO OAHKHOTY, €CITH U3BECTHBI XO-
Ts Obl 1Be Hacrosuue. Jlemaercs 3to Tak. IlyTh 3moymblnuieHHUK (Oyab
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TO TIOKYIIATENb WM MarasiH) HMEET JIBE HACTOSIIHE OAaHKHOTBI (N, S1)
U (ng, sz). Toraa OH JIETKO CMOKET U3TOTOBHUTH (DAJIBIINBYIO GAHKHOTY
(ns3, S3), BBIYUCITHB YHCITA

n3g = nino mod N,

$3 = S1S9 mod .
JlericTBUTENBHO,
ng = (n1ng)® = ning = $152 = s3 mod N, (6.7)

T.€. S3 SIBIIACTCS MPABWIBHOM MOIIUCHIO JUIS N3, U Y OaHKA HET HUKAKUX
OCHOBaHHH, 4TOOBI HE MPUHATH 3Ty (PaTbIIMBYI0 OAHKHOTY (OH MPOCTO HE
CMOXET OTJIUYUTh €€ OT MOUIMHHOM). DTO TaK Ha3bIBAEMOE «MYJIBTUILIH-
KaTUBHOE CBOMCTBO» CUCTEMBI RSA.

OrnunieM, HaKOHEI[, «XOPOIIYIO» CXEMY, B KOTOPOH yCTpaHEHBI BCE
HEIOCTATKY MEePBBIX JIByX. B 0THOM BapraHTE TaKOH CXEMBI HCITONB3YETCS
HEKOTOpasi OJTHOCTOPOHHSIST (DYHKIIHS

f:A{L,...,N} = {1,...,N}

(f BBIMMCHISAETCS JIETKO, @ oOpaTHas K Heil QyHkuus f~1 — oueHb Tpys-
HO). ®yHKIMS f HE CeKpeTHa W M3BECTHA BCeM (TIOKyIaTesto, OaHKy H
MarasuHy).

BaHkHOTa Tenepsb onpeaensieTcs Kak napa uucen (n, Sy), rae

5= (f(n)° mod N,

T.e. MOANMCHIBACTCSI HE N, a 3HadeHue f(n).

[Tokynaresnb reHepupyeT n (HUKOMY €ro He MMOKa3bIBasi), BBIYUCISICT
f(n), moanuceIBaeT B OaHKE MPU MOMOIIH «CICTION MOAMUCIH» Yucio f(n)
u Gopmupyet 6aHKHOTY (n, Sf). DTa GaHKHOTa 00JIaJaeT BCEMU XOPOIIH-
MH CBOMCTBaMHM, Kak U BO BTOPOU CX€Me€, B TO K€ BPEMS MOAIENIATh TAKYIO



I'maBa 6. Kpunrorpadpuueckue npoTOKOIbI 132

OAHKHOTY HEBO3MOYKHO, TAK KaK HEBO3MOYKHO BBIYMCIUTL f 1. Jlns mpo-
BEPKH TOAIKCH (T.€. TOIJIMHHOCTH OAHKHOTBI) HY’KHO BBIYUCIUTD f(n) U
yOeIuThCs, UTO
d _
s¢ mod N = f(n).

3aMeTuM, YTO TIPHU BHIOOPE OJHOCTOPOHHEH (DYHKIIMH HY>KHO IPOSIB-
JNATH 0CTOPOKHOCTH, Hampumep, dpynkmus f(n) = n? mod N, xotopas
JNEUCTBUTEIBHO SIBISIETCS] OMHOCTOPOHHEW, HE TOIUTCS 111 paccCMaTpuBae-
MOTO MPOTOKOJA. UUTaTeNIb MOXKET MPOBEPHUTH, YTO OAHKHOTHI, CO3aHHbIE
C MCIIOJIb30BaHNEM TakoW (DYHKIHH, OyIyT MO-TIPEKHEMY 00JIaAaTh MYlb-
THIUTHKATHBHBIM CBOiicTBOM (6.7). Ha npaktuke B kauectBe f (1) 0ObIYHO
HCIIONIb3YIOTCS KpunTorpadudecue xeu-QyHKIMN, OTTHMChIBAEMbIC B TJIaBE
4.

Bce ocranpHble AeiicTBUs Mara3uHa U 0aHKa OCTAlOTCS TaKUMHU XKe,
KakK M B paHee OMHCAHHBIX CXeMax.

Ectb emie onun, 6osee mpocToi, cnocod 60pbObI ¢ MYyJIBTUILTMKATHB-
HBIM CBOWCTBOM cHucTeMbl RSA — BHeceHue M30BITOYHOCTH B COOOIIe-
Hue. Jlomyctum, uro mmnHa moxyns N — 1024 Guta. Takoi xe MOXET
OBITh U JUTMHA Yncia n. bymeM 3anuceiBaTh (Ciry4aitHO BBIOMpaeMbIii) HO-
Mep OaHKHOTHI TOJIBKO B mutammue 512 6ut n, a B crapmue 512 Out n
3amuIleM HEeKOTOpoe (PUKCHPOBAHHOE YHUCIO. ITO (PUKCUPOBAHHOE YUCIIO
MOXET HECTHU TOJIE3HYI0 HH(OpMaIHIO, TaKyl0, KaK HOMHHAJT OaHKHOTHI U
HauMeHoBaHue OaHKa (C MOMOIIbI0 512 GUT MOXKHO MPEACTABUTH CTPOKY
u3 64 cumBosioB ASCII). Tenepp OaHK Mpu NMPEABSABICHUNA €My OaHKHO-
ThI OyZIeT 00s13aTeNTbHO MPOBEPATH HANM4KE (PUKCHPOBAHHOTO 3arojOBKa B
napaMerpe n ¥ OTBeprarb OAHKHOTY B Cllydae €ro OTCyTCTBUs. Bepost-
HOCTB TOT0, YTO MPU NEPEMHOKEHHUH JBYX YHCEI 110 MOAYIIO [N pe3ysibTaT
COBMaJeT ¢ HUMH B 512 Gutax npeHeOpexxumo mana. [loaTomy nonyuutsb
(danpmmuByr0 6aHKHOTY 110 hopmyrie (6.7) He yaacTcsl.

I[Tpumep 6.3. IlycTh B KauecTBE CEKPETHBIX IMMApaMETPOB OaHKA BbI-
Opanbl yucna P =17, Q = 7, ¢ = 77. COOTBETCTBYIOILINE UM OTKPBITHIC
napamerpsl Oynyr N = 119, d = 5. JIna UCKiIOYeHUS] BO3MOKHOCTH
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MOJAENKHA OAHKHOT MX JOIYCTUMBIMH HOMEpPaMH CUHUTAIOTCS TOJIBKO YHC-
Ja, COCTOSAIIME U3 JIBYX OJMHAKOBBIX JECATHUHBIX LK(p, Hanpumep, 11,
77, 99.

Korga nokymarens XoueT MONXY4YHUTh OAaHKHOTY, OH BHayaje Cirydaii-
HBIM 00pa3oM BBIOMpaeT ee HOMep (U3 YMciIa JomycTUMbIX). [Ipenmoo-
UM, OH BbIOpasl n = 33. 3aTeM OH HaXOJWT cily4yailHOe 4YHCIIO 7, B3a-
umHompoctoe co 119. domyctum, r = 67, ged(67,119) = 1. Hanee,
MOKyIaTeslb BHIUUCIIAET

A = (33-67°) mod 119 = (33 - 16) mod 119 = 52.

MmMenHO yncino 52 oH noceuiaer B OaHK.
bank crnimceiBaeT co cyera nokymareins 100$ u oTnpasiseT eMy 4uciio

§=52" mod 119 = 103.

[okynarens Beucaser v+ = 67! mod 119 = 16 u s = 103 -
16 mod 119 = 101 u mony4aer miaTexecnocoOHy0 OaHKHOTY

(n,s) = (33,101).

DTy GaHKHOTY OH MPHHOCHUT (WMJIU TIOCHUIAET) B MaraswH, YTOOBI KyIHTh
TOBAp.

Mara3uH npenbsBisieT 0aHKHOTY B OaHK. baHk nemaer ciemyromniue
MPOBEPKHU:

1) HOMep GaHKHOTHI (7 = 33) COCTOMUT U3 JIByX OJUHAKOBBIX JECATHY-
HBIX QD (T.€. COnEePKUT TPeOyeMyto N30BITOUHOCTB);

2) paHee GaHKHOTa C TAKUM HOMEPOM HE MPEIbSBIISIACE;

2) nmommuck 6aHKa BepHa, T.e. 33° mod 119 = 101.
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Tak Kak Bce MPOBEPKHU MPOIILTH ycremHo, 6ank 3aguciset 100$ (3to duk-
CHpPOBaHHBI HOMUHAJI OAHKHOTHI) Ha CUET Mara3uHa, O YeM eMy U cO00-
1aet. MarasuH OTITyCKaeT TOBap MOKYIATEIo. O

B 3aBepuienue pazdepem erie a8e MpoOIeMbl, BOSHUKAIOIINE B CBSI3U
C PACCMOTPEHHON CXEMOM AIEKTPOHHBIX JEHET.

B npencrapiieHHOM cXeMe HE3aBUCUMO JICHCTBYIOLIME MOKYATENH WU
Ja’ke OJUH TOKyIaresab, KOTOPbI HE MOMHUT HOMEPOB PaHEE HCIOJIb-
30BaHHBIX UM OAHKHOT, MOTYT CIly4ailHO CT€HepUpOBaTh JABE HIIK Oojee
OAaHKHOTBI C OJMHAKOBHIMH HOMepamu. [lo ycrnoBusiM mporokona OaHK
MpUMET K OIUIaTe€ TOJILKO OJHY M3 TaKkuX OaHKHOT (Ty, KoTopas Oyaer
npeabsBiIeHa nepBoii). OqHako MpUMeM BO BHUMAHHE pa3Mepbl YHUCE, UC-
MOJIb3yeMBIX B MpoToKoJie. Eciam Homep OaHKHOTHI — YHCIIO JTHHOU 512
OUT U MOKyHaTeIl FreHepUPYIOT €ro AEUCTBUTENBHO CIIydallHBIM 00pa3oM,
TO BEPOSATHOCTH MOJYYCHHUS KOT/Ia JINOO JIByX OJMHAKOBBIX HOMEPOB Ipe-
HEOpeKMMO Maja.

Bropas mpoGiema COCTOMT B TOM, YTO B PACCMOTPEHHOM CXEM€ HC-
MIOJIb3YIOTCSI TOJIBKO OAHKHOTBI OHOTO (PUKCHUPOBAHHOTO HOMMHAJA, 4To,
KOHEYHO, HeY/1I00HO Juig okynaress. Pemenne npoGieMbl HCHIOIb30BAHUS
0aHKHOT pa3HOTO HOMHHAJIA BO3MOXKHO CIIEAYIOLUM 00pa3oM. baHk 3aBo-
JUT HECKONBKO map (¢;, d;), obmagaromux cBoicTBoM (6.2), U 0OBSBIISET,
410 d; coorBeTcTBYeT, Hanpumep, 1000 pyo., dy — 500 py6. u 1.1. Korma
MOKYTIaTelb 3alpalliBaeT CJIEMYI0 MOANUCH B OaHKE, OH JOMOJHUTEIBHO
COOOIIaeT, KaKOT0 HOMHUHaNAa OAHKHOTY OH XOYeT MOJIYy4YHUThb. baHK CHH-
MaeT C €ro cuera CyMMY, paBHYIO YKa3aHHOMY HOMHHaIy, U (OpMUpPYET
MOJITUCH, UCTIONB3YSl COOTBETCTBYIOIIEE CEKPETHOE Uncio ¢;. Korma Bmo-
CIIEZICTBUH OaHK IMOJydYaeT MOAMHUCAHHYI0 OAHKHOTY, OH HUCIONb3YeT IS
IIPOBEPKU MOAMMCH 10 ouepenu unucia di, de ¥ T.0. Ecau noanuck okasa-
J1ach BepHa I KaKoro-to d;, TO MpuHUMaeTcsi 0aHKHOTA ¢-T0 HOMHHAJIA.
B ciyuae, korna mapameTp n GaHKHOTBI CONEPKUT (PUKCUPOBAHHBIN 3aro-
JIOBOK C YKa3aHHEM €€ HOMUHaJa, 3aj[a4a MPOBEPKH MOANKCH 00NeryaeTcst
— 0aHK cpa3y HCIONB3YeT HYKHBIN KoY d; .
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6.3. B3aumnas uaeHTH(PUKANMSA C YCTAHOBJICHUEM
KJI04Ya

B nmanHoMm pasnene Mbl paccMOTpUM KpunTorpaduyeckd CTOMKUN Ipo-
TOKOJI, B pe3y/bTare pealu3aliu KoToporo jasa abonenta cetu A u B
B3aUMHO HJCHTUQUIMPYIOT APYT apyra (T.e. A yOexmaercs B TOM, 4TO
B3aMMOJICUCTBYeT ¢ B, a B — B TOM, 4TO OH B3aUMOJICHCTBYET ¢ A) u
(hopMHUPYIOT OOILIUN CEKPETHBIN KITI0Y, KOTOPBIM MOXET MCIOJIb30BaATHCA
B JajbHeimeM Ui mudpoBaHus epeaaBaeMbIX UMH coodieHuil. B pe-
QJIbHOW XW3HH B KauecTBe A m B MOTyT BBICTYNarh NOJb30BaTEIbh H
KOMIIBIOTEPHAs CUCTEMA WU JIBE PA3IU4YHbIE KOMIIbIOTEPHBIE CUCTEMBI —
CYTh ONMCHIBAEMOIO HMXKE NTPOTOKOJIA OT 3TOTO HE MEHSETCSI.

B npouecce omnucaHuss Mbl paccMaTpuBaeM pas3iMuyHble, Bce Ooiee
M30IIPEHHBIE TUIBI aTaK U CPEJCTBA 3alUTHI OT HUX. TaKk MbI yXe pac-
cMarpuBasid paHee (cMm. pazna. 2.1 u 2.2) moaxombl K PEIICHHUIO 3aJ1aud
UACHTU(UKALUY U YCTAaHOBIEHUS Kitodya. OJJHAKO MbI UCXOAMIIU U3 TOTO,
YTO MPOTUBHUK MOXKET TOJIBKO MPOCITYIIMBATh HH(OPMAIIUIO, ITepeiaBae-
MYIO I10 OTKpPBITOMY KaHaily. Ho B COBpeMEHHBIX CeTsX Nepenayu JaHHbIX,
HanpuMep B MHTepHeTe, uHbOopMaIys OT OAHOIO MOJIb30BATEIN Mepe/a-
eTCsl JPyroMy 4epe3 MHOXKECTBO MPOMEKYTOUHBIX Y3JIOB (MapuipyTH3a-
TOPBI, IUTIO3bI, TIOYTOBBIE CEPBEPHI U T.J..), HE KOHTPOIUPYEMBIX STUMH
MoJNb30BarTeNsiMu. B pesynbrate mpoTUBHUK, 0OOCHOBABIIUICS HA OIHOM
TaKOM IIPOMEKYTOUHOM Yy3JI€, MOXKET HE TOJIBKO ITPOCTYIINBATh HH(pOpMa-
LUIO, T.€. UTPATh YUCTO MMACCUBHYIO POJIb, HO U OCYILECTBISATh AaKTHBHBIE
BO3/ICMCTBUSA, HAIPUMED, U3MEHSTh, TOOABISATH WU YAAISATH COOOIIEHUS.

Paszbepem, Hampumep, TUIUYHYIO aTtaky Ha cucremy Juddu—Xemi-
MaHa B CETH CBSI3M C AKTHBHBIM NPOTHBHHKOM. AJHCa BBIOMPAET CBOE
cexpeTHoe unciao X, u nockuiaer body ¢~4. bo6 BeIOMpaeT cBOe Cek-
petHoe uncno Xp u noceinaer Anuce ¢*2. Onnako EBa mepexBaTbiBaeT
3TH YHMCIIa U TI0ChUIAET BMECTO HUX u Anuce, u boby ¢*7, rne X — ee
yncio. Bee 3Tu uncna BBINIAAAT KaK COBEPLICHHO CIyYalHbIE, TAK 4TO HU
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Anuca, Hu bo0 Huuero He nmogo3pesarot. B pesynbrare Annca popmupyer
kmod K, = ¢gX#X4 a Bob6 — xmou Kp = ¢*X5X2 . 06a stux xmoua
MOTYT OBITh JIETKO BbIuncieHsl U EBoil. Temeps, korma Anmca mochiiaet
Bboby coolbmenue, 3amuppoBanHoe ¢ kimodom K 4, EBa pacumdpossiBaer
ero, cHoBa mmdpyer ¢ kodoM K g u ornpasisieT boOy. Ananornano EBa
JEUCTBYET U MU mepeaade cooOmeHU B 00paTHOM HarpasieHuu. bod u
Anuca B3aMMOJICHCTBYIOT, KaK UM Ka)XeTCs, B 3aIIMIEHHOM PEXUME, HO
Ha camoM Jene EBa ynraer Bce Ux cOOOIIECHUS.

Takast aTaka CTAaHOBHUTCS HEBO3MOXKHOM, eciu Annca u bob He mepe-
JAI0T OTKpBIThIE KTtouu (B cucteMe Judpu—Xenamana 310 Yy = ¢4 u
Ys = ¢g*?) no kaHanmy cBs3M, a BBIOMpAIOT UX U3 HEKOTOPOIl TAaOIUIIBI
WIM CHPAaBOYHHUKA, KOTOPBII OBLI MOJMydYeH MMU PaHEE U3 «HAJIEHKHOTO»
MCTOYHHUKA (KaK 3TO MPEAINoiaraiock B pasa. 2.2).

Boo061ie, 601bIIMHCTBO KPUIITOCUCTEM C OTKPBITBIMU KJIIOYaMU Tpe-
OyIOT HaJIM4YUsI HEKOTOPOH OpraHn3allMOHHON CTPYKTYPBI, 3aHUMAIOIIEHCS
cepruduKanueil OTKpHIThIX Kitoueil. Takas cTpyKTypa MOXKET, Halpumep,
BBINNIAZIETH CienyromuM oOpasoM. B ceru, kotopoil mpuHaiexkar Amiuca
n bo0, umeeTcst «uecTHbINY monb3oBarenab TpeHT (aboHeHT 1'), KOTOphIi
3aMHTEPECOBaH TOJBKO B TOM, YTOOBI ceTh paboTala HaJeKHO (CKopee
BCET0 3TO HE YeNIOBEK, a XOPOIIO OXPAaHAEMbIi KOMIIBIOTEP, paOOTAIOLIHIA
IO YKE€CTKO 3aJI0KEHHOM nporpamme). TpeHT pacrnosiaraet Kakou-inbo Ha-
NeKHOM KpunTtocucteMon (Hampumep, RSA ¢ nnuHON mMomyns mopsiaka
10000 6WT) ¢ COOTBETCTBYIOIIUMHU OTKPHITBIMH KIIFOYaMH W BBITTOTHICT
BCEro ABE (YHKIIUU:

1) o mobGapiser B CBOWO 0a3zy MaHHBIX MHGOPMAIHMIO 00 OTKPHITOM
KITIOYE€ TTO0JIb30BAaTENsA, MPUCHUIAEMYIO B BUIE COOOIICHHUS, 3ammd-
POBAHHOTO C MCIIOJIb30BAHUEM OTKPBITOTO Kitoua TpeHra;

2) oH coobmaeT HHPOPMAIMIO O YbeM-THO0 OTKPBITOM KIIIOYE, CHAO-
KEHHYIO CBOEH MOIIHUCHIO.

OTtkpbiThie KIt0UM TpeHTa TOBOASTCS 10 CBEIEHUS BCEX MOJIb30BaTelen
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KaKuM-JIH0O0 CII0COOOM, UCKITIOYArOIINM BMenIaTteascTBO EBbl. Hampumep,
OHU IyOJIMKYIOTCA B BHJIE PEKJIIAMHOTO cO00IeH s B razere. Tenepp Anu-
ca, BBIYUCIIUB CBOM OTKPBITHIM KIIO4, GOPMUPYET COOOIIEHUE U3 CBOETO
MMEHHU U 3TOTO KJIoua, IH(PYET ero ¢ UCIOIb30BAHUEM OTKPBITOTO KITIO-
ya TpeHra u noceuiaetr TpeHTy (HUKTO Kpome TpeHTa He MOXKeT paciud-
poBatk 3T0 coobuieHue). bob, korna eMy HyKeH OTKPBITBIN KITI04 AJIUCHI,
noceuIaeT 3anpoc TpeHTy, u TpeHT NpuchlIaeT eMy NOANMUCAHHBIN KITIOY
Anucel (HUKTO HEe MOXeT mojzenars noanuch Tpenta). bo6 nposepsier
noanuch TpeHTa, UCIOJB3ysl €r0 OTKPBITHIM KIIIOY, U MPUHUMAET KIIIOY
AnHCHl KakK JOCTOBEpHBIH. TakuM 00pa3oM, KaXKIblid MOJIb30BaTelb Ce-
TH TOJYyYaeT JOCTOBEPHYIO0 MH(POpPMAIMIO 00 OTKPBITHIX KIHOYaX JPYTUX
noJsib3oBaresnel, 1 EBa HUKak He MOXKET BMEIIATHCS B ATOT MPOLIECC.

Hrak, ecnmu Anuca u boO monb3ylOTCS JOCTOBEPHBIMHM OTKPBITHI-
MU KItodamH, To cxema Juddpu—Xemnmana pemaer 3ajgady yCTaHOBIIE-
HUS CeKpeTHOro kiroya. OHAKO OHAa HETIOCPEICTBEHHO HEe 00eCIeunBaeT
UACHTU(DUKALINIO TIOJb30BaTenei. JlelCTBUTENbHO, €C BMECTO AJINCHI
BbicTynasna EBa, KoTopasi He 3HaeT CEKPETHOro Kiroua AJIMCHI, TO Y HUX
¢ bo6om OynyT chopMHpOBaHBI pazIMuUHbIE CEKPETHBIE KIIIOYH, HO 3TO
MOXET BBISICHUTBCS TOJIBKO MO3/HEE, Ha CTaJui OOMEHa JaHHBIMHU, KOTJa
bo06, Hanpumep, HE CMOXKET pacuM(ppoBaTh NepeaHHOe eMy COOOIIeHUE
WM OOHAPYXKHT, UYTO «AJHCa» HE TTOHUMAET TOTO, YTO OH IOCBHUIAET €il.
Yacro TpeOyeTcst 0becneunTh SIBHYIO WICHTU(PUKAIINIO, YTOOBI IO 3aBep-
LICHUH ITPOTOKOJIA CTOPOHBI TOYHO 3HAJIM, KTO €CTh KTO.

VY cxembl uddu—Xemimana ecTh U IPyrold HETOCTATOK: CEKPETHBIN
KJII04, KOTOpbIi (hopmupyroT Anuca u bo06, Oyzner Bceraa ofauH U TOT ke,
II0OKa OHHM HE IIOMEHSIOT OTKpPBIThIE KiI0o4M. HO cMEHa OTKPBITBIX KIIIOUEH
— 9TO OTHOCHUTEJIbHO JIOJTHH Ipouecc (Harnmpumep, oObIYHO Tpelyercs
OIIOBECTUTh BCEX IOJIb30BaTEICH CeTH 00 M3MEHEHHM KaKOro-TO OTKpbI-
TOTO KJII04a, YTOOBI OHU MOIJIM CKOPPEKTHPOBaTh MH(POPMAIHIO B CBOUX
CIPaBOYHHUKAX ). XOTeJI0Ch Obl IMETH MIPOTOKOJ, 00ECIIeUnBaIOIINi onepa-
TUBHOE CO3J]aHHE KaKIbIH pa3 pa3iINyHbIX, CIlydallHO BHIOMPAEMBIX CEK-
PETHBIX KIIFOUEH.



I'maBa 6. Kpunrorpadpuueckue npoTOKOIbI 138

Perienue cocToUT B MCHOIB30BaHUM KaKOro-iubo mmudpa ¢ OTKphI-
TBIM KJIFOYOM JUTS TIepeadl CeKpeTHbIX Kitoueld. O603HaunM mmdpp co-
OOIIIeHHSI T, TOCTPOCHHBII C HCIIOIb30BAHUEM OTKPBITOTO KIIFOYA MOJTb30-
Baremst A, uepe3 P4(x). (Hanpumep, P4(x) Moxer 0bITh mudpom RSA
win mudpom Dib-Tamans. B ciayuae RSA Py(z) = 294 mod Ny, tae
napa uucen dy u N, npencrasiseT coOOM OTKPBITHIM KiIHOY IOJIB30Ba-
tenss A.) Bee, KTO 3HaeT OTKPBITHIA K04 A, MOTYT BBIMUCIHTE Pa(x)
ni1st coobuieHust x. B To jxe Bpemst TOJIbKO A, 3HAOIINI COOTBETCTBYIO-
U CEKPETHBIN KIIF0Y, MOXKET MONYyUUTh & U3 Yy = Pa(x). AHaIoru4uo
(Pgp(x)) 6ymem 0603Hauarh mudp, MOCTPOCHHBIN C TOMOIIBIO OTKPBITOTO
KITro4a mosb3oBarenst B. CuMBonoM ||, kak u panee, OymeM 0003HaYarTh
KOHKAaTCHAIMIO Yrcell. Mbl OMHIIEM TIPOTOKOJ MTOATAITHO, YTOOBI HE «yTO-
[IUTHY» YATATENS B JETATISX.

HanomHuM, 4TO MBI periaeM CieAyrLyro 3aaady: Anuca u bob xo-
TSIT B3aUMHO UICHTH()UIIMPOBATH IPYr-Apyra U yCTAaHOBUTH OOLIMH CeK-
peTHbIN KiIto4. PaccMoTpuM BHavase cieayouuii (11oxoi) npoTokoi, co-
CTOSILIMIT U3 TPEX IIAroB, 4TOOBI OOCYANUTH HECKOIBKO BaKHBIX BOIIPOCOB.

Ilar 1. Anuca nmpuayMbIBaeT CEKPETHbIM Kitou ki, mudpyer ero, uc-
NOJIb3Ys OTKPBITHIN KiItod boba, u nmocsutaet boOy:

A—B: Pyk). (6.8)

Iar 2. bo6 pacmmdpoBsiBaeT ki, CHOBa MHM(PYET €ro, UCIOJIb3Ys OT-
KPBITBIN KJIFO4 AJIMCHI, U TTIOCBUTAeT AJuce:

A B: Pulky). (6.9)

Ilar 3. Anuca pacmudpoBbIBaeT k; ¥ CPaBHUBAET €r0 C TEM, KOTOPBIA
OHa mpuaymana Ha mare 1.

YTo MBI MIMEEM B pe3yibTare peanus3aliu 3Toro mporokoma?  Bo-
nepBbIx, Anrca U Bo0 monyunin oOumii CeKpeTHbINH KITto4 ki, HEU3BECT-
ueiii EBe (EBa He moxer pacumdpposars uu Pg(ky), au Pa(k1)). Bo-
BTOPBIX, AJTHCA TTOIyYrIIa KPUIITOTPAPUIECKU CTOMKYIO HICHTH()UKAIHIO
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boba, Tak kak HUKTO KpoMe Hero He cMor Obl paciudposats k. OueBua-
HO, YTO B JIaHHOM IIpoToKkoJie b0 He mosydaer HUKakol UACHTHUPUKALIMH
Amucel (coobmienue (6.8) Mor rmocaarh KTo yrogaHo). OH MOT ObI IPOBECTH
CUMMETPUYHBII MPOTOKOJ CO CBOEH CTOPOHBI:

Ae—B: Pulks), (6.10)
A— B: Pg(ks) (6.11)

U MONYYHTh Takyro uaeHTudukanuio. [Ipobnema, oqHako, 31eCh COCTOUT
B JIOTMYECKON HE3aBHUCHUMOCTHU JABYX MPOTOKOJIOB, B PE3yJAbTAaTE YEro HeT
rapaHTHH, 9YTO 00a MPOTOKOJA MPOBOASTCS OJHUMHU U TEMH K€ YIaCTHU-
KaMH.

Ho ecth 1 6omnee Tonkast mpobiema. Auca MOXKET HCTIOIb30BaTh OIH-
CaHHBIN MPOTOKOJ Ui BCKPBITUSA KpurnrocucteMbl boba! Jlemaercs ato
tak. [lomyctum, Anrca nepexBaTuiia Kakoe-To COO0IIeHue y, mpeaHa3Ha-
uyeHHoe it boOa, T. . y = Pp(x). OHa IpUTBOPSIETCS, YTO XOYET BOWTHU B
cuctemy boba, u 3amyckaet npotokod (6.8), (6.9). Oxxako Bmecto Pg(k;)
oHa nepenaer boOy coobmenue y. Tak kak k1 — IpOU3BOJILHO BbIOpaH-
HOE YncIo, To bob He MoXeT HIYero 3amo03puTh. OH YECTHO BHIMOIHSET
CBOI LIAr B MPOTOKOJIE U paciiudpoBbIBaeT At AJHUCH x !

VYpoK, KOTOpBII cliefyeT OTCIola U3BJIeYb, CISIYIOIUI: HUKOTIAa HU
IUIL KOTO HE cieqyeT pacui(poBHIBaTH CIy4YalHbIE YHCIA. DTO MOXKET
MoBpenuTh Baiei 6e3omacHoctu. CpeacTBO OOPHOBI ¢ TAKOW «OIMACHOMN
CIIy4alilHOCTBIO — BHECEHHUE N30BITOYHOCTH B COOOIIIEHUS, HAalIpUMeEp, BBE-
JICHHE KaKOro-au0o0 3JeMEeHTa, U3BECTHOTO IMOJIydaTelli0o U OXKUAAEMOTO
uM. B gactHoCTH, B (6.8) Anuca Mmorna Obl mocnaTth cBoe uMsa. OHa Mor-
7a OBl MOCTPOUTH cooOIIeHHe, OTBes 512 OuT mox ciydaitHoe uucio ky
u 512 Out noxg cBoe ums, ajapec, GpparMeHT OTKPHITOTO KIt04Ya U JPYTYIO
JIeTKO TMpoBepsieMyro uHpopmanuio (OynemM o003HauaTh BCE ITO BMECTE
gepes A), u nocnare Bo6y Pg(ki||A). B stom ciyuae Bo6 He cram 651
nochlIaTh Anuce cooOIIeHrne T, TaK KaK €ro COOTBETCTBYyomue 512 our
HaBepHsIKa HE COJep KA Obl A.
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Bce BhIen310keHHOE TPUBOINT HAC K CIISTYIOIIeMy poTokoiy Hu-
xama—IlIpenepa (Needham, Schroeder, cm., Hanpumep, [23]), KOTOPBIH 1MOJ-
HOCTBIO pelllacT MOCTAJICHHYIO B Havajie pasjiesa 3a/1aqy.

Ilar 1. Anuca BeIOMpaet ciyyaifHoe 4ucio k;, 00beAUHSET €ro co CBOEH
oTKpbITOH nH(popMarmeir A u noceuaer boOy

A—B: Pylk|A). (6.12)

Ilar 2. bo6 pacumdpossiBaer (6.12) u yOexxgaercs B TOM, YTO MOJY-
YEHHOE COOOIIEHHE COJACPKUT OTKPBITYIO HH(POPMALUIO AJKCHI A.
3areM OH BBIOHMpAET CIy4ailHOE YUCIO ko, OOBETUHSET €0 ¢ ki U
rochuIaeT Anuce

A B:  Pulky|ks). (6.13)

Hlar 3. Anuca pacmmdpossiBaet (6.13) n yoexxaaercss B TOM, 4TO TOITY-
YEHHOE COOOMICHUE CONEPXKHUT k. DTO SIBISICTCS ISl HEEe HAIEkK-
HBIM MpU3HAKOM HaeHTU(uKanuu boba, Tak Kak HUKTO Ipyroil He
Mor ObI u3Biedb k; u3 (6.12). Anuca mocwutaer boOy

A— B: Pglks). (6.14)

Iar 4. bo6 pacmmdpossiBaet (6.14) u ydexgaeTcs B TOM, 4YTO OH IIO-
Ay ko. DTO SIBISETCS JJIS HETO HAJIS)KHBIM MPU3HAKOM HJICHTH-
¢bukanuu AJHCHI, TaK KaK HUKTO APYToW HE MOT Obl U3BIICYb ko U3
(6.13).

Teneppr Anuca u bo6 moryt chopmupoBats u3 ki, ko OOIIMI KITFOY,
Hanipumep, k = ki & ko, TIe & — mOOUTOBAsI CymMMa 10 MOAYIIO 2, UK
UCTIONIB30BaTh ki M ko MO-OTACTBHOCTH ISl MIM(POBAHUS BXOSIIUX H
UCXOMSAIIMX COOOIICHUIA.
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[Ipumep 6.4. Ilyctb B HEKOTOPOI ceTu UCIONB3yeTCs MUPp Dib-
I'amansa ¢ orkpeiTeiMM mapamerpamu p = 107, g = 2. Ilonp3oBarenu
A m B uMeroT OTKpBIThIC KItouu d4 = 58, dg = 28, KOTOPBIM COOT-
BETCTBYIOT CEKpeTHblE c4 = 33, cp = 45. PaccMoTpuM peansanuio
nporokona Hunxama—Illpenepa ams B3anMHON MACHTH(HUKALUU TOIB30-
Bareneid A 1 B M ycTaHOBJICHHUS OOIIETO CEKPETHOTO KITF04a. Y YUTHIBAS
HEeOOJbIIYI0 BETUYUHY MOJYJISl p B HallleM NpuMepe, Oy/ieM UCII0Ib30BaTh
B Ka4eCTBE MJICHTU(PUKATOPOB MOJIb30BaTeNeii oaHy Py B JECATUUHOMI
3aIluCH, ITyCTh A=1,B=2,u CEKPETHBIN KJIt04 Oy/IeM MOTy4yaTh TaKkKe
B BHJIC OJTHOU JIECATUIHON ITUQPEI.

Ha nepBom mare mpoTtokona A BBIOMpAaeT CEKPETHBIA KIIOY, ITyCTh
ki = 3, n dopmupyer coobmerre m = ki||A = 31. Ito coobmenne
mdpyercs mudppom nb-I'amans Ha OTKPHITOM KJIHOue Mmojb3oBareis 5:

k=15 r=¢" modp =2 mod 107 = 26,
e =m-dg" mod p = 31- 28" mod 107 = 47.
[Tapa uucen (26,47) u ecTh TOT MIKUPPOTEKCT, KOTOPBIH HEOOXOAUMO IO~

cnath B. B MCNONBb30BaHHBIX MPH OMMCAHAH MPOTOKOJNA 0003HAYEHHSX
Pp(ki[|A) = (26,47) u

A— B: (26,47).

Ha Bropom 1mare mportokoia B paciuudpobiBaet (26,47), HCIOb-
3ysl CBOM CEKPETHBIN KIIIOY:

m' =e-r?17 mod p = 47 - 26'%7% mod 107 = 31.

B y6exnaercs, uro mianmas nudpa COACPKUT HACHTH(PHUKALMOHHBINA
HOMep mojb3oBatenss A u u3Bnekaer k; = 3. 3areM OH BBIOMpAET CBOE
CEKPETHOE YHUCIIO, MYCTh ky = 7, hopmupyer coobiuenne m = kq||ky =
37 m mudpyeT ero Ha OTKPHITOM Kitode A:

k=77, r=g¢"modp=2" mod 107 = 63,
e=m-ds" modp=37-58"7 mod 107 = 18.
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ITapa uncen (63, 18) — 370 TO, uTO HYXHO mocnath A. T.e. Pa(ky||k2) =
(63,18) u
A« B: (63,18).

Ha tperbem mrare A pacumdposbiBaer (63, 18):
m' =e-rP17¢ mod p = 18 - 63'%7% mod 107 = 37.

A yOexxmaercs B TOM, 4TO cTapiuasi iudpa COAEpKUT k1 = 3 U U3BICKAET
ko = 7. Teneps A mudpyer ko miast B:

k=41, r=¢"modp=2*" mod 107 = 82,
e=m-dg" mod p=7-28" mod 107 = 49,

" noceutaetr B
A— B: (82,49).

Ha uerBeprom mmare B pacimudpobiBaet (82,49):
m' =e-rP717¢ mod p = 49 - 821745 mod 107 = 7.

B ybexnaercs B TOM, 4TO OH HOJXYYHII CBOE YHCTIO ky = 7.
Tenepy A u B moryT chopMupoBaTh OOIIMI KITFOY 110 3apaHee Oro-
BOPEHHOU CXEMe, HallpUMeD,

k=k @k =3®7=(011)y @ (111); = (100) = 4. O
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3amaum ¥ ynpakHeHus

6.1. B cucreme 31eKTpOHHBIX J€HET BBIOPAHBI CEKPETHBIE MapaMeTphl
6anka P = 17, () = 7, ¢ = 77, a COOTBETCTBYIOIINE UM OTKpbI-
Teie mapametpsl N = 119, d = 5. ChopmMupoBaTh /1€KTPOHHBIE
OaHKHOTHI CO CIIEITYIOIIUMH HOMEPaMHU:

a. n=11nopu r =5,
6. n =299 npu r =6,
B. n =955 npu r = 10,
r. n=44npur =15,
n. n="77napur =30.

CM. oTBeT.



OTBETHI K 3AJAYAM U YITPAXKHEHUSAM

1.1. a. k=17. 6. k=27.
1.2. a. TIPUBET (k = 5). 6. BECHA (k = 20).
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21, a.5=5,16=6,27T=7, -4=6, -13=-3=7,3+8=1,
3—8=5,3-8=4,3-8-5=4-5=0 (mod 10). 6.5=5, 16 =5,
21=5,-4=7,-13=-2=9,34+8=0,3-8=6,3-8=2,
3:8:5=2-5=10 (mod 11).

2.2. 22 mod 10 = 6, 3"mod 10 = 7, 7 mod 100 = 43, 7°" mod
100 =7.

23.108=2-2-3-3-3,7M=7-11,65=5-13,30 =3-3-5,
159 =3 - 53.

2.4. mapsr (25,12) u (40,27) B3aUMHO TPOCTHI, IPyrHe — HET (YUCia
(25,15) nensrcs Ha 5, (13,39) nensrcs Ha 13).

2.5. o(14) =6, p(20) = 8.

2.6. p(53) =52, p(21) = (7)) - p(3) =6-2 =12, p(159) = 2-52 =
104.

2.7. 3B mod 13 =3 - 32 mod 13 = 3, 5?2 mod 11 = 5% - 5% . 519 mod
11 = 25mod 11 = 3, 3!" mod 5 = 3.

2.8. 3% mod 20 = 3-3% mod 20 = 3, 2!* mod 21 = 22-2'2 mod 21 = 4,
2197 mod 159 = 23 - 2194 mod 159 = 8.

2.9. ged(21,12) = 3, ged(30,12) = 6, ged(24,40) = ged(40,24) = 8,
ged(33,16) = 1.

210, a.x=—-1,y=2. 6z=1,y=-2. B.x =2, y=—1. .
r=1, y=—-2.

211. 3 'mod7 = 5, 5 'mod8 = 5, 3 'mod53 = 18,
10! mod 53 = 16.

2.12. IIpocteie uncna, mensime 100: 2, 3,5, 7, 11, 13, 17, 19, 23, 29,
31, 37, 41, 43, 47, 53, 59, 61, 67, 73, 79, 83, 89, 97. I3 uux uucna 5, 7,
11, 23, 47, 59 u 83 cooTBEeTCTBYIOT BUAY p = 2q + 1.
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2.13. IIpu p = 11 B xauecTBe mapaMeTpa g MOTYT ObITh BHIOpaHbI YUCIIA
2,6,7n8.

214. a. Yy = 20, Yg = 17, Zag = 21. 6. Y4 = 13, Yy = 14,
ZAB = 10. B. YA = 21, YB = 9, ZAB = 16. 1. YA = 8, YB = 5,
ZAB:9- . YA:6,YB:17, ZAB:16.

2.15. a. dAzll,del?),SC1:17, $2:5,$3:6,.’E4:4.
6.dA:3,dB:19,l’1:8,I2:12,1’3:3,ZE4:6. B.dA:5,
dB:]_l,1'1:14,1'2:10,1'3:3,1'4:10. F.dA:5,dB:15,
1 =7, 09 =21, 253 =14, x4 = 17. 0. d4 = 11, dg = 5, 1 = 15,
To=2,x3=8,x4=09.

216. a.dg =13, r =14, e =12, m' = 5. 0.dg = 16, r =9,
e=15,m' =10. B.dg=15,r=16,e =14, m' = 10. r. dg = 21,
r=14,e=12,m' =5. n.dg=8,r=5,e=5, m' = 10.

2.17. a. Ny =55, o(Ny) =40, cy =27, e =23, m' = 12.

0. NA:65, QO(NA)I48, CA:29,€:50, m’ = 20. B. NA:77,
QO(NA):60, CA:43,€:52,m’:]_7_ . NA:91, SO(NA):’?Q,
ca=29,e=88, m=30. 1. Ny =33, o(N4) =20,ca=7,e=09,
m = 15.

2.18. m = 111.

3.1. a.e=1111001110. 6. e = 1111110101. B. € = 0001000110. r.
e = 0101011011. pn. e = 0001010001.

3.2. a. P, = 0.002, P, =~ 0.006, P; =~ 0.623, P, =~ 0.051, P; ~ 0.311,

FPs ~ 0.007. 6. P, ~ 0.000, P, ~ 0.009, P; ~ 0.000, Py ~ 0.000,
Py =~ 0.892, Fs ~ 0.099. B. P, =~ 0.000, P, ~ 0.697, P; ~ 0.000,
Py =~ 0.004, P5 = 0.299, I ~ 0.000. r. P, = 0.003, P» ~ 0.000,
Py ~ 0.036, P, ~ 0.000, P5 ~ 0.801, Fs ~ 0.160. n. P ~ 0.196,

P, =~ 0.000, P; ~0.001, P, ~ 0.000, P5 ~ 0.018, Fs ~ 0.785.

3.3. a. H =116, n~6.04. 6. H =~ 0.52, n ~242. B. H~0.09,
n~3.7. r. H~1.08, n~5.08. n. H~1.16,n~6.04.
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3.4. a. P, = 0.7 (m = bcacbcacc), P, =0, Py = 0.3 (m = acbcacbce),
P4—0 P5 OP(;—O 6P1—0 P2—0 P3 0P4~021(m—
beecaccac), Ps =~ 0.20 (m = abbbcbbeb), Ps ~ 0.59 (m = acccbeebe).
B. P, =0, b, =0, P =0, P, =1 (m = ccbcabceb), Ps = 0,
P6 =0. r. P1 = O, PQ = 0, P3 ~ 0.000 (m = acbbbbcbb), P4 ~ 1.000
(m = abccecbee), Ps =0, Ps =0. n. P, =0, P, =0, P3 =~ 0.009
(m = bbbcbbbeb), Py ~ 0.970 (m = cccbeecbe), Ps = 0, Py ~ 0.021

(m = cccacccac).
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51. a.s=28. 0.s=30. B.s=26. r.s=71. n.s=18.

5.2. a. (7,28) nommunHo, (22,15) Her, (16,36) mommuaHo. 6. (6,42)

uet, (10,30) ma, (6,41) ma. B. (13,41) ma, (11,28) mer, (5,26) na.
r. (15,71) nma, (11,46) mer, (16,74) ma. n. (10,14) mer, (24, 18) na,
(17,8) na.

53, a.y=14,r=3,5=8. 0.y=24,r=3,s=5. B. y =140,
r=9,s=2. ny=22,r=9,s=5. n.y=64,r=7, s=10.

54. a. (10;4,5) mwer (b~ ' =10, uy =6, uy = 4, a** = 62, y*2 = 25,
v =9 #4), (10;7,5) ma (h™' = 10, uy = 6, uy = 7, a“* = 62,
g2 =59, v = 7), (10:3,8) ma (b = 10, uy = 3, us = 3, a™ = 14,
Y2 =64, v=23). 6. (1;3,5) ma(h™ ' =1, u =5, up =8, a“* = 40,

yu2 — 64, v = 3), <1,4,3> aa (h_l = 1’ Uy = 3’ Uy = 7’ a¥l = 14’
g = 25, 0 = 4), (114,5) ser (i = 1, uy = 5, uy = 7, a* = 40,
y2 =25, v =T #4). B. (7;7,4) ma (h™! =38, uy = 10, upy = 10,

S]

w59, 42 = 62, v = T7), (7:9,2) mer (b~ = 8, uy = 5, us = 5,
a =40,y =14, v=2+#9), (5;9.2) ma(h™' =9, u1 =7, uy = 7,
at =9,y =22, v=9). r.(6;9,5) ma(h™! =2, u =10, uy = 4,
a't =59, y2 =24, v =29), (8;8,3) mer (b1 =7, u; = 10, uy = 10,
@' =59,y =64, v =2%£8), (T:4,1) ma (h' =8, uy =8, us = 1,
at = 24, y*2 = 22, v = 4). n (10;7,3) ma (h~' = 10, u; = 8,
Ug = 7, a" =24, y2 =24, v =T7), (7;7,10) na (h™! =8, u; = 3,
uy = 10, @ = 14, y*2 =22, v =7), (8;7,5) mer (h™' =7, u; = 2,
upy =6, a" =22, y"? =59, v =3#7).
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6.1. a.n = 103, § = 52, r~! = 24, Ganknora (11,58). 6. n = 13,
§ =13, r~! = 20, 6anknora (99,22). B. N =58, § = 74, r ! =12,
6auknotra (55,55). 1.1 =37, § =46, r~' =8, 6anknora (44,11). 1
n =49, § =70, r~! =4, 6anknora (77,42).
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